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	Reason for change:
	As agreed in S3-210751 and S3-210752 in SA3#102e meeting:

The sending SEPP shall reject messages received from the NF (directly or via SCP) with JSON including "encBlockIndex" (regardless of the encoding used for that JSON request).

And as indicated in C4-211157 on Reply LS on Misalignments on HTTP message format over N32-f:

If a cNF tries to access an API and includes the value "encBlockIndex" in the JSON of the request (regardless of the encoding used for that JSON request), this request shall be rejected by the cSEPP.

It is proposed to reject with OPTIONAL_IE_INCORRECT or MANDATORY_IE_INCORRECT errors by cSEPP to cNF.

	
	

	Summary of change:
	OPTIONAL_IE_INCORRECT or MANDATORY_IE_INCORRECT will be returned by cSEPP.
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	Security problem from encBlockIndex can not be avoid;
Misalignment with stage2.
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* * * First Change * * * *

[bookmark: _Toc44847569][bookmark: _Toc51845224][bookmark: _Toc51845555][bookmark: _Toc51847075][bookmark: _Toc57022707][bookmark: _Toc67557682]6.10.8.2	Requirements for the originator of an HTTP error response
To enable an HTTP client to determine the originator of an HTTP error response, the originator of an error (e.g. HTTP server, SCP or SEPP) should include a Server header in the HTTP error response with the following information:
-	the type of the NF or network entity generating the error, set to the NFType value as defined in clause 6.1.6.3.3 of 3GPP TS 29.510 [8], e.g. "SCP", "SEPP", "SMF";
-	the identity of the NF or network entity generating the error, set to the FQDN of the SCP or SEPP, or to the NF Instance ID of the HTTP server.
NOTE:	The information carried in the Server header can also be useful for trouble-shooting.
EXAMPLE 1: Error generated by an SCP: Server: SCP-scp1.operator.com
EXAMPLE 2: Error generated by a SEPP: Server: SEPP-sepp1.operator.com
EXAMPLE 3: Error generated by an SMF: Server: SMF-54804518-4191-46b3-955c-ac631f953ed8
The presence of a Server header set to the next hop SCP or SEPP or to the HTTP server in an HTTP error response shall be an indication for the HTTP client that the next hop SCP or SEPP or the HTTP server is the originator of the error.
If neither the target NF nor alternative NFs that the SCP may (re)select based on the Routing Binding Indication or Discovery headers are reachable, the SCP shall return a HTTP 504 Gateway Timeout response including the "problemDetails" with the "cause" attribute set to "TARGET_NF_NOT_REACHABLE" and the Server header which is set to the FQDN of the SCP.
If the cSEPP receives the HTTP request from the NF with "encBlockIndex" included as specified in clause 5.9.3.2 of 3GPP TS 33.501 [17], the cSEPP shall return a HTTP 400 Bad Request response including the "problemDetails" with the "cause" attribute set to "MANDATORY_IE_INCORRECT" or "OPTIONAL_IE_INCORRECT" and the "invalidParams" attribute indicates the incorrect IE. The Server header which is set to the FQDN of the cSEPP shall also be returned.
* * * End of Changes * * * *


