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1.	Introduction
As part of the 5G_eSBA Work Item, CT3 and CT4 have added in recent meetings support for HTTP redirect response messages (using specifically 307 and 308 response codes) for several APIs.
It has been discovered during CT4#102e (and the simultaneous CT3 meeting) that the HTTP response bodies of those redirect messages, have been defined with media type "application/problem+json", along with a data type "ProblemDetails" for the definition of the JSON content of such bodies.

2.	Discussion
The usage of ProblemDetails and its corresponding media type ("application/problem+json") is introduced as a standard mechanism in IETF RFC 7807 [1], and it is also documented by 3GPP in TS 29.501 [2].
In both documents, it is clearly stated that this media type is intended for HTTP error messages.
However, 307 and 308 response codes are not error response codes. As indicated in IETF RFC 7231 [3], HTTP response codes can be classified as:
1xx: Informational
2xx: Successful
3xx: Redirection
4xx: Client error
5xx: Server error
The description of 3xx Redirection response codes in RFC 7231 does not mention (or even suggests) that they are used in error scenarios. In many cases, the usages of 3xx response codes can be as non-error related as, e.g. load balancing (307 Temporary Redirect), cache hits (304 Not Modified, see RFC 7232 [4]), etc.
During the CT4 conference call held on 2021 Feb 26th is was generally agreed that categorizing 3xx responses as "errors" was incorrect / non-orthodox.
Note that in most discussions about API design held by CT3/CT4, the difference between "incorrect" and "non-orthodox" is not so clear, since the discussions usually relate to adherence to "industry best-practices". In this case, the authors of this paper believe that using "application/problem+json" is against the recommended usage of such media type described in RFC 7807 and also against the documented usage in TS 29.501, so we believe that it is indeed an incorrect usage.
It would be comparable to using, e.g. "application/problem+json" and "ProblemDetails" as the response body of a POST request that returns with "200 OK". While most people would term this as "incorrect", it could also be argued that nothing precludes API designers to follow such practice. The authors of this paper believe that this is not only a "non-orthodox" practice, but also inadequate or incorrect design, given that it perverts the real intention for defining this media type and the JSON data type.

3.	Consequences
The main issue identified is, not so much on the usage of the data type "ProblemDetails" itself, given that the data type "name" does not really appear over-the-wire; the actual issue relies on the usage of media type "application/problem+json".
Media types are an essential aspect on the HTTP protocol, and its usage may determine critical aspects such as:
-	Routing of requests or responses to certain subsystems, based on the Content-type header (even before considering other HTTP components, such as the specific HTTP method); those subsystems can be internal to a Network Function (e.g. a component of the NF that takes care of calculating traffic KPIs based on the number of "error" messages vs. "non-error" messages); it is also possible that those subsystems are external to a Network Function, and behave as "network probes", placed for example in HTTP intermediaries or proxies.
-	Triggering system-wide actions based solely on the presence of the Content-type header (e.g. if Content-type indicates an error or problem scenario, action such as logging the error condition, or triggering an alarm could be raised)
Note that these points are not "academical", as it has been claimed in past discussions. It is a well-known fact that networks probes, collecting (and acting upon) specific HTTP headers, present in both requests and responses, exist today in MNOs. An example of this can be found in the CR recently agreed by CT4 (C4-205120) [5], introducing the "3gpp-Sbi-Correlation-Info" header, mentioning as typical use case exactly it usage on network probers and network monitoring.
As indicated above, it should be noted that SBI signaling messages may be processed by entities not defined by 3GPP, such as HTTP intermediaries and generic proxies (not necessarily limited to 3GPP SCP's). Those network entities may act upon the presence of specific media types in the message.
It should be noted that the categorization of whether a given HTTP message belongs to an "error" condition can be done by different means. One approach could be the status code itself, but also it can be based on the media type of the response body; so, in the examples mentioned below, where a system component collects KPIs of network status, based on the number of "error messages", those can be identified by the presence of the "application/problem+json" media type.
Consequently, the right choice of media types for HTTP messages does have an impact on the operation of the network and meets the criteria for corrections on frozen releases (FASMO).
The authors of this paper also believe that the described impact is concrete and specific (while they don't necessarily apply to all deployments, since it depends highly on how NFs are implemented and managed in each MNO).

On a slightly different line, during previous discussions, it has been commented that those potentially impacted subsystems, which might be tagging as "errors" those messages having an "application/problem+json" media type, could be easily updated to act upon specific response codes, instead of relying on the media type. It is true that such "fix" would not be inherently complex, per se, but it may be a very extensive fix, network-wide, since those components may exist even since Rel-15, and they could have been deployed in many Network Functions.
So, the question would be why should there be a need to update those components at all, solely because 3GPP introduced an incorrect, or non-orthodox, categorization as "errors" of those messages that are not really errors?

4.	Alternatives
The options that CT4 considered are:
a)	Accept that it is incorrect but opt for living with such mistake. As of today, not all the TS's have been updated to include support for 307/308 redirections, so accepting that the problem exists, and taking as a "design decision" the fact that some Rel-16 TS's have already included such support, would imply to extend the problem to ALL current CT APIs and, maybe even worse, to adopt such practice for ALL future APIs in CT groups, and maybe several other 3GPP groups. So, this is highly undesirable.
b)	Fix the mistake now, and have clean specifications forever (see chapter 5 for a concrete proposal), and apply such decision to Rel-16 onwards, 3GPP-wide

5.	Proposal
The necessary fixes would be as follows:
-	Correct TS 29.571 and TS 29.500:
See CRs:
-	C4-212280 (29.571) to define a RedirectResponse data type, and to include reusable responses for 307 and 308 status codes
-	C4-212288 (29.500) to define expected response for an SCP redirect scenario
-	In all API TS's:
Update systematically the 307 and 308 responses.
See CR: C4-212289 (29.510) as an example of the required updates on the NRF APIs.
Note that the above CRs are all Rel-16 CRs; if those are eventually agreed, the corresponding mirror CRs would be generated and submitted to CT4#103-e or CT4#104-e.

6.	Conclusions
It is proposed to address the identified issue in Rel-16, to correct the system-wide impact of using inadequate media types in HTTP messages, and also to prevent that the mistake stays in 3GPP APIs forever, as a design decision that may affect other Working Groups in all future OpenAPI developments.
It is proposed to agree CRs C4-212280, C4-212288 and C4-212289 during CT4#103-e, and schedule the systematic update of all affected SBI TS's during CT4#104-e.
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