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1. Intro
In February 2021, CT4#102e received from SA3 a reply LS "Misalignment on access token request requirement TS 29.510 and 33.501" in C4-211156 (S3-203495). The LS triggered a discussion, but CT4 failed to reach agreements. This paper tries to explain the controversy and also propose a way forward.

2. Background
Let's compare two quotes from stage 2 (TS 33.501 under SA3 control) and stage 3 (TS 29.510 under CT4 control).

Quotes from clauses 13.4.1.1.1 and 13.4.1.1.2 of TS 33.501v16.5.0 (2020-12)
OAuth 2.0 client (NF Service Consumer) registration with the OAuth 2.0 authorization server (NRF)

The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.
…
The complete service request is a two-step process including requesting an access token by NF Service Consumer (Step 1, i.e. 1a or 1b), and then verification of the access token by NF Service Producer (Step 2).
Step 1
Pre-requisite:
- The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).
- The NF Service Producer (OAuth2.0 resource server) is registered with the NRF (Authorization Server) with "additional scope" information per NF type.
- The NRF and NF service producer share the required credentials. 
- The NRF and NF have mutually authenticated each other.

Quote from clause 13.3.1.3 of TS 33.501v16.5.0 (2020-12)
NOTE 1: 	When a NF accesses any services (i.e. register, discover or request access token) provided by the NRF, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed.
Quote from clause 6.1.8 and 6.2.8 of TS 29.510v16.6.0 (2020-12)
If Oauth2 authorization is used in the Nnrf_NFManagement API, an NF Service Consumer, prior to consuming services shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.
…
If Oauth2 authorization is used, an NF Service Consumer, prior to consuming services offered by the Nnrf_NFDiscovery API, shall obtain a "token" from the authorization server, by invoking the Access Token Request service, as described in clause 5.4.2.2.

3. Problem description
As of December 2020 there is the following misalignment.

Stage 2 requires that NFc (NF Service Consumer) shall:
1. NFc shall register with NRF
2. Only after this the NFc can obtain a "token" from the NRF

Stage 3 describes a procedure, which reverses the order of events:
a. NFc shall obtain a "token" from the NRF
b. Only after this the NFc can register with NRF

Generally speaking, stage 3 shall be aligned with to stage 2. For this particular scenario however there is an ambiguity if SA3 specified the said order of events on purpose, or if SA3 may have possibly overlooked the following use case. 

SBA architecture make use of certain type of NF Service Consumers (NFc), which do not need to register with NRF. That is, such type of NFc can consume services offered by other NFc without being registered with NRF. For instance, CBCF can consume AMF services and for doing that the CBCF currently does not register with NRF. What happens if such NFc needs to utilize benefits of the OAuth framework?

4. Discussion
SA3 and CT4 had a joint conference call on 31 March. The discussion did not yield final agreements, but a moderate progress was made. A set of draft Rel-15 and Rel-16 CRs to TS 33.501 were shared on SA3 and CT4 reflectors, which propose the following solution:
· [bookmark: _GoBack]NRF shall use the static authorization policy when an NF consumes Nnrf_NFManagement and Nnrf_NFDiscovery services:
· When a NF accesses any services (e.g. register, discover or request access token) provided by the NRF, the NRF shall use the static authorization policy to authorize the service request sent by the NF. Therefore, the OAuth 2.0 access token for authorization between the NF and the NRF is not needed and the NF shall not request an access token for consuming the NRF services. The NF may however request an access token from the NRF for consuming other NF producer services.
· Conditional usage of the NF Service registration:
· The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43] in the following cases: (a) the NF Service Consumer is subscribing to notification services at the NRF and (b) if the NF Service Consumer is also acting as a NF Service Producer. Otherwise, the NF Service registration procedure is not required and therefore is optional. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.


5. Proposal
It is proposed to adopt the principles outline in the above mentioned draft CRs.

