

	
3GPP TSG-CT WG4 Meeting #101e	C4-205672
E-Meeting, 03rd – 13th November 2020													Revision of C4-205328
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	29.573
	CR
	0052
	rev
	1
	Current version:
	16.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Exchange of the modification policy

	
	

	Source to WG:
	Huawei

	Source to TSG:
	CT4

	
	

	Work item code:
	TEI16
	
	Date:
	[bookmark: _GoBack]2020-11-11

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	As specified in clause 13.2.3.4 of 3GPP TS 33.501:

Each modification policy applies to one individual relation between PLMN-operator and IPX provider.
…
This policy shall be specific per roaming partner and per IPX provider that is used for the specific roaming partner.

Based on the definition in stage2, the modification policy included in protection policy shall be specific for IPX provider, if several IPX connected, the SEPP shall be able to provided list of modification policies per IPX provider.

As specified in clause 13.2.4.7 of TS 33.501:

The receiving SEPP shall check whether the modifications performed by the intermediaries were permitted by the respective modification policies.

The receiving SEPP shall check the modifications performed by the IPX based on the IPX related modification block. Based this definition, the SEPPs need to exchange the modification policy supported by the IPX it connected.

It is incorrectly defined as Protection Policy Negotiation in the specification, the modification policy is selected by the responding SEPP, based on what was requested by the requesting SEPP and what is supported by the responding SEPP.

	
	

	Summary of change:
	Change the modification policy Negotiation to modification policy exchange;
Modification policy can be per IPX provider.

	
	

	Consequences if not approved:
	Ambiguous definition on modification policy exchange may cause the failure of N32-c handshake.
Misalignment with stage2.

	
	

	Clauses affected:
	5.2.3.3, 6.1.4.3.2, 6.1.5.2.4, 6.1.5.2.5, 6.1.5.2.8, A.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR introduces backward compatible corrections to the OpenAPI file for N32 Handshake API.

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc20129598][bookmark: _Toc27584225]* * * First Change * * * *

[bookmark: _Toc24986310][bookmark: _Toc34205738][bookmark: _Toc39061922][bookmark: _Toc43277164][bookmark: _Toc49847494][bookmark: _Toc51873514]5.2.3.3	Parameter Exchange Procedure for Protection Policy Exchange
The parameter exchange procedure for protection policy exchange may be performed after the Parameter Exchange Procedure for Cipher Suite Negotiation (see clause 5.2.3.2). If a HTTP/2 connection does not exist towards the peer SEPP at the time of initiating this procedure, the HTTP/2 connection shall be established. If the parameter exchange procedure for the protection policy exchange is not performed then the protection policies between the SEPP shall be exchanged out of bands.
The procedure is described in Figure 5.2.3.3-1 below.




Figure 5.2.3.3-1: Parameter Exchange Procedure for Protection Policy ExchangeNegotiation
1.	The initiating SEPP issues a HTTP POST request towards the responding SEPP with the request body containing the "SecParamExchReqData" IE carrying the following information
-	Protection policy information 
The protection policy information contains:
-	API to IE mapping containing the mapping information of list of leaf IEs for each:
-	Request/response and Subscribe / Unsubscribe service operation, identified by the API URI and method; and/or
-	Callbacks (e.g Notification service operation), identified by the value of the 3GPP custom HTTP header "3gpp-Sbi-Callback" (see clause 5.2.3 of 3GPP TS 29.500 [4]). 
-	List of IE types that are to be protected across N32-f (i.e the data type encryption policy as specified in clause 13.2.3.2 of 3GPP TS 33.501 [6]); and
-	Modification policy: Against each leaf IE in the API to IE mapping information, a boolean flag indicating whether that IE is allowed to be modified by an IPX on the side of the SEPP sending the protection policy information.
If the initiating SEPP connects to several IPXs, the protection policy information may contain a list of Modification policies, where each Modification policy includes the IEs allowed to be modified, per IPX provider identifier, as specified in clause 13.2.3.4 of 3GPP TS 33.501 [6].
2a.	On successful processing of the request, the responding SEPP shall respond to the initiating SEPP with a "200 OK" status code and a POST response body that contains the following information
-	Selected protection policy information
The Selected protection policy information contains the IEs allowed to be modified by an IPX on the side of the responding SEPP. If the responding SEPP connects to several IPXs, the selected protection policy information may contain lists of Modification policies, where each Modification policy includes the IEs allowed to be modified, per IPX provider identifier, as specified in clause 13.2.3.4 of 3GPP TS 33.501 [6].
The initiating SEPP shall store the modification policy(s) which are sent from responding SEPP in selected protection policy information and the responding SEPP shall store the modification policy(s) which are sent from the initiating SEPP in the protection policy information. The SEPP receving the subsequent message transfers over N32-f shall check whether the modifications performed by the IPXs were permitted by the respective modification policies.
The SEPPs shall store the encryption policy in selected protection policy information and shall apply this policy for subsequent message transfers over N32-f. The encryption policy in selected protection policy is applicable for both the directions of communication between the SEPPs.
The HTTP/2 connection used for the N32 handshake procedures may be terminated after the completion of this procedure.
2b.	On failure, the responding SEPP shall respond to the initiating SEPP with an appropriate 4xx/5xx status code as specified in clause 6.1.4.3.
An illustration of how the protection policy is stored and looked up in the SEPP is provided in figure 5.2.3.3-2


Figure 5.2.3.3-2: Protection Policy Storage and Lookup in SEPP
During the N32-f message forwarding, the SEPP looks at a HTTP request or response it receives from an NF service consumer or NF service producer and then uses the above tables to decide which IEs and headers in the message it shall cipher and integrity protect and which IEs it shall allow the IPXes to modify.


* * * Next Change * * * *

[bookmark: _Toc24986343][bookmark: _Toc34205771][bookmark: _Toc39061955][bookmark: _Toc43277197][bookmark: _Toc49847527][bookmark: _Toc51873547]6.1.4.3	Operation: Parameter Exchange
[bookmark: _Toc24986344][bookmark: _Toc34205772][bookmark: _Toc39061956][bookmark: _Toc43277198][bookmark: _Toc49847528][bookmark: _Toc51873548]6.1.4.3.1	Description
This custom operation is used between the SEPPs to exchange the parameters for the N32-f connection. The HTTP method POST shall be used on the following URI:
URI: {apiRoot}/n32c-handshake/v1/exchange-params
This operation shall support the resource URI variables defined in table 6.1.4.3.1-1.
Table 6.1.4.3.1-1: Resource URI variables for this Operation
	Name
	Data type
	Definition

	apiRoot
	string
	See clause 6.1.1.



[bookmark: _Toc24986345][bookmark: _Toc34205773][bookmark: _Toc39061957][bookmark: _Toc43277199][bookmark: _Toc49847529][bookmark: _Toc51873549]6.1.4.3.2	Operation Definition
This operation shall support the request data structures and response codes specified in tables 6.1.4.3.2-1 and 6.1.4.3.2-2.
Table 6.1.4.3.2-1: Data structures supported by the POST Request Body 
	Data type
	P
	Cardinality
	Description

	SecParamExchReqData
	M
	1
	The IE shall contain the parameters requested by the requesting SEPP.



Table 6.1.4.3.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SecParamExchRspData
	M
	1
	200 OK
	This represents the successful processing of the requested parameters. The SEPP shall provide the selected parameters (i.e selected cipher suite and/or selected data type encryption protection policy) depending on what was requested by the requesting SEPP and what is supported by the responding SEPP, or the SEPP shall provide the modification policy(s) and/or security information lists of the connected IPXs.

	ProblemDetails
	O
	0..1
	409 Conflict
	The "cause" attribute may be used to indicate one of the following application errors:
- REQUESTED_PARAM_MISMATCH

	NOTE:	The mandatory HTTP error status codes for the POST method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] other than those specified in the table above also apply, with a ProblemDetails data type (see clause 5.2.7 of 3GPP TS 29.500 [4]).



* * * Next Change * * * *

[bookmark: _Toc24986358][bookmark: _Toc34205786][bookmark: _Toc39061970][bookmark: _Toc43277212][bookmark: _Toc49847542][bookmark: _Toc51873562]6.1.5.2.4	Type: SecParamExchReqData
Table 6.1.5.2.4-1: Definition of type SecParamExchReqData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the responding SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the initiating SEPP. The initiating SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the responding SEPP, for the message forwarding procedure over N32-f.

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".


	jweCipherSuiteList
	array(string)
	C
	1..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the ordered list of JWE cipher suites supported by the requesting SEPP. Valid values for the string are as specified in clause 5.1 of IETF RFC 7518 [13].

	jwsCipherSuiteList
	array(string)
	C
	1..N
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the ordered list of JWS cipher suites supported by the requesting SEPP. Valid values for the string are as specified in clause 3.1 of IETF RFC 7518 [13].

	protectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	This IE shall be present during the parameter exchange procedure for protection policy exchange (see clause 5.2.3.3). When present, this IE shall contain the data type encryption policyprotection policy requested by the requesting SEPP and/or the modification policy(s) supported by the IPX(s) on the side of the requesting SEPP.

	ipxProviderSecInfoList
	array(IpxProviderSecInfo)
	C
	1..N
	This IE includes the list of IPX security information.

	sender
	Fqdn
	C
	0..1
	This IE shall be present if the Parameter Exchange request is sent on a different N32-c HTTP connection than the one used to perform the Security Capability Negotiation procedure. It may be present otherwise.

When present, it shall uniquely identify the SEPP that is sending the request. This IE is used to store the exchanged parameters against the right SEPP.




* * * Next Change * * * *

[bookmark: _Toc24986359][bookmark: _Toc34205787][bookmark: _Toc39061971][bookmark: _Toc43277213][bookmark: _Toc49847543][bookmark: _Toc51873563]6.1.5.2.5	Type: SecParamExchRspData
Table 6.1.5.2.5-1: Definition of type SecParamExchRspData
	Attribute name
	Data type
	P
	Cardinality
	Description

	n32fContextId
	string
	M
	1
	This IE shall contain the context identifier to be used by the initiating SEPP for subsequent JOSE protected message forwarding procedure over N32-f towards the responding SEPP. The responding SEPP shall use this context identifier to locate the cipher suite and protection policy exchanged and agreed to be used with the initiating SEPP, for the message forwarding procedure over N32-f.

The n32fContextId shall encode a 64-bit integer in hexadecimal representation. Each character in the string shall take a value of "0" to "9" or "A" to "F" and shall represent 4 bits. The most significant character representing the 4 most significant bits of the N32-f context Id shall appear first in the string, and the character representing the 4 least significant bit of the N32-f context Id shall appear last in the string.

Pattern: '^[A-Fa-f0-9]{16}$'

Example: "0600AD1855BD6007".


	selectedJweCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the JWE cipher suite selected by the responding SEPP.

	selectedJwsCipherSuite
	string
	C
	1
	This IE shall be present during the parameter exchange procedure for cipher suite negotiation (see clause 5.2.3.2). When present, this IE shall contain the JWS cipher suite selected by the responding SEPP.

	selProtectionPolicyInfo
	ProtectionPolicy
	C
	0..1
	This IE shall be present during the parameter exchange procedure for protection policy exchange (see clause 5.2.3.3). When present, this IE shall contain the data type encryption policy protection policy selected by the responding SEPP and/or the modification policy(s) supported by the IPX(s) on the side of the responding SEPP.

	ipxProviderSecInfoList
	array(IpxProviderSecInfo)
	C
	1..N
	This IE includes the list of IPX security information.

	sender
	Fqdn
	C
	0..1
	This IE shall be present if the Parameter Exchange response is sent on a different N32-c HTTP connection than the one used to perform the Security Capability Negotiation procedure. It may be present otherwise.

When present, it shall uniquely identify the SEPP that is sending the response. This IE is used to store the exchanged parameters against the right SEPP.




* * * Next Change * * * *

[bookmark: _Toc24986362][bookmark: _Toc34205790][bookmark: _Toc39061974][bookmark: _Toc43277216][bookmark: _Toc49847546][bookmark: _Toc51873566]6.1.5.2.8	Type: IeInfo
Table 6.1.5.2.8-1: Definition of type IeInfo
	Attribute name
	Data type
	P
	Cardinality
	Description

	ieLoc
	IeLocation
	M
	1
	This IE shall contain the location of the IE mentioned in "reqBodyIePath" or "rspBodyIePath" (i.e URI parameter or JSON body or multipart message)

	ieType
	IeType
	M
	1
	This IE shall contain the type of the IE, representing the nature of the information the IE is carrying.

	reqIe
	string
	C
	0..1
	This IE shall be included when the Ies in HTTP/2 request messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the URI query attribute to be protected, if the "ieLoc" indicates "URI_PARAM";
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the RefToBinary IE if the "ieLoc" indicates "MULTIPART_BINARY".

	rspIe
	string
	C
	0..1
	This IE shall be included when the IEs in HTTP/2 response messages of an API need to be protected when forwarded over N32-f. When present, this IE shall contain:
- The JSON pointer representation of the IE to be protected, if the "ieLoc" indicates "BODY". Only the JSON pointer of the leaf IEs are included;
- The name of the URI query attribute to be protected, if the "ieLoc" indicates "URI_PARAM";
- The name of the HTTP header, if the "ieLoc" indicates "HEADER";
- The JSON pointer representation of the RefToBinary IE  if the "ieLoc" indicates "MULTIPART_BINARY".

	isModifiable
	boolean
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by an all IPX(s) on the side of the SEPP sending the API IE mapping. When present,

- true, indicates that the IE is allowed to be modified by an all IPX(s) on the side of the SEPP;
- false, indicates that the IE is not allowed to be modified by an all IPX(s) on the side of the SEPP;
- default is false.
When the IE is not included, the default value shall be applied.
(NOTE)

	isModifiableByIpx
	map(boolean)
	C
	0..1
	This IE shall be included if the IE is allowed to be modified by some of the IPX(s) on the side of the SEPP sending the API IE mapping. The key of the map is the ipxProviderId of which the boolean belongs to.

When present, each element carries the isModifiable indication for the IPX indicated by the key.
(NOTE)

	NOTE:	Either isModifiable or isModifiableByIpx may be present, but not both.



* * * Next Change * * * *
[bookmark: _Toc24986459][bookmark: _Toc34205887][bookmark: _Toc39062071][bookmark: _Toc43277313][bookmark: _Toc49847643][bookmark: _Toc51873663]A.2	N32 Handshake API
openapi: 3.0.0

info:
  version: '1.1.1'
  title: 'N32 Handshake API'
  description: |
   N32-c Handshake Service.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
[…]
    
    IeInfo:
      type: object
      required:
        - ieLoc
        - ieType
      properties:
        ieLoc:
          $ref: '#/components/schemas/IeLocation'
        ieType:
          $ref: '#/components/schemas/IeType'
        reqIe:
          type: string
        rspIe:
          type: string
        isModifiable:
          type: boolean
        isModifiableByIpx:
          type: object
          additionalProperties:
            type: boolean
          minProperties: 1

  
[…]
* * * End of Changes * * * *
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