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1. Introduction
New, chained use case was identified, when an UE attaches to 5GS, then moves to MME-1 in EPS and thereafter moves to MME-2. Below are details of the use case.
2. Discussion
UE moves from AMF to MME-1 for EPS fallback, using the 5GS to EPS handover using N26 interface handover procedure (see clause 4.11.1.2.1 in 3GPP TS 23.502 and clause 5.5.1.2.2 in TS 23.401):
-	Step 3 in clause 5.5.1.2.2 specifies that AMF will derive a mapped EPS NAS security context and will send it to MME-1 with Forward Relocation Request, which contains MM Context IE (EPS Security Context and Quadruplets). Note that the KSI in the MM context IE (EPS Security Context and Quadruplets) of the messages sent from the AMF to the MME-1 contains only the KSI value part (the last 3 bits of the KSI, see TS 29.274, bits 1-3 in in octet 5 in Figure 8.38-5), i.e. it does not contain the type part (the first 1 bit of the KSI). Therefore, from the received EPS Security Context the MME-1 cannot determine if the received EPS NAS security context is a native one or a mapped one. From the Sender F-TEID IE however the MME-1 will determine that the message came from an AMF and therefore the received EPS NAS security context is a mapped one. 
-	Step 18 in clause 5.5.1.2.2 in TS 23.401 specifies that partial TAU is performed, which excludes context transfer between the source AMF and the target MME, because this is done in step 3. 
-	TS 23.401 clause 5.3.3.1 (TAU):
-	Step 2. UE sends TAU Request and indicates it is coming from 5G. The UE obviously knows it has moved from 5GS to EPS and therefore the UE will derive a mapped EPS NAS security context. Therefore, both the UE and the MME-1 will use the same type of the EPS NAS security context, the mapped one.
-	Step 6: “If the integrity check of TAU Request message (sent in step 2) failed, then authentication is mandatory”. The integrity check succeeds and therefore authenticating is not necessary.
UE is still in connected state, while if moves from MME-1 to MME-2 using TAU or S1-based handover procedure:
[bookmark: _GoBack]-	MME-1 keeps EPS NAS security context intact and sends the mapped EPS NAS security context to the MME-2 with Forward Relocation Request, which contains MM Context IE (EPS Security Context and Quadruplets). In this case however, the Sender F-TEID IE will indicate the sender is an MME. Hence, MME-2 will not have any way to determine that the received EPS NAS security context is a mapped one. So, MME-2 will assume received EPS NAS security context is a native one.
-	TS 23.401 clause 5.3.3.1 (TAU):
-	Step 2. UE sends TAU Request and indicates it is coming from 4G. The UE however knows that intra-EPS mobility procedure is underway and that the EPS NAS security context is a mapped one, while MME-2 believes it is a native one.
-	Step 6: Integrity check of TAU Request message will fail and new authentication shall be performed.
3. Conclusions
To resolve the problem, it is proposed to add new bit to the MM Context IE (Figure 8.38-5: EPS Security Context and Quadruplets), which indicates the type of the EPS NAS security context (native vs. mapped).
4. Proposal
It is proposed to agree the changes to 3GPP TS 29.274, which are implemented in CR 1995 (C4-205051).
