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1. Reason for Change
Detailed description, Impacts, Pros and Cons in the Solution #1 are missing and therefore need to be added. Also, references should be updated with correct numbers.
2. Proposal
It is proposed to agree the following changes to 3GPP TR 29.835 v0.1.0

* * * First Change * * * *
[bookmark: _Toc47446716][bookmark: _Toc49766796][bookmark: _Toc51230002]6.2	Solution#1: 3GPP allocating port numbers
[bookmark: _Toc47446717][bookmark: _Toc49766797][bookmark: _Toc51230003]6.2.1	General
3GPP becomes responsible for reserving a sub-range of port numbers from the Dynamic/Private Port range [49152 - 65535] and also for allocating a port number to each new 3GPP application.
NOTE:	Clause 4 in IETF RFC 6335 [2x1] specifies that the term "assignment" is used to refer to the procedure by which IANA provides service names and/or port numbers to requesting parties and that other RFCs refer to this as "allocation" or "registration". IANA does not assign port numbers from Dynamic/Private Port range [49152 - 65535] and therefore any application designer is free to use any of these ports at will.
[bookmark: _Toc47446718][bookmark: _Toc49766798][bookmark: _Toc51230004]6.2.2	Detailed description
3GPP reaches agreement on the sub-range of port numbers from the Dynamic/Private Port range [49152 - 65535].
3GPP Rel-17 and onwards applications shall ensure the allocated port numbers from this sub-range are used only for the valid traffic.
Editor's note: if solution #1 is selected it is FFS which sub-range of the dynamic range [49152 – 65535] should be reserved by 3GPP for future port number allocations.
3GPP should document the future port allocations to specific 3GPP interface applications in an annex to 3GPP TR 29.941xy.
The proposed solution is based on the following assumptions:
1.	Dynamic/Private Port number range [49152 - 65535] is not restricted by IANA and may be used by applications without any restrictions.
2.	Many existing interface applications are dynamically selecting port numbers from range [49152 - 65535] when populating source port field in UDP/TCP/SCTP header, e.g. for load balancing. In a request-response type of communication, the remote peer typically sends the response message to the port number, which is populating the source port field of the received request message.
3.	Let's assume, 3GPP specifies in Rel-17 or onwards that the port number of some new application 'X' is e.g. 49152. 
4.	When sending a request message, the new application X will populate the port numbers as follows:
-	Destination port: e.g. 50000
-	Source port: e.g. 60000  
5.	When the application peer sends a response, the new remote application X will populate the port numbers in a reverse order:
-	Destination port: 60000
-	Source port: 50000
6.	Now, in the network there will be other, legacy interface applications that were taken into use before application X is specified. Let's look into how the traffic for these applications would be handled.
7.	Application X sends a request to the destination port 50000.
a.	If the application X peer receives such legit message, it will correctly handle the message.
b.	If a legacy application receives such message at port 50000, then the following scenarios should be checked. Note, that legacy application may expect only a response message at port 50000. If the application does not listen to port 50000, the message will be discarded. Even if the application listens to port 50000, it obviously cannot correctly parse the X application request and therefore an application/protocol specific error handling will be triggered. The legacy application will discard the message also in this case and may either log an error or may resend the request. For resending the request, the sequence numbers in the outstanding request and in the received erroneous message shall match. The latter case is highly hypothetical, because it is unlikely the legacy application can correctly extract a sequence number from the erroneous message, in the first place. Even less likely would be finding the match.  
8.	Legacy application sends a response to the destination port 50000, because it received a request from this port.
a.	If the legacy application peer receives such legit message, it will correctly handle the message.
b.	If an application X receives such message at port 50000, then the following scenarios should be checked. Note, that application X may expect only a request message at port 50000. The application X obviously cannot correctly parse the legacy application request and therefore an application/protocol specific error handling will be triggered. In order to optimize the error handling, the application X should be able to detect the legacy application type. In such case, the message shall be silently discarded. There will be only a handful of legacy applications running on the given NF, i.e. the NF will be connected only to a handful of 3GPP interfaces. Therefore, such additional, but trivial feature will not cause any considerable extra efforts.
The following use case needs to be considered:
-	A legacy application client already runs on a network entity and a new 3GPP Rel-17 app is initializing;
-	Both apps share the same IP address;
-	The new 3GPP Rel-17 app shall listen to e.g. port 50000 for incoming requests;
-	There is a small, but non-zero probability that the legacy app has sent a request to another server and is expecting a response to port 50000;
-	The system will not allow new 3GPP Rel-17 app to run, because port 50000 is already in use;
-	Implementation needs to find a way to somehow remove port 50000 from the legacy app usage, which will enable new 3GPP Rel-17 app to start;
-	Once the new 3GPP Rel-17 app is up and running, the system will ensure the legacy app will always select another port from the dynamic range. No more clashes will happen on this network entity.
3GPP should inform IANA about this solution and also should try negotiating a port number sub-range allocation for 3GPP applications. Any sub-range from [49152 - 65535] range would be good. This does not look like a big ask, considering 3GPP would need only some 20-50 port numbers altogether.
[bookmark: _Toc49025899][bookmark: _Toc49766799][bookmark: _Toc51230005][bookmark: _Toc47446719]6.2.3	Impacts
Description of the impacts
The solution will impact only newly defined (Rel-17 and onwards) interface applications. See the bullet point 8b in the above clause 6.2.2. The solution will have no impact on legacy applications.
Ideally, the solution will also benefit from a potential agreement between 3GPP and IANA, if IANA agrees to allocating for 3GPP usage a sub-range of port numbers from [49152 - 65535] range.
[bookmark: _Toc49766800][bookmark: _Toc51230006]6.2.4	Pros and cons
Pros:
-	List of the pros The solution will have no impact on legacy applications.
Cons:
-	If a legacy application client already runs on a network entity and a new 3GPP Rel-17 app is initializing on the same entity while both applications share the same IP address and port, then the system will not permit the new app to start (see clause 6.2.2). Implementation will need to find a way to free up the port in usage by the legacy application client, which will enable new 3GPP Rel-17 application to start.
-	List of the cons If IANA does not agree to allocating for 3GPP usage a sub-range of port numbers from [49152 - 65535] range, then the solution may not be completely future proof.

* * * End of Changes * * * *

