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*** First Change***
6.1	General
[bookmark: _Toc19709736][bookmark: _Toc27253011][bookmark: _Toc44856099]A NF may detect a failure or a restart of a peer NF or NF service using the NRF as specified in clause 6.2.
A NF may also detect a restart of a peer NF or NF service by receiving recovery time information in signalling exchanged with that peer NF or NF service.
[bookmark: _Hlk38355122]When NF (Service) Set is deployed in the network as specified in clauses 5.21.3 and 6.3.1.0 of 3GPP TS 23.501[9], an NF Service Producer in a NF (Service) Set creates resource contexts and the context data is shared by all the NF (Service) instances pertaining to the same NF (Service) set, i.e. the resource context is bound to the NF (Service) Set. So, requests targeting the resource may be served by any NF (Service) Instance within the NF (Service) set, unless the shared contexts are lost (which is further referenced in this specification as "the NF (Service) Set has failed or restarted"). 
[bookmark: _Hlk38354216]In order to enable peer NFs to detect the loss of the resource contexts, i.e. the "restart of the NF (Service) Set or NF instance", and trigger appropriate restoration procedures, the NF Service Producer may provide a recovery timestamp associated to the highest resiliency level that it supports for the resource context, i.e. the binding entity with which the context data is shared (bound). Binding entities are sorted from the highest to the lowest resilience levels as follows: an NF Set, NF Instance, NF service set or NF service instance. The NF Service Producer may signal this recovery timestamp and its corresponding binding entity, in direct HTTP signalling or via the NRF. 
NOTE 1:	Signalling the recovery timestamp of an NF (Service) Set or an NF (Service) Instance via the NF profile in the NRF does not require the support of Binding Indication.
NOTE 2:	Signalling the recovery timestamp and its corresponding binding entity in direct HTTP signalling requires the use of a Binding Indication (i.e. "3gpp-sbi-binding" HTTP header, see clause 5.2.3.2.6 of 3GPP TS 29.500 [10]). When multiple binding entities are present in a Binding Indication, the binding entity with the highest resiliency level is associated with the recovery timestamp; otherwise (if there is only one binding entity in a Binding Indication), the recovery timestamp is associated with that binding entity in the Binding Indication.
A NF may prioritize the contexts to restore based on operator's policy.
A NF should control/regulate the load induced on a peer NF or NF service when performing the restoration procedures.
The restoration procedures initiated when detecting a failure or a restart are not specified in this release.
[bookmark: _Toc44857987][bookmark: _Toc51840312]*** Next Change***
X 	Restoration Procedures related to UDR
X.1	Restoration of Location Information
X.1.1 	General
Data stored in UDR is automatically updated in normal operation; the main information is the location of each UE. Callback information to update the subscription data and the policy data might come next. The loss or corruption of these information seriously degrades the service offered to subscribers; it is therefore necessary to define a regime and a procedure to limit the effects of failure of UDR, and to restore these information automatically. 
This regime can include replication of volatile storage units and periodic back-up of data. A procedure is needed in case the integrity of data in UDR cannot be ensured necessarily when relying on those replicated data. The basic principle of the procedure is restoration should be based on the radio contact. This requires co-operation from AMF, SMF, and SMSF through which UEs are registered.
X.1.2 	Restoration Indicator in AMF
A restoration indicator is provided in AMF as an internal indicator for each SUPI record: "Location Information Confirmed (or Not Confirmed) in UDR". This indicator is associated with the registration time and an NF instance Id of UDR, and indicates whether the UDR's record of the AMF address for the UE is confirmed by the radio contact.
The indicator shall be set to "Not Confirmed" at any of the following events:
-	The AMF receives a Registration request for an UE for which the AMF has no SUPI record;
-	The AMF knows the associated UDR instance with which the UE is registered failed and restarted.
The indicator shall be set to "Confirmed" at the following event:
-	Successful completion of Nudm_UECM_Registration via UDM to UDR.
When the AMF receives a subscription to the event exposure service described in the following clause, the AMF stores NFType of the NF consumer that subscribes for the event and the arrival time of the subscription in association with this restoration indicator.
X.1.3	Event Exposure from AMF
An event exposure service is provided by AMF to NF consumers that have subscribed for the event "UDR-Restoration-Required". This event is detected when the AMF has performed Nudm_UECM_Registration triggered by the indicator "Location Information Not Confirmed in UDR" in the SUPI record.
X.1.4 	Registration of AMF, SMF, and SMSF to UDR
By receiving NFProfiles of UDRs from NRF, AMF ensures to have linkage of SUPI and the NF Instance ID of UDR that is supposed to store the SUPI's registration information. When AMF performs Nudm_UECM_Registration, the AMF stores association between SUPI, the UDR Instance ID, the registration time, and an indicator "Location Information Confirmed in UDR".
When SMF or SMSF performs Nudm_UECM_Registration, the SMF or the SMSF subscribes to the AMF to be notified of the event "UDR-Restoration-Required". The AMF stores NFType of the NF consumer that subscribes for the event and the arrival time of the subscription in each UE context.
X.1.5 	Restart of UDR
When the UDR fails and restarts after reloading data from its back-up, the UDR sends Nnrf_NFManagement_NFUpdate to NRF, setting the recovery time. Triggered by the change of the recovery time, the NRF sends Nnrf_NFManagement_NFStatusNotify to AMFs to notify the status of this restarted UDR. This causes each AMF to mark "Location Information Not Confirmed in UDR" for each UE context, if the UE context is associated with this restarted UDR, and if the UE context has stored a registration time and subscription arrival time(s) indicating at least one of the AMF, the SMF(s), or the SMSF registered to the UDR before the recovery time.
X.1.6 	Procedure in AMF, SMF, and SMSF during Restoration
At the Registration procedure or after detection of any activity (either signalling or data) for a marked UE, the AMF performs Nudm_UECM_Registration via UDM to UDR. The AMF invokes Namf_EventExposure_Notify to provide the event UDR-Restoration-Required to NF consumers (i.e. SMF(s), SMSF) that have subscribed for the event. Optionally the AMF further performs Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR and Npcf_AMPolicyControl_Create and Npcf_UEPolicyControl_Create via PCR to UDR. Those operations may be delayed by the AMF for a maximum operator-configuration-depending time period to avoid high signalling load.
If the AMF did not receive subscription to UDR-Restoration-Required event from SMSF, the AMF sends Nsmsf_SMService_Activate request to SMSF, including an indication to request the SMSF to assist restoration of UDR, under the judgment that the SMSF does not support the feature of event subscription.
Upon receiving the notification of the event, the SMF performs Nudm_UECM_Registration via UDM to UDR. Optionally the SMF further performs Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR and Npcf_SMPolicyControl_Create via PCR to UDR. Those operations may be delayed by the SMF for a maximum operator-configuration-depending time period to avoid high signalling load.
Upon receiving the notification of the event or triggered by the indication that requests assistance to UDR restoration, the SMSF performs Nudm_UECM_Registration and optionally Nudm_SDM_Get and Nudm_SDM_Subscribe via UDM to UDR. Those operations may be delayed by the SMSF for a maximum operator-configuration-depending time period to avoid high signalling load.
By that, restoration is completed.
*** End of Change***
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