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*** 1st Change ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.203: "Policy and Charging Control architecture".

[3]
Void.
[4]
Void.
[5]
3GPP TS 29.209: "Policy control over Gq interface", latest Rel-6 version.

[6]
Void.
[7]
3GPP TS 29.211: "Rx Interface and Rx/Gx signalling flows", latest Rel-6 version.

[8]
3GPP TS 29.212: "Policy and Charging Control (PCC); Reference points".

[9]
3GPP TS 29.213: "Policy and Charging Control signalling flows and Quality of Service (QoS) parameter mapping".

[10]
IETF RFC 6733: "Diameter Base Protocol".

[11]
IETF RFC 3556: "Session Description Protocol (SDP) Bandwidth Modifiers for RTP Control Protocol (RTCP) Bandwidth".

[12]
IETF RFC 4005: "Diameter Network Access Server Application".

[13]
IETF RFC 4566: "SDP : Session Description Protocol".

[14]
IETF RFC 4006: "Diameter Credit Control Application".
[15]
ETSI TS 183 017 v3.2.1: "Telecommunications and Internet Converged Services and Protocols for Advanced Networking (TISPAN); Resource and Admission Control: DIAMETER protocol for session based policy set-up information exchange between the Application Function (AF) and the Service Policy Decision Function (SPDF); Protocol specification".

[16]
3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[17]
3GPP TS 24.229: "IP Multimedia Call Control Protocol based on SIP and SDP; Stage 3".

[18]
IETF RFC 3264: "An Offer/Answer Model with the Session Description Protocol (SDP)".

[19]
Void.
[20]
IETF RFC 3162: "Radius and IPv6".

[21]
IETF RFC 5031: "A Uniform Resource Name (URN) for Emergency and Other Well-Known Services".

[22]
Void.
[23]
3GPP TS 32.240: "Telecommunication management; Charging management; Charging architecture and principles".
[24]
3GPP TS 32.299: "Telecommunication management; Charging management; Diameter charging applications".

[25]
3GPP TS 29.229: "Cx and Dx interfaces based on the Diameter protocol; Protocol details"
[26]
3GPP TS 24.292: "IP Multimedia (IM) Core Network (CN) subsystem Centralized Services (ICS); Stage 3".

[27]
IETF RFC 3959 (December 2004): "The Early Session Disposition Type for the Session Initiation Protocol (SIP)".
[28]
3GPP TS 23.380: "IMS Restoration Procedures".
[29]
Void.

[30]
Void.
[31]
3GPP TS 22.153: "Multimedia Priority Service".
[32]
Void.
[33]
3GPP TS 29.274: "3GPP Evolved Packet System. Evolved GPRS Tunnelling Protocol for EPS (GTPv2)".

[34]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".
[35] 
IETF RFC 7683: "Diameter Overload Indication Conveyance".

[36]
3GPP TS 23.468: "Group Services and System Aspects; Group Communication System Enablers for LTE (GCSE LTE)".

[37]
3GPP TS 29.201: "Representational State Transfer (REST) reference point between Application Function (AF) and Protocol Converter (PC)".
[38]
3GPP TS 23.003: "Numbering, addressing and identification".
[39]
3GPP TS 29.273: "3GPP EPS AAA interfaces".
[40]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".

[41]
3GPP TS 26.114: "IP Multimedia Subsystem (IMS); Multimedia telephony; Media handling and interaction".

[42]
IETF RFC 5761: "Multiplexing RTP Data and Control Packets on a Single Port".
[43]
IETF draft-ietf-dime-drmp-07: "Diameter Routing Message Priority".

Editor's note:
The above document cannot be formally referenced until it is published as an RFC.

[44]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services".
[45]
draft-holmberg-dispatch-mcptt-rp-namespace-00.txt (February 2016) "Resource-Priority Namespace for Mission Critical Push To Talk service".

Editor's note: 
The above document cannot be formally referenced until it is published as an RFC.

[46]
3GPP TS 23.303: "Proximity-based services (ProSe) ); Stage 2".

[47]
3GPP TS 29.154: "Service capability exposure functionality over Nt reference point".
[48]
IETF RFC 5009: "Private Header (P-Header) Extension to the Session Initiation Protocol (SIP) for Authorization of Early Media".
[49]
IETF RFC 3948: " UDP Encapsulation of IPsec ESP Packets".

[50]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; stage 3".

*** 2nd Change ***

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply:
Application Function (AF): element offering application(s) that use IP bearer resources

NOTE:
One example of an AF is the P-CSCF of the IM CN subsystem.

AF Session: application level session established by an application level signalling protocol offered by the AF that requires a session set-up with explicit session description before the use of the service.

NOTE:
One example of an application session is an IMS session.

Attribute-Value Pair (AVP): See IETF RFC 6733 [10], corresponds to an Information Element in a Diameter message.

Binding: PCRF process of associating IP flows described in AF Service Information with IP-CAN bearers.

IP-CAN bearer: IP transmission path of defined capacity, delay and bit error rate, etc.
See 3GPP TR 21.905 [1] for the definition of bearer.

IP-CAN session: association between a UE and an IP network (for GPRS, APN).
The association is identified by one UE Ipv4 address and/or one Ipv6 prefix together with a UE identity information, if available, and a PDN represented by a PDN ID (e.g. an APN). An IP-CAN session incorporates one or more IP-CAN bearers. Support for multiple IP-CAN bearers per IP-CAN session is IP-CAN specific. An IP-CAN session exists as long as the related UE Ipv4 address and/or Ipv6 prefix are assigned and announced to the IP network.

IP flow: unidirectional flow of IP packets with the same source IP address and port number and the same destination IP address and port number and the same transport protocol
Port numbers are only applicable if used by the transport protocol.
MPS session: A session for which priority treatment is applied for allocating and maintaining radio and network resources to support the Multimedia Priority Service (MPS). MPS is defined in 3GPP TS 22.153 [31].
Packet flow: A specific user data flow carried through the PCEF. A packet flow can be an IP flow.

PCC rule: set of information enabling the detection of a service data flow and providing parameters for policy control and/or charging control.

RESTful HTTP: is an architectural style consisting of a coordinated set of architectural constraints applied to components, connectors, and data elements, within a distributed hypermedia system applied to the development of web services.

service information: set of information conveyed from the AF to the PCRF over the Rx interface to be used as a basis for PCC decisions at the PCRF, including information about the AF session (e.g. application identifier, type of media, bandwidth, IP address and port number).

service data flow: An aggregate set of packet flows.

*** 3rd Change ***

4.1
Overview
The Rx reference point is used to exchange application level session information between the Policy and Charging Rules Function (PCRF) and the Application Function (AF). As defined in the stage 2 specifications (3GPP TS 23.203 [2]), this information is part of the input used by the PCRF for the Policy and Charging Control (PCC) decisions. The PCRF exchanges the PCC rules with the Policy and Charging Enforcement Function (PCEF) and QoS rules with the Bearer Binding and Event Reporting Function (BBERF) as specified in 3GPP TS 29.212 [8].

Signalling flows related to the both Rx and Gx interfaces are specified in 3GPP TS 29.213 [9].

Refer to Annex G of 3GPP TS 29.213 [9] for Diameter overload control procedures over the Rx interface.
Refer to Annex J of 3GPP TS 29.213 [9] for Diameter message priority mechanism procedures over the Rx interface.
Refer to Annex Y of 3GPP TS 29.213 [9] for Diameter base protocol specification update over the Rx interface.
*** 4th Change ***

4.4.7
P-CSCF Restoration Enhancement Support

This clause is applicable when the PCRF-based P-CSCF Restoration Enhancement, as defined in 3GPP TS 23.380 [28], is supported by both P-CSCF and PCRF.

The P-CSCF acting as AF shall send an AAR command including the Rx-Request-Type AVP set to the value PCSCF_RESTORATION (2) to the PCRF in the case P-CSCF Restoration needs to be performed. This AAR shall include the following information required by the DRA or PCRF to find the corresponding IP-CAN session:
-
The UE’s IP address as applicable in the Framed-IP-Address AVP or in the Framed-Ipv6-Prefix AVP. If the IP address is not unique (e.g. private IPv4 case), the P-CSCF shall also include the IP-Domain-ID AVP if available.
-
If the IP address is not available or if the IP address is not unique and the IP-Domain-ID is not available, the P-CSCF shall include the IMSI in the Subscription-Id AVP and the APN in the Called-Station-Id AVP.

The AF shall also include the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1) in the AAR command, as described in IETF RFC 6733 [10]. As a consequence, the PCRF shall not maintain any state information about this session.
The PCRF shall acknowledge the AAR command by sending an AAA command to the P-CSCF acting as AF and shall include the Auth-Session-State AVP set to NO_STATE_MAINTAINED (1). The PCRF shall send a request for P-CSCF Restoration to the PCEF for the corresponding IP-CAN session.
*** 5th Change ***

5.2
Initialization, maintenance and termination of connection and session

The initialization and maintenance of the connection between each AF and PCRF pair is defined by the underlying protocol. Establishment and maintenance of connections between Diameter nodes is described in IETF RFC 6733 [10].

After establishing the transport connection, the PCRF and the AF shall advertise the support of the Rx specific Application by including the value of the application identifier in the Auth-Application-Id AVP and the value of the 3GPP (10415) in the Vendor-Id AVP of the Vendor-Specific-Application-Id AVP contained in the Capabilities‑Exchange-Request and Capabilities-Exchange-Answer commands. The Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands are specified in the Diameter Base Protocol (IETF RFC 6733 [10]).

The termination of the Diameter user session is specified in IETF RFC 6733 [10] in clauses 8.4 and 8.5. The description of how to use of these termination procedures in the normal cases is embedded in the procedures description (clause 4.4).

*** 6th Change ***

5.3.0
General

Table 5.3.0.1 describes the Diameter AVPs defined for the Rx interface protocol, their AVP Code values, types, possible flag values, whether or not the AVP may be encrypted and which supported feature the AVP is applicable to. The Vendor-Id header of all AVPs defined in the present document shall be set to 3GPP (10415).

NOTE:
Most of these AVPs have already been defined in 3GPP TS 29.209 [5] for Rel-6. Their definition is based on the one used for Rel-6 with some possible modifications to be applied to the Rel-7 protocols.

Table 5.3.0.1: Rx specific Diameter AVPs

	
	AVP Flag rules (Note 1)
	

	Attribute Name
	AVP Code
	Clause defined
	Value Type (Note 2)
	Must
	May
	Should not
	Must not
	May Encr.
	Applicability

(Note 3)

	Abort-Cause
	500
	5.3.1
	Enumerated
	M,V
	P
	
	
	Y
	

	Access-Network-Charging-Address
	501
	5.3.2
	Address
	M,V
	P
	
	
	Y
	

	Access-Network-Charging-Identifier
	502
	5.3.3
	Grouped
	M,V
	P
	
	
	Y
	

	Access-Network-Charging-Identifier-Value
	503
	5.3.4
	OctetString
	M,V
	P
	
	
	Y
	

	Acceptable-Service-Info
	526
	5.3.24
	Grouped
	M,V
	P
	
	
	Y
	

	AF-Application-Identifier
	504
	5.3.5
	OctetString
	M,V
	P
	
	
	Y
	

	AF-Charging-Identifier
	505
	5.3.6
	OctetString
	M,V
	P
	
	
	Y
	

	AF-Signalling-Protocol
	529
	5.3.26
	Enumerated
	V
	P
	
	M
	Y
	ProvAFsignalFlow

	Application-Service-Provider-Identity
	532
	5.3.29
	UTF8String
	V
	P
	
	M
	Y
	SponsoredConnectivity

	Codec-Data 
	524
	5.3.7
	OctetString
	M,V
	P
	
	
	Y
	

	Flow-Description
	507
	5.3.8
	IPFilterRule
	M,V
	P
	
	
	Y
	

	Flow-Number
	509
	5.3.9
	Unsigned32
	M,V
	P
	
	
	Y
	

	Flows
	510
	5.3.10
	Grouped
	M,V
	P
	
	
	Y
	

	Flow-Status
	511
	5.3.11
	Enumerated
	M,V
	P
	
	
	Y
	

	Flow-Usage
	512
	5.3.12
	Enumerated
	M,V
	P
	
	
	Y
	

	GCS-Identifier
	538
	5.3.36
	OctetString
	V
	P
	
	M
	Y
	GroupComService

	IP-Domain-Id
	537
	5.3.35
	OctetString
	V
	P
	
	M
	Y
	

	Max-Requested-Bandwidth-DL
	515
	5.3.14
	Unsigned32
	M,V
	P
	
	
	Y
	

	Max-Requested-Bandwidth-UL
	516
	5.3.15
	Unsigned32
	M,V
	P
	
	
	Y
	

	Max-Supported-Bandwidth-DL
	543
	5.3.41
	Unsigned32
	V
	P
	
	M
	Y
	E2EQOSMTSI

	Max-Supported-Bandwidth-UL
	544
	5.3.42
	Unsigned32
	V
	P
	
	M
	Y
	E2EQOSMTSI

	MCPTT-Identifier
	547
	5.3.45
	OctetString
	V
	P
	
	M
	Y
	MCPTT

	Media-Component-Description
	517
	5.3.16
	Grouped
	M,V
	P
	
	
	Y
	

	Media-Component-Number
	518
	5.3.17
	Unsigned32
	M,V
	P
	
	
	Y
	

	Media-Component-Status
	549
	5.3.48
	Unsigned32
	V
	P
	
	M
	Y
	

	Media-Sub-Component
	519
	5.3.18
	Grouped
	M,V
	P
	
	
	Y
	

	Media-Type
	520
	5.3.19
	Enumerated
	M,V
	P
	
	
	Y
	

	MPS-Identifier
	528
	5.3.30
	OctetString
	V
	P
	
	M
	Y
	Rel10

	Min-Desired-Bandwidth-DL
	545
	5.3.43
	Unsigned32
	V
	P
	
	M
	
	E2EQOSMTSI

	Min-Desired-Bandwidth-UL
	546
	5.3.44
	Unsigned32
	V
	P
	
	M
	
	E2EQOSMTSI

	Min-Requested-Bandwidth-DL
	534
	5.3.32
	Unsigned32
	V
	P
	
	M
	Y
	Rel10

	Min-Requested-Bandwidth-UL
	535
	5.3.33
	Unsigned32
	V
	P
	
	M
	Y
	Rel10

	Priority-Sharing-Indicator
	550
	5.3.47
	Enumerated
	V
	P
	
	M
	Y
	PrioritySharing

	RR-Bandwidth
	521
	5.3.20
	Unsigned32
	M,V
	P
	
	
	Y
	

	RS-Bandwidth
	522
	5.3.21
	Unsigned32
	M,V
	P
	
	
	Y
	

	Service-Authorization-Info
	548
	5.3.46
	Unsigned32
	V
	P
	
	M
	Y
	

	Service-URN
	525
	5.3.23
	OctetString
	M,V
	P
	
	
	Y
	

	Service-Info-Status
	527
	5.3.25
	Enumerated
	M,V
	P
	
	
	Y
	

	Sharing-Key-DL
	539
	5.3.37
	Unsigned32
	V
	P
	
	M
	Y
	ResShare

	Sharing-Key-UL
	540
	5.3.38
	Unsigned32
	V
	P
	
	M
	Y
	ResShare

	Specific-Action
	513
	5.3.13
	Enumerated
	M,V
	P
	
	
	Y
	

	SIP-Forking-Indication
	523
	5.3.22
	Enumerated
	M,V
	P
	
	
	Y
	

	Sponsor-Identity
	531
	5.3.28
	UTF8String
	V
	P
	
	M
	Y
	SponsoredConnectivity

	Sponsored-Connectivity-Data (NOTE 4)
	530
	5.3.27
	Grouped
	V
	P
	
	M
	Y
	SponsoredConnectivity
SCTimeBasedUM

	Sponsoring-Action
	542
	5.3.40
	Enumerated
	V
	P
	
	M
	Y
	SponsorChange

	Required-Access-Info
	536
	5.3.34
	Enumerated
	V
	P
	
	M
	Y
	NetLoc

	Rx-Request-Type
	533
	5.3.31
	Enumerated
	V
	P
	
	M
	Y
	

	Retry-Interval
	541
	5.3.39
	Unsigned32
	V
	P
	
	M
	Y
	DeferredService

	NOTE 1:
The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header. For further details, see IETF RFC 6733 [10].

NOTE 2:
The value types are defined in IETF RFC 6733 [10].
NOTE 3:
AVPs marked with a supported feature (e.g. "ProvAFsignalFlow", "SponsoredConnectivity", "Rel10" or "NetLoc") are applicable as described in subclause 5.4.1
NOTE 4:
Volume Usage monitoring control functionality is applicable for SponsoredConnectivity supported feature. Time Based Usage monitoring control is applicable for SCTimeBasedUM supported feature.


*** 7th Change ***

5.5
Rx specific Experimental-Result-Code AVP values

5.5.1
Permanent Failures
IETF RFC 6733 [10] specifies the Experimental-Result AVP containing Vendor-ID AVP and Experimental-Result-Code AVP. The Experimental-Result-Code AVP (AVP Code 298) is of type Unsigned32 and contains a vendor-assigned value representing the result of processing a request. The Vendor-ID AVP shall be set to 3GPP (10415).

Specific values of the Rx specific Experimental-Result-Code AVP are:

INVALID_SERVICE_INFORMATION (5061)


The PCRF rejects new or modified service information the service information provided by the AF is invalid or insufficient for the server to perform the requested action.

FILTER_RESTRICTIONS (5062)


The PCRF rejects new or modified service information because the Flow-Description AVP(s) cannot be handled by the server because restrictions defined in clause 5.3.7 are not observed.

REQUESTED_SERVICE_NOT_AUTHORIZED (5063)


The PCRF rejects new or modified service information because the requested service, as described by the service information provided by the AF, is not consistent with either the related subscription information, operator defined policy rules and/or the supported features in the IP-CAN network.

DUPLICATED_AF_SESSION (5064)


The PCRF rejects a new Rx session setup because the new Rx session relates to an AF session with another related active Rx session, e.g. if the AF provided the same AF charging identifier for this new Rx session that is already in use for the other ongoing Rx session.
IP-CAN_SESSION_NOT_AVAILABLE (5065)


The PCRF rejects a new Rx session setup when it fails to associate the described service IP flows within the session information received from the AF to an existing IP-CAN session.
UNAUTHORIZED_NON_EMERGENCY_SESSION (5066)


The PCRF rejects a new Rx session setup because the session binding function associated a non-Emergency IMS session to an IP-CAN session established to an Emergency APN.
UNAUTHORIZED_SPONSORED_DATA_CONNECTIVITY (5067)


The PCRF rejects a new Rx session setup because the PCRF can’t authorize the sponsored data connectivity based on the sponsored data connectivity profile or the operator policy (e.g. the sponsored data connectivity not authorized in the roaming case).
TEMPORARY_NETWORK_FAILURE (5068)


The PCRF rejects new or modified service information because there is a temporary failure in the access network (e.g. the SGW has failed).

5.5.2
Transient Failures
Errors that fall within the transient failures category are used to inform a peer that the request could not be satisfied at the time it was received, but may be able to satisfy the request in the future.
The Result-Code AVP values defined in Diameter Base IETF RFC 6733 [10] are applicable. Also the following specific Rx Experimental-Result-Code value is defined for transient failures:
REQUESTED_SERVICE_TEMPORARILY_NOT_AUTHORIZED (4261)


The PCRF temporarily rejects new or modified service information because the network is temporarily not able to provide the service delivery that the AF requested, e.g. due to the service information is not consistent with the operator defined policy rules for the congestion status of the user.
*** 8th Change ***

5.6
Rx messages
5.6.0
General
Existing Diameter command codes from the Diameter base protocol IETF RFC 6733 [10] and the NASREQ Diameter application (RFC 4005 [12]) are used with the Rx specific AVPs. An Rx specific Auth‑Application id is used together with the command code to identify the Rx messages.

NOTE 1:
The notion of NAS (Network Access Server) is not used here, NASREQ is just used for protocol purposes, not for its functional meaning.

NOTE 2:
Some of the AVPs included in the messages formats below are in bold to highlight that these AVPs are used by this specific protocol and do not belong to the original Diameter Base Protocol IETF RFC 6733 [10].
NOTE3:
Multiple instances of the Subscription-Id AVP in the AAR or RAR command correspond to multiple types of identifier for the same subscriber, for example IMSI and MSISDN.
*** End of Changes ***

