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Annex G (normative):
Diameter overload control mechanism

G.1
General

Support for Diameter overload control by PCC functional elements is optional. Unless otherwise stated, the procedures defined in this Annex assume that a PCC functional element supports the Diameter overload control mechanism.

IETF RFC 7683 [33] specifies the Diameter overload control mechanism. This includes the definition of Diameter overload related AVPs and the Diameter overload related behavior.

To indicate support of the Diameter overload control mechanism, each PCC functional element shall include the OC-Supported-Features AVP in every Diameter request and answer as defined in IETF RFC 7683 [33].

Each PCC functional element (e.g. PCRF, PCEF, AF, etc) shall act asa reacting node and asa reporting node as defined in IETF RFC 7683 [33].
G.2
Reporting Node

When a PCC functional element determines the need to request a reduction in the traffic it is handling due to an overload condition, it shall include the OC-OLR AVP in answer messages, as defined in IETF RFC 7683 [33].

How it determines that it is in an overload situation and the severity of the overload is implementation dependent and based on operator policy.

How it determines the specific contents of the OC-OLR AVP is implementation dependent and based on operator policy.

G.3
Reacting Node

A PCC functional element acting as a reacting node applies the requested traffic reduction received in OC-OLR AVPs in answer messages to corresponding applicable requests, as per RFC 7683 [33].

How it achieves the requested traffic reduction is implementation dependent.

Diameter requests related to priority traffic (e.g., MPS) and emergency have the highest priority. If required by the regional/national regulations and network operator policy, and when the reacting node is able to detect priority traffic, priority traffic shall be exempted from throttling due to Diameter overload control up to the point where requested traffic reduction cannot be achieved without throttling the priority traffic.

G.4
DRA Diameter Overload Behavior

The DRA may optionally incorporate agent behavior specified in IETF RFC 7683 [33].

G.4.1
DRA reacting to Host Reports

The procedures defined in this clause are only applicable to the proxy DRA (PA1 and PA2) as the redirect DRA is not in the path of application answers and as such does not have access to overload reports from other nodes.

The proxy DRA shall use host reports as one of the inputs when making routing decisions for realm-routed requests, i.e. requests that do not contain a Destination-Host AVP. This is needed because entities sending such requests are not aware of the final recipient of the request (e.g. specific PCRF instance).

The following scenarios shall be addressed:

-
No binding exists for the request and the request can result in a new binding (e.g. IP-CAN session establishment); in this case the DRA is selecting the PCRF that will handle the binding. The DRA should use any active and relevant Diameter overload host reports as one of the inputs to the selection of the PCRF. If all PCRFs are in an overload state, the DRA should reduce traffic sent to each of the PCRFs based on the individual host requested traffic reduction. This may result in the DRA rejecting the request.

-
A binding already exists for the request – In this case the DRA should reduce the traffic sent to the overloaded node by the host requested traffic reduction. This may result in the DRA rejecting the request.


How the DRA achieves any requested traffic reduction is implementation dependent and/or based on operator policy.
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