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1. Introduction
C3-130800 introduced the race conditions handling for Gx based applications on Gx, Gxx, Sd and S9 interfaces. There is a possibility of having a similar race condition on the Sy interface. This paper discuses some of the cases which are seen in Telco deployments.
Safety mechanisms in Gx and Rx interfaces:
(A) TS 29.212 (Gx) and TS 29.214 (Rx) has many procedures to avoid conditions similar to the Race conditions by mentioning the texts as under:

 TS 29.212: “The PCRF should NOT send a new RA-Request command to the PCEF until the previous RA-Request has been acknowledged for the same IP-CAN session.”
TS 29.214: “The AF shall send an AA-Request command to the PCRF, only after the previous AA-Request has been acknowledged.”

(B) Handling of C3-130800 to avoid race conditions which are not covered in (A)
Currently, none of the above mechanisms are mentioned in the specifications for Sy interface.

2. Discussion
Case 1: Figure 1 illustrates the scenario where the Sy-SLA and Sy-SNR message order is interchanged due to message delay in network. This results in evaluation of policies which are related to old counter information. 
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Figure 1: SLA and SNR message order changed due to network delay 

1. PCRF sends SLR Initial with counter A, B and C to the OCS for subscription

2. The OCS sends SLA initial. 

3. The counter list at PCRF is updated, e.g., by provisioning system.

4.  This results in sending a SLR (intermediate) with new counter list containing counters A, E and F.

5. The OCS updates the new counter list and sends SLA (intermediate).

6. At the same time the counters are reset at the OCS due to procedures like mid-night counter reset, etc.
7. The OCS sends a SNR message to the PCRF with the updated counter values.

8. The PCRF receives the SNR message and sends a SNA.

9. The PCRF evaluates the policy and sends the Gx-RAR towards the PCEF.

10. The PCEF enforces the rules received

11. The PCRF receives the delayed SLA (intermediate) which contains the counter values which are older than the one contained in SNR.
12. The PCRF evaluates the policy and sends the Gx-RAR towards the PCEF. Note that the RAR contains the rules which are generated due to old/stale counter values received in the SLA.

13. The PCEF enforces the rules received
Case 2:  Figure 2 illustrates the scenario where the counter at OCS is simultaneously updated at OCS by the Gy and counter reset in a small time difference. This results in sending multiple SNR by the OCS, without waiting for the answer. This results in evaluation of policies which are related to old counter information.  
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Figure 2: Counter update at OCS by Gateway and counter reset almost simultaneously
1. PCRF sends SLR Initial with counter A, B and C to the OCS for subscription

2. The OCS sends SLA intial 

3. The counter values are updated at the OCS due to Gy interaction.

4. The OCS sends SNR (t1) towards the PCRF

5. At the same time, the counter value is reset at the OCS due to an event (e.g. midnight reset).

6. This results in sending of SNR (t2) by the OCS with the new values.

7. The PCRF receives SNR (t2) [ Note: earlier than SNR (t1)] and sends SNA (t2)

8. The PCRF evaluates the policies related to SNR (t2) and installs the rules in Gx-RAR

9. The PCEF enforces the rules and sends Gx-RAA

10. The PCRF receives the delayed SNR (t1). This contains the counter values which are older than the one contained in SNR (t2).
11. The PCRF sends SNA (t1) to the OCS.

12. The PCRF evaluates the policy and sends the Gx-RAR towards the PCEF. Note that the RAR contains the rules which are generated due to old/stale counter values received in the SNR (t1).

13. The PCEF enforces the rules and sends Gx-RAA.
3. Conclusion

In the absence of the appropriate texts in standards as it is there for Gx and Rx, it is difficult to handle the race conditions which are observed in the fields on Sy interface.
In order to avoid such race conditions, it is required to extend the functionality of C3-130800 on Sy interface. This would help in extending the functionality as an optional feature as it is in Gx, Sd, S9 and Gxx cases.
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