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*** 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 29.817: "Study on XML based access of AF to the PCRF".

[3]
3GPP TR 29.213: "Policy and Charging Control signalling flows and Quality of Service (QoS) parameter mapping".

[4]
3GPP TS 29.214: "Policy and Charging Control over Rx reference point".

[5]
3GPP TS 23.203: "Policy and Charging Control architecture".

[6]
3GPP TS 23.335: "User Data Convergence (UDC); Technical realization and information flows; Stage 2".

[7]
3GPP TS 29.335: "User Data Convergence (UDC); User Data Repository Access Protocol over the Ud interface; Stage 3".

[8]
IETF RFC 793: "Transmission Control Protocol"

[9]
IETF RFC 2616: "Hypertext Transfer Protocol – HTTP/1.1"
[x]
IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax"

*** 2nd Change ***

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

AAA
Authentication, Authorization, Accounting
AF
Application Function
API
Application Programming Interface
BBERF
Bearer Binding and Event Reporting Function
DHCP
Dynamic Host Configuration Protocol
DNS
Domain Name System
DRA
Diameter Routing Agent
HTTP
HyperText Transfer Protocol
HTTPS
Hypertext Transfer Protocol Secure
IP‑CAN
IP Connectivity Access Network
PC
Protocol Converter
PCC
Policy and Charging Control

PCEF
Policy and Charging Enforcement Function

PCRF
Policy and Charging Rules Function
PDN
Packet Data Network

PLMN
Public Land Mobile Network

QoS
Quality of Service

REST
Representational State Transfer
SPR
Subscription Profile Repository

UDR
User Data Repository
URL
Uniform Resource Locator
UE
User Equipment
XML
Extensible Markup Language
*** 3rd Change ***

4.5.2
Initial Provisioning of Session Information
When a new AF session is being established and media information for this AF session is available at the AF and the related media require PCC supervision, the AF shall open an Rx Restful session with the PC for the AF session using an AF session establishment command, unless an Rx session has already been established for the AF session. If an Rx Restful session already exists for the AF session, the AF uses the existing Rx Restful session. The AF shall provide the full IP address of the UE using either UEIP element or UEIPv6 element, and the corresponding Service Information within MCD element(s). The AF shall not include circuit-switched bearer related media in the service information sent to the PC. The AF shall indicate to the PC as part of the MCD element whether the media IP flow(s) should be enabled or disabled with the FlowStatus element.
The AF may include the AFAppId element into the AF session establishment in order to indicate the particular service that the AF session belongs to. This element can be provided at both AF session level, and media component description level. When provided at both levels, the AFAppId element provided within the MCD element will have precedence.
The AF may include the AFChargingId element into the AF session establishment for charging correlation purposes. The AF may also include the SpecificAction element to request notification for certain user plane events, e.g. bearer termination.
The AF may include the SvcURN element in order to indicate that the new AF session relates to emergency traffic. 
The AF may include the MPSId element in order to indicate that the new AF session relates to an MPS session.
If the AF provides service information that has been fully negotiated, the AF may include the SvcInfoStatus element set to FINAL_SERVICE_INFORMATION as specified in 3GPP TS 29.214 [4].

The AF may additionally provide preliminary service information not fully negotiated yet at an earlier stage. To do so, the AF shall include the SvcInfoStatus element with the value set to PRELIMINARY SERVICE INFORMATION as specified in 3GPP TS 29.214 [4].
For sponsored data connectivity, the AF shall provide the application service provider identity and the sponsor identity to the PCRF via the PC by including the ASPId element and the SponsId element in the SpConnData element in the AF session establishment request.
NOTE 1:
The relationship between the AF and sponsor is out of scope of this specification. A single AF can serve multiple sponsors. 
To support the usage monitoring of sponsored data connectivity, the AF may also include the GSU element in the SpConnData element and the SpecificAction element set to the value USAGE_REPORT as specified in 3GPP TS 29.214 [4] to request notification when the usage threshold has been reached.
NOTE 2:
If the AF is in the user plane, the AF can handle the usage monitoring and therefore it is not required to provide a usage threshold to the PCRF as part of the sponsored data connectivity information.
To allow the PCRF and PCEF to perform PCC rule authorization and bearer binding for the described service IP flows, the AF may supply both source and destination IP addresses and port numbers within the FlowDesc element, if such information is available.
The AF may specify the ResPrio element at request level in the AF session establishment request in order to assign a priority to the AF session as well as specify the ResPrio element at the media component description level to assign a priority to the IP flow. The presence of the ResPrio in both levels does not constitute a conflict as they each represent different types of priority. Specifically the ResPrio at the AF session establishment request level provides the relative priority for a session while the ResPrio at the media component description level provides the relative priority for an IP flow within a session. If the ResPrio element is not specified the requested priority is DEFAULT (0) as specified in 3GPP TS 29.214 [4].

The AF may request notifications of specific IP-CAN session events through the usage of the SpecificAction element in the AF session establishment request command. 
The AF may include the RxqType element set to INITIAL_REQUEST as specified in 3GPP TS 29.214 [4].
The behaviour when the AF does not receive the AF session establishment response, or when it arrives after the internal timer waiting for it has expired, are outside the scope of this specification and based on operator policy.
*** 4th Change ***

5.3
Application delivery layer

The application delivery layer uses RESTful HTTP.

The application delivery layer provides the following services:

-
creation of resources related to sessions and setup of notification URLs

-
session establishment, modification, termination and gate related procedures by HTTP request/response dialogs

-
subscription to notifications

-
notification dialog by HTTP request/response messages

-
transport of the specific application communication included in the HTTP message body

The creation of resources includes anything that is required to setup initial resources. The dialogue includes any value, which is required for maintaining sessions, but not directly related to Diameter based communication and values. The  creation  step negotiates the AF session IDs, assigned by the PC and used to identify the sessions respectively resources. This preparation sets-up the notification URL.
NOTE:
The AF session ID is allocated by the PC (in the session dialogue the AF session ID it will be used as a resource later on) as a resource. If it is allocated by the PC, the client will be informed about the AF session IDs within the HTPP response 201 Created. This means that the session related URI (see sub-clause 5.3.b.2, ...sessions/afsessionid) is dynamically discovered and not defined by the client. It seems important from RESTful point of view that the client does not have knowledge over specific URIs except of the entry point, which is the settings dialogue.
Editor's note: The format of the AF session Id needs to be defined. It is used within the URI design, in order to access resources (see e.g. the clause session dialogues). Therefore, the AF session ID should be key, which is constant over the complete lifetime of the AF session.
The Rx application requires that the PC can notify the AF about traffic plane events. The AF normally acts as the HTTP client, but the requirement for notifications result in a reversal role of the client and server. Therefore, PC and AF act as HTTP client and HTTP server both. 



If the AF establishes an AF session (i.e. initiates the initial provisioning of session information), the AF will send a HTTP request to the PC including all session information required. The PC initiates an Rx Diameter session and keeps the mapping between the AF session ID and the Diameter session ID.

If the AF modifies an AF session (i.e. initiates modification of session information), the AF will send a HTTP request, which includes the AF session ID as a path element of the URI. The PC sends a HTTP response to the AF and updates the corresponding Rx Diameter session.
If the AF terminates an AF session, the AF will send a HTTP request including the AF session ID as a path element of the URI. The PC sends a HTTP response to the AF and terminates the corresponding Rx Diameter session.

If the AF initializes a gate related procedure, the AF will send a HTTP request to the PC including all information required. The PC sends a HTTP response to the AF and updates the corresponding Rx Diameter session.
If the AF subscribes to notifications of the status of the signalling transmission path, the AF will send a HTTP request to the PC including event information for the subscription. The PC sends a HTTP response to the AF and updates the corresponding Rx Diameter session.
When the PC reports traffic plane events corresponding to the AF session, the PC sends a HTTP request to the AF using the notification URL. The request includes the AF session ID as a path element of the notification URL. The AF uses the information for appropriate actions and sends an HTTP response to the PC.
Every HTTP message contains the specific communication information required for this case as a representation (XML documents).

Annex A provides call flows for all procedures.

*** 5th Change ***

5.3.1
Methods

Editor's note: The HTTP methods and the response messages used at the interface, the structure of the methods and their detailed usage (e.g. POST for creation of resources, ...) are described in this section. 

Methods tell the server what action has to be performed. Every HTTP request message has a method. The following HTTP methods can be used [9]:

· POST: Used to create a resource state or is used in case no other method can be used in a correct way. The URI defines the resource responsible for the creation of the resource. POST offers the lowest level of guarantee.
· PUT: Used to modify a resource state. The URI defines the resource which will be modified.
· GET:  Used to query a resource state. It is used to fetch information, which is defined by an URI, from the server as a representation. GET shall not request any change of the server state (e.g. in this interpretation the record of the GET into a log file by the server is not a change of the server state requested by the client and not forbidden therefore).
· DELETE: Used to delete a resource state

Every HTTP request results in a response message that comes back with a status code and further information in its body, if required.
Methods should fulfil the robustness principle (e.g. a GET to the PC should conform to the specification and should be replied with useful information, but the client cannot expect to get useful information in any case).

GET, PUT and DELETE are idempotent. This means from HTTP point of view that the methods result in the same effect when invoked one time or several times. This methods support request pipelining.

The methods have to be activated in the intermediaries between the source and the destination.  

*** 6th Change ***

5.3.2
Content type and resource representation
HTTP message are allowed to transport different content types. The content type represents the Rx application between AF and PC.
*** 7th Change ***

5.3.a
Resources and URI design

REST claims that the server state is held by the client or it is transferred into a resource status by the server, in order to allow a stateless communication. The concept of the resource status avoids the transfer of the complete server status to the client as part of the representation. Therefore, resources shall be an integral part of the REST-Rx interface. Resources are identifiable and have representations to the outside world. 

NOTE 1:
Stateless communication reduces the coupling of client and server. E.g., two requests that follow each other may not be processed by the same server instance. 

NOTE 2:
Resources may have one or more representations. JSON may be another representation [2]. It is possibility to use different representations of resources for different requirements. In this release XML will be used as a representation only.

Resources are identified by URIs. The URI design shall be based on the structure defined in RFC 3986 [x]:

scheme ":" hier-part [ "?" query ] [ "#" fragment ]
hier-part   = "//" authority path-abempty
/ path-absolute
/ path-rootless
/ path-empty
The URI design for the REST-Rx interface shall be based on the characteristics and requirements of the reference point between AF and PC and shall have a hierarchical structure. 

The scheme may be HTTP or HTTPS for the REST-Rx reference point. Within a scheme the definition of names follows the rules of HTTP URIs. Host and port are the main parts of the authority. The path element identifies the resources. The URIs, which are allowed on the REST-Rx reference point and build out of the obligatory parts, shall have the structure:

Scheme://Host/Mainapplication/Subapplication/Mode/Mainresources

The obligatory parts have the meaning:

· Scheme: The application delivery layer protocol HTTP or HTTPS.

· Host: This part of the URI represents the server address including the port.

· Mainapplication: The application which will be accessed by the request. This release only provides the Rx application.

NOTE 3:
The application level makes possible defining different applications as resources at the same entity. This release only provides the Rx application.

· Subapplication: The sub application may provide different kind of functionality. This release only provides the sub application "QoS control".

Editor's note: This resource level is introduced for future expandability.   

· Mode: The mode describes a functional level, in which the REST-Rx reference point can be used by the AF. This release only provides the mode Rx Relay.

NOTE 4:
The mode represents a functional level. The functional level makes possible defining different level of control details. This release only provides the level of detail Rx Relay, which allows a fine control of the PC by the AF and represents the level of detail as defined by the Diameter based Rx interface [4]. This means that complete Diameter messages are representations of resources. Another functional level may represent a service or service characteristics (e.g. voice, video, gold user, or a bandwidth, etc.). These modes may allow a high level control of the service, in which the PC could map the high level control parameters, which are received over the REST-Rx reference point, to Diameter values used on the Rx interface.

· Mainresources: Sessions and settings are the core concepts of the RESTful Rx interface and can be defined as the main resources by URIs. Main resources can be split into sub-resources further (e.g. individual sessions may be identified by AF session IDs).

The URI addressing of the main resources settings and sessions may look like:

-
http://pcserver/rxapplication/qos/rxrelay/settings
-
http://pcserver/rxapplication/qos/rxrelay/sessions
Query parameters may be used within an URI, if cache implementations in the path do not refuse URI content with a question mark (e.g. http://pcserver/rxapplication/qos/rxrelay/sessions/?MaxBwDL=10000).

Names for operation should not be included in URIs, in case the URI will call operations, for which different HTTP methods shall be used.

NOTE 5:
The URI http://pcserver/rxapplication/qos/rxrelay/sessions/operation=delete&afsessionsid=1234 may be used within a GET. This operational call is not in-line with the principles of REST. Other operations may be modelled in such a way that the principles of REST are not get harmed (REST by accident). Such an URI may be included into an HTML construct as a link. A crawler follow-up may result in the deletion of the resource. 
*** 8th Change ***

5.3.b
Mode Rx Relay

The mode Rx Relay provides an access to the PC, which allows a fine control of the PC with the level of detail as defined by the Diameter based Rx interface [4]. The content type itself is defined in sub-clause 5.4.

The mode Rx Relay consists out of two main steps, the settings dialogue (one HTTP request/response dialogue) and different session dialogues (e.g. the session establishment can consist out of one HTTP request/response dialogue).

Editor's note: Another mode may consist out of one step only. A high level mode may only use some general parameters, which describes a service. These parameters and the values required for preparing the session (e.g. the notification URL) may be included in one HTTP request, because a complete Diameter message need not be transported as a representation.   

5.3.b.1
Settings dialogue

The settings dialogue creates resources, prepares the creation of sessions and provides different values that makes possible and supports the session established in the session dialogue. This step includes the creation of the notification URL and other parameters that are not included in a Diameter representation.
Editor's note: It has to be analysed whether further parameters are required or not (e.g. number of AF session IDs that should be reserved, etc.).

The settings request has the general structure:

HTTP POST https://pcserver/rxapplication/qos/rxrelay/settings
<settings>

<notificationURL>https://afresponsehost/path</notificationURL>
</settings>
<xs:annotation>
<xs:documentation>==================</xs:documentation>
<xs:documentation>further parameters</xs:documentation>
<xs:documentation>==================</xs:documentation>

</xs:annotation>
This HTTP POST message creates a resource state with a notification URL. It is answered by the HTTP response message 201 Created. The message may include one resource in the Location header field or more than one or a range of resources within its payload, which represent the AF session IDs and can be used for session establishments as resource links by the AF.
Editor's note: The payload of the response message should be defined.
5.3.b.2
Session dialogues
The session dialogue may consist out of different dialogues providing the functionalities for session establishment, modification, termination, gate related procedures, subscription to notifications and notifications by HTTP request/response dialogs. These dialogues include more or less complete Diameter messages as defined in 3GPP TS 29.214 [4] and represented by the specific application communication language as defined in sub-clause 5.4. Sessions are addressed as resources in the path of the URI.

The sessions request message, which is related to a session with an AF session ID, has the general structure:

HTTP METHOD https://pcserver/rxapplication/qos/rxrelay/sessions/afsessionid

<diametermessage>
<xs:annotation>
<xs:documentation>================</xs:documentation>
<xs:documentation>Diameter Message</xs:documentation>
<xs:documentation>================</xs:documentation>

</xs:annotation>
</diametermessage>
It is answered by an HTTP response message (200 OK) that includes the correct Diameter answer message as a representation. 

If the Diameter message part of an HTTP POST message includes the information of one AAR message [4] to establish an AF session, the result of the HTTP dialogue will be the creation of a Diameter session between the PC and the PCRF. The process is answered by an HTTP response message that includes the correct Diameter AAA answer message as a representation.  

Editor's note: It has to be analysed whether PUT should be used for the one session dialogue (one AF session ID), since the resource, which is related to the AF session ID, was already reserved in the settings dialogue. POST would allow sending several messages in one step by a kind of batch-update (POST https://.../sessions/batchupdate ...) within an XML document. This is more or less a kind of a special list resource providing a good performance increase. Another alternative is to use a MIME multipart message (contend type "multipart/mixed"). This would allow building one message consisting out of several single HTTP requests, which are transmitted in one block to the server. The destination for the multipart message may be special resource as well.

The definition of sessions as resources makes possible to use HTTP methods getting information about the sessions and controlling the sessions.

Table 5.3.b.2.x: Rx Relay methods and their result
	Method
	Result

	POST …/rxrelay/settings
	Creates settings for one or more resource states

	POST .../rxrelay/sessions/afsessionid
	Posts a message for a session/resource state

	PUT .../rxrelay/sessions/afsessionid
	Creates or modifies a session/resource state

	PUT .../rxrelay/sessions
	Modifies all sessions/resource states

	GET .../rxrelay/sessions/afsessionid
	Queries information for a session/resource state

	GET .../rxrelay/sessions
	Queries information for  all sessions/resource states

	DELETE .../rxrelay/sessions/afsessionid
	Deletes a session/resource state

	DELETE .../rxrelay/sessions
	Deletes all sessions/resource states


*** 9th Change ***

5.x
PC discovery

The Dynamic Host Configuration Protocol (DHCP) and Domain Name System (DNS) interfaces are typically not included in architecture diagrams or described as reference points. For the PC discovery, DHCP and DNS interactions can take place between the AF and the PC. If the AF does not have PC address information (i.e. provided by preconfiguration or other protocol configuration options), DHCP and DNS queries can be carried out before the creation of resources by the AF.
*** 10th Change ***

A.2
AF session establishment
This sub-clause describes the signalling flow for the AF session establishment procedure through the PC.
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Figure A.2.1: Initial AF session request

1. The AF sends the HTTP request to the PC to initiate an AF session establishment including the parameters defined in sub-clause 4.5.2.
2. The PC converts the request to one or more Diameter AAR commands in dependence of the content of the HTTP request. The PC provides the Service Information to the PCRF by sending a Diameter AAR command as specified in 3GPP TS 29.214 [4] for a new Rx Diameter session.

3. The PCRF sends a Diameter AAA command to the PC as specified in 3GPP TS 29.214 [4]. 

4. The PC converts the Diameter AAA command and provides the HTTP response to the AF including the parameters defined in sub-clause 4.5.2.
*** 11th Change ***

A.3
AF Session Modification Initiated by AF
This sub-clause describes the signalling flow for the AF session modification procedure through PC.
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Figure A.3.1: AF session modification initiated by AF

1. The AF sends the HTTP request to the PC to initiate the AF session modification procedure including the parameters defined in sub-clause 4.5.3.

2. The PC converts the AF session modification request to one or more Diameter AAR commands in dependence of the content of the HTTP request and sends the Diameter AAR command to the PCRF as specified in 3GPP TS 29.214 [4].
3. The PCRF sends a Diameter AAA command to the PC as specified in 3GPP TS 29.214 [4]. 

4. The PC converts the Diameter AAA command and provides the HTTP response to the AF including the parameters defined in sub-clause 4.5.3.
*** 12th Change ***

A.x
AF setting dialogue for the mode Rx Relay
This sub-clause describes the signalling flow for the AF settings procedure.
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Figure A.x.1: AF session settings

1. The AF sends the HTTP request to the PC to setup the AF session configuration. The request includes the notification URL and other parameters, if required.
2. After the PC sets-up the resources for one or more AF session, the PC confirms the resource establishment by an HTTP response 201 Created, which may include one resource in the Location header field or more than one or a range of resources within its payload.
*** End of Changes ***
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