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1. Overall Description:

SA2 would like to inform CT3, CT4 and SA5 about the conclusions of the CNO (Core Network Overload) study with respect to Diameter overload. 
The study has identified a number of scenarios that can result in the HSS and other nodes in a Diameter network being overloaded (TR 23.843, section 4). The study has come to the conclusion that overload signalling in Diameter is of coarse granularity and its hop-by-hop behaviour adversely impacts the propagation of overload information in large scale deployments with multiple clients, servers and agents in the middle of the communication. Without standardized mechanisms at some layer (Diameter application, base protocol, transport, network, etc.) the Diameter protocol interfaces used by functional entities in the 3GPP architecture cannot obtain detailed or useful information to avoid overload or respond to congestion in such large deployments. 
 SA2 has concluded that it is desirable to find a standardized means to convey necessary congestion information between functional entities that use a Diameter protocol interface. IETF dime working group has recognized the limitation of the protocol and has started work to define suitable mechanisms to address this at the protocol layer. CT3, CT4 and SA5 should take into account the work done in IETF at the Diameter protocol level. It is recommended, where applicable, to investigate Diameter protocol behaviour in the context of specific Diameter applications used within 3GPP and if any changes are needed in 3GPP Stage 3 specifications to support overload control mechanisms on Diameter interface for 3GPP applications.  
2. Actions:

To 3GPP CT3, 3GPP CT4, 3GPP SA5 groups.
ACTION: 
SA WG2 kindly asks SA CT3, CT4 and SA5 to take the above into consideration. CT3, CT4 and SA5 should investigate if any changes are needed in 3GPP Stage 3 specifications to support Diameter overload protocol mechanisms. 
3. Date of Next SA2 Meetings:

SA2#95
28 Jan - 1 Feb 2013
Prague, CZ
SA2#96
08 Apr – 12 Apr 2013
TBD

