3GPP TSG-CT WG3 Meeting #68
C3-120165

Xiamen, China, 6 - 10 Feb 2012
3GPP TSG SA WG3 (Security) Meeting #65
S3-111200
7 – 11 November, 2011, San Diego, USA


Title:
Reply to LS on authentication signalling with external networks over S2b
Response to:
C4-112226 = S3-111012
Release:
Rel-10 and later
Source:
SA3

To:
SA2, CT1, CT4

Cc:
CT3
Contact Person
Name:



Günther Horn
Tel. Number:


E-mail Address:
guenther.horn@nsn.com
	Approval Date:
	11 Nov, 2011

	Reply by (if required):
	6 Feb, 2012 (SA3#66)


	For:

	Action:
	X

	Information:
	


Attachments:
S3-111197, S3-111198
1. Overall Description:

SA3 thanks CT4 for their LS on authentication signalling with external networks over S2b. 
SA3 followed CT4's advice by removing the EAP descriptions from the CRs to TS 33.402 and adding support for PAP authentication to them. The resulting CRs (Rel-10 and Rel-11 mirror) agreed by SA3 can be found in S3-111197 and S3-111198 (attached). 

However, concern was expressed over the security of PAP. Therefore, for the PAP case, the following warning NOTE was added to both CRs: 
‘External network operators wanting to use PAP for authentication are warned that PAP is an obsolete protocol from a security point of view. CHAP provides stronger security than PAP.’
This warning applies not only to the S2b case, but to all access types where PAP is used in 3GPP specs for external network authentication. But as SA3 only has a specification regarding the S2b case under its responsibility the Working Groups addressed in this LS are kindly asked to add the above warning NOTE to specifications under their responsibility concerning the use of PAP over 3GPP access, S2a, or S2c.
Furthermore, the question was raised whether there was any difficulty, similar to the S2b case, with using EAP over S2c for external network authentication as described in TS 24.303. It was replied that this was not the case, but as this question is not within the remit of SA3, CT1 is kindly asked to consider this question.
2. Actions:
To SA2, CT1, and CT4:
SA2, CT1, and CT4 are kindly asked to add the above warning NOTE to specifications under their responsibility concerning the use of PAP over 3GPP access, S2a, or S2c. 
To CT1:

CT1 is kindly asked to consider the question whether there is any difficulty, similar to the S2b case, with using EAP over S2c for external network authentication as described in TS 24.303.
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