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*** 1st Change ***

A.2
Stage 2 Requirements

Based on operator preference, border control functions may be applied between two SIP-I based 3GPP CS domains or between a SIP-I based 3GPP CS domain and other SIP-I based external network. These functions, provided by the CS-IBCF, are:

-
Controlling transport plane functions;

-
Supporting functions to allow establishing communication between disparate address realms' SIP-I applications;

-
Providing network configuration hiding to restrict the following information from being passed outside of an operator's network: exact number of MSC servers, capacity and topology of the network, naming and addressing of the network nodes;

-
Screening SIP signalling information based on source/destination and operator policy (e.g. remove information that is of local significance to an operator);

-
Generation of CDRs;

Editor's Note: Need of generating CDRs to CS-IBCF may require further evaluation.

-
Selecting the appropriate signalling interconnections (e.g. domain based routing). The IP interconnection between core networks may be supported either by direct connection or by using an intermediate carrier;

-
Supporting network resources allocation taking into consideration the codec negotiation performed by (G)MSCs across one or multiple interconnects, remaining transparent to the SDP negotiation. 
In case border control concepts are to be applied in a SIP-I based CS network, the CS-IBCF acts as an entry point for this network, and also acts as an exit point for this network.

On the media plane the following functions shall be supported by the CS-TrGW :

-
Gate Management:

-
Opening/closing of gates;

-
Remote source address filtering;

-
Remote source port filtering;

-
QoS packet marking (differentiated services);



-
NA(P)T and IP Version Interworking;

-
Media policing;

Editor's Note: No Use Cases are described yet (needs a specific sub-clause in A.7.1.2.2); if no use cases are determined this should be removed from the specification.

-
Hanging termination detection
-
IP Realm Indication
Additionally, the following functions may be supported by the CS-TrGW:
-
Resource allocation per flow;

Editor's Note: No Use Cases are described yet (needs a specific sub-clause in A.7.1.2.2); if no use cases are determined this should be removed from the specification. 
-
IP Realm Availability

*** 2nd Change ***

A.7.1.2.2.2
Hanging Termination Detection

This subclause considers the message flow for the CS-IBCF and CS-TrGW, when IP hanging termination detection is required. Hanging termination detection is used to detect a hanging context and termination in the TrGW resulting, for example, from a loss of communication between the CS-IBCF and the CS-TrGW.
The CS-IBCF and the CS-TrGW shall support detection of hanging terminations.

The call is established as described in subclause A.7.1.2.1, With reference to the steps in Figure A.7.1.2.1.1, the following additions are required, specific to this use case:

3.
The CS-IBCF requests the CS-TrGW to send termination heartbeat notifications for the created termination. It may also include an indication of the periodicity of the termination heartbeat notifications.

12.
The CS-IBCF requests the CS-TrGW to send termination heartbeat notifications for the created termination. It may also include an indication of the periodicity of the termination heartbeat notifications.
If the CS-IBCF includes an indication of the periodicity of the termination heartbeat notifications, the specified period shall be much greater than the mean call holding time.

Subsequently, the CS-TrGW shall periodically send termination heartbeat notifications, as shown in Figure A.7.1.2.2.2.1, until the call is released. When the CS-IBCF receives a termination heartbeat notification from the CS-TrGW via the Termination heartbeat - Indication procedure, the CS-IBCF shall return a Termination heartbeat –Indication Ack (without an error) if the context id / termination identity combination exists in the CS-IBCF. If it does not exist, the CS-IBCF shall return an error and shall correct the mismatch, for example by requesting the CS-TrGW to subtract the indicated termination and to clear any associated context.
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Figure A.7.1.2.2.2.1: CS-IBCF and CS-TrGW interaction for termination heartbeat notifications
*** 3rd Change ***

A.7.1.2.2.3
Gate Management

This subclause considers the message flow for the CS-IBCF and CS-TrGW, when the CS-IBCF is acting as an Entry point and remote source address filtering is required for the termination towards the external SIP-I network.

Gate Management shall be a mandatory feature of the CS-TrGW, but an optional feature of the CS-IBCF.

As a security related option, on request from the CS-IBCF, filtering may be enabled to check/validate the source address or source address and port number of incoming packets from the external network. If the CS-IBCF requests address filtering, it may additionally provide an address specification, which may identify either a single address or a range of addresses, against which filtering is to be performed. The absence of such an address specification in the request implicitly requests filtering against the IP address of the remote connection address. In addition to address filtering, the CS-IBCF may also request port filtering. If the CS-IBCF requests port filtering, it may additionally include either a port or a range of ports, against which filtering is to be performed. The absence of a port specification in the request implicitly requests filtering against the port of the remote connection address.
If the CS-TrGW is configured to apply source IP address and possibly source port filtering, it shall only pass incoming IP packets from the identified source, and discard IP packets from other sources.
The call is established as described in subclause A.7.1.2.1.1, With reference to the steps in Figure A.7.1.2.1.1.1, the following additions are required, specific to this use case:

12.
If remote source address filtering is required for the created termination, then the CS-IBCF includes the information element "Remote source address filtering" in the request sent to the CS-TrGW. In addition, it may also include the information element "Remote source address mask".

If remote source port filtering is required for the created termination (in addition to remote source address filtering), then the CS-IBCF includes the information element "Remote source port filtering" in the request sent to the CS-TrGW. It may also include one of the information elements "Remote source port" or "Remote source port range".
Subsequently, the CS-TrGW applies filtering as requested to the packets arriving from the external network. Any packet arriving, which does not meet the filtering requirement, is discarded.
*** 4th Change ***

A.7.1.2.2.4
Differentiated Services

This subclause considers the message flow for the CS-IBCF and CS-TrGW, when the CS-IBCF requires the use of differentiated services.
It is optional for the CS-IBCF to support differentiated service controlled over the Ix Interface. It shall be mandatory for the CS-TrGW to support differentiated service controlled over the Ix Interface. A CS-TrGW can also support DiffServ Code Point marking based on local configuration.
The call is established as described in subclause A.7.1.2.1.1, With reference to the steps in Figure A.7.1.2.1.1.1, the following additions are required, specific to this use case:

3.
If differentiated services are required for the created termination, then the CS-IBCF includes the information elements "DiffServ Code Point" and/or "DiffServ Tagging Behaviour" in the request sent to the CS-TrGW.

12.
If differentiated services are required for the created termination, then the CS-IBCF includes the information elements "DiffServ Code Point" and/or "DiffServ Tagging Behaviour" in the request sent to the CS-TrGW.
Subsequently, for all egress packets, the CS-TrGW sets the DiffServ Code Point in the IP header as specified by the CS-IBCF:

-
If the DiffServ Tagging Behaviour information element was received with a value to indicate that the DiffServ Code Point should be copied, then the DiffServ Code Point in the IP header of the egress packet is copied from the ingress packet.

-
If the Diffserv Tagging Behaviour information element was not received, or was received with a value to indicate that the DiffServ Code Point should be set to a specific value, then:

-
If the DiffServ Code Point information element was received, then the DiffServ Code Point in the IP header of the egress packet is set to the value received in the DiffServ Code Point information element.

-
If the DiffServ Code Point information element was not received, then the DiffServ Code Point in the IP header of the egress packet is set to a configured default value.

*** 5th Change ***

A.7.1.2.2.5
IP Realms
This subclause considers the message flow for the CS-IBCF and CS-TrGW, when the two networks are in different IP realms. IP realms are described in 3GPP TS 23.205 [9] Clause 20.
The CS-IBCF and the CS-TrGW shall support IP realm indication.
The call is established as described in subclause A.7.1.2.1, With reference to the steps in Figure A.7.1.2.1.1, the following additions are required, specific to this use case:

3.
The CS-IBCF may specify the required IP Realm.
4.
The CS-TrGW allocates resources from the appropriate IP realm as specified by the CS-IBCF in step 3.

12.
The CS-IBCF may specify the required IP Realm.

13.
The CS-TrGW allocates resources from the appropriate IP realm as specified by the CS-IBCF in step 12.

If there is a change in the IP Realms that are available or if they are modified in the CS-TrGW then the CS-TrGW shall inform the CS-IBCF via the IP Realm Availability Procedure (see subclause A.7.2.3), if this procedure is supported by the CS-TrGW. The basic flow is depicted in Figure A.7.1.2.2.5.1
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Figure A.7.1.2.2.5.1: IP Realm Availability

The monitoring of IP realm availability is optional and if supported by the CS-TrGW may be requested by the CS-IBCF.

*** End of Changes ***
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