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*** 2nd Change ***

16.1
RADIUS Authentication and Authorization
RADIUS Authentication and Authorization shall be used according to RFC 2865 [38] and RFC 3162 [50].

The RADIUS client function may reside in a GGSN/P-GW. When the GGSN receives a Create PDP Context request message or the P-GW receives an initial access request (e.g. Create Session Request) the RADIUS client function may send the authentication information to an authentication server, which is identified during the APN provisioning.

The authentication server checks that the user can be accepted. The response (when positive) may contain network information, such as an IPv4 address or IPv6 prefix for the user when the GGSN is interworking with the AAA server; an IPv4 address and/or IPv6 prefix for the user when the P-GW is interworking with the AAA server. 

The information delivered during the RADIUS authentication can be used to automatically correlate the users identity (the MSISDN or IMSI) to the IPv4 address and/or IPv6 prefix, if applicable, assigned/confirmed by the GGSN/P-GW or the authentication server respectively. The same procedure applies, in case of sending the authentication to a 'proxy' authentication server.

RADIUS Authentication is only applicable to the primary PDP context. When the GGSN receives an Access-Accept message from the authentication server it shall complete the PDP context activation procedure. If Access-Reject or no response is received, the GGSN shall reject the PDP Context Activation attempt with a suitable cause code, e.g. User Authentication failed.
For EPS, RADIUS Authentication is applicable to the initial access request. When the P-GW receives an Access-Accept message from the authentication server it shall complete the initial access procedure. If Access-Reject or no response is received, the P-GW shall reject the initial access procedure with a suitable cause code. The P-GW may also use the RADIUS re-authorization procedure for the purpose of IPv4 address allocation to the UE for PDN type of IPv4v6 after establishment of a PDN connection. The use cases that may lead this procedure are: 

· Deferred IPv4 address allocation via DHCPv4 procedure after successful attach on 3GPP accesses.

· Deferred IPv4 address allocation after successful attach in trusted non-3GPP IP access on S2a. 
· Deferred IPv4 home address allocation via DSMIPv6 Re-Registration procedure via S2c.
16.2
RADIUS Accounting
RADIUS Accounting shall be used according to RFC 2866 [39] and RFC 3162 [50].

The RADIUS accounting client function may reside in a GGSN/P-GW. The RADIUS accounting client may send information to an accounting server, which is identified during the APN provisioning. The accounting server may store this information and use it to automatically identify the user. This information can be trusted because the Packet Domain network has authenticated the subscriber (i.e. SIM card and possibly other authentication methods).
The GGSN/P-GW may use the RADIUS Accounting-Request Start and Stop messages during IP-CAN bearer (e.g. primary and secondary PDP context, default and dedicated bearer) activations and deactivations procedures, respectively. For EPC based Packet domain, if the P-GW is not aware of the IP-CAN bearers, e.g. in case of PMIP-based S5/S8, the P-GW may use the RADIUS Accounting-Request Start and Stop messages per IP-CAN session as it would be one IP-CAN bearer.

The use of Accounting-Request STOP and in addition the Accounting ON and Accounting OFF messages may be used to ensure that information stored in the accounting server is synchronised with the GGSN/P-GW information.

If the AAA server is used for IPv4 address and/or IPv6 prefix assignment, then, upon reception of a RADIUS Accounting-Request STOP message for all IP-CAN bearers associated to an IP-CAN session defined by APN and IMSI or MSISDN, the AAA server may make the associated IPv4 address and/or IPv6 prefix available for assignment.
For PDN type IPv4v6 and deferred IPv4 address allocation, when the IPv4 address is allocated or re-allocated, the accounting session that was established for the IPv6 prefix allocation shall be used to inform the accounting server about the allocated IPv4 address by sending RADIUS Accounting-Request Interim-Update with Framed-IP-Address attribute and its value field containing the allocated IPv4 address.  Similarly, the release of IPv4 address shall be indicated to the Accounting server by sending RADIUS Accounting-Request Interim-Update without the Framed-IP-Address attribute.
In order to avoid race conditions, the GGSN/P-GW shall include a 3GPP Vendor-Specific sub-attribute "Session Stop indicator" when it sends the Accounting-Request STOP for the last IP-CAN bearer of an IP-CAN session and the IP-CAN session is terminated (i.e. the IPv4 address and/or IPv6 prefix and any associated GTP tunnels or PMIP tunnel can be released). The AAA server shall not assume the IP-CAN session terminated until an Accounting-Request STOP with the Session Stop indicator is received.
*** 3rd Change ***

16.3a.1
Authentication, Authorization and Accounting procedures
When a P-GW receives an initial access request (e.g. Create Session Request or Proxy Binding Update) message for a given APN, the P-GW may (depending on the configuration for this APN) send a RADIUS Access-Request to an AAA server. The AAA server authenticates and authorizes the user. If the RADIUS server is also responsible for IPv4 address and/or IPv6 prefix allocation, the AAA server shall return the allocated IPv4 address and/or IPv6 prefix in the Access-Accept message.
When PDN type is IPv4v6 and deferred IPv4 addressing via IPv4 address pool in the AAA server is used, the P-GW may intiate RADIUS re-authorization procedures after successful initial attach for the purpose of IPv4 address allocation or to renew the lease for a previously allocated IPv4 address. In this case, the P-GW shall set the Service-Type attribute to "Authorize Only" and the 3GPP-Allocate-IP-Type subattribute to the type of IP address to be allocated in the Access-Request message sent to the AAA server. See subclause 16.4.7.2 for the conditions to use 3GPP-Allocate-IP-Type sub-attribute in Access-Request messages. If the P-GW is using DHCPv4 signalling towards the UE and the RADIUS server includes the Session-Timeout attribute in the Access-Accept, the P-GW may use the Session-Timeout value as the DHCPv4 lease time. The P-GW shall not set the DHCPv4 lease time value higher than the Session-Timeout value. The P-GW may renew the DHCP lease to the UE without re-authorization towards the AAA server providing that the new lease expiry is no later than the Session-Timeout timer expiry. If the P-GW wishes to extend the lease time beyond the current Session-Timeout expiry, it shall initiate a new AAA re-authorization.     
Even if the P-GW was not involved in user authentication, it may send a RADIUS Accounting-Request (START) message to an AAA server. This message may contain parameters, e.g. the tuple which includes the user-id and IPv4 address and/or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the AAA server that the user session has started. The session is uniquely identified by the Acct-Session-Id that is composed of the Charging-Id and the PGW-Address.

If some external applications require RADIUS Accounting-Request (START) information before they can process user packets, then the selected APN (P-GW) may be configured in such a way that the P-GW drops user data until the Accounting-Response (START) is received from the AAA server. The P-GW may wait for the Accounting-Response (START) before sending the initial access response (e.g. Create Session Response or Proxy Binding Acknowledgement). The P-GW may reject the initial access request if the Accounting-Response (START) is not received. The authentication and accounting servers may be separately configured for each APN.
For PDN type IPv4, at IPv4 address allocation via DHCPv4 signalling between the UE and the PDN, no IPv4 address is available at initial access. In that case the P-GW may wait to send the Accounting-Request (START) message until the UE receives its IPv4 address in a DHCPACK.
For PDN type IPv4v6 and deferred IPv4 addressing, when the IPv4 address is allocated or re-allocated, the accounting session that was established for the IPv6 prefix allocation shall be used to inform the Accounting server about the allocated IPv4 address by sending RADIUS Accounting-Request Interim-Update with the Framed-IP-Address attribute and its value field containing the allocated IPv4 address.
When the P-GW receives a message indicating a bearer deactivation request or PDN disconnection request or detach request (e.g. Delete Bearer Command or Proxy Binding Update with lifetime equal 0) and providing a RADIUS Accounting-Request (START) message was sent previously, the P-GW shall send a RADIUS Accounting-Request (STOP) message to the AAA server, which indicates the termination of this particular bearer or user session. The P-GW shall immediately send the corresponding response (e.g. Delete Bearer Request or Proxy Binding Ack with lifetime equal 0) to the peer node (e.g. S-GW) in the Packet Domain, without waiting for an Accounting-Response (STOP) message from the AAA server.

The AAA server shall deallocate the IPv4 address and/or IPv6 prefix initially allocated to the subscriber, if there is no session for the subscriber.
For PDN type IPv4v6 and deferred IPv4 addressing, when the P-GW receives a message from the UE or the network indicating the release of the IPv4 address (e.g. receiving DHCPRELEASE) or decides to release the IPv4 address on its own (e.g. due to DHCP lease timer expiry or P-GW assigned IPv4 address), the P-GW shall inform the Accounting server about the deallocation of the IPv4 address by sending RADIUS Accounting-Request Interim-Update without the Framed-IP-Address attribute.
Accounting-Request (ON) and Accounting-Request (OFF) messages may be sent from the P-GW to the AAA server to ensure the correct synchronization of the session information in the P-GW and the AAA server.

The P-GW may send an Accounting-Request (ON) message to the AAA server to indicate that a restart has occurred. The AAA server may then release the associated resources.

Prior to a scheduled restart, the P-GW may send Accounting-Request (OFF) message to the AAA server. The AAA server may then release the associated resources.

If an Access-Challenge is sent to the P-GW when an Access-Request message is pending, the P-GW shall silently discard the Access-Challenge message and it shall treat an Access-Challenge as though it had received an Access-Reject instead RFC 2865 [38]. 
For example, figure 25a.1 represents the RADIUS message flows between a P-GW and an Authentication, Authorization and Accounting (AAA) server, which is applicable for GTP based S5/S8:
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NOTE 1:
If some external applications require RADIUS Accounting request (Start) information before they can process user packets, then the selected APN (P-GW) may be configured in such a way that the P-GW drops user data until the Accounting Response (START) is received from the AAA server. The P-GW may wait for the Accounting Response (START) before sending the Create Session Response. The P-GW may reject the bearer if the Accounting Response (START) is not received.

NOTE 2:
Separate accounting and authentication servers may be used.

Figure 25a.1: An example of RADIUS message flow on SGi interface for GTP-based S5/S8 (successful user authentication case)
16.3a.2
Accounting Update
During the life of an IP-CAN bearer some information related to this bearer may change. Upon occurrence of the following events, the P-GW may send RADIUS Accounting Request Interim-Update to the AAA server: RAT change, S-GW address change and QoS change. Interim updates are also used when the IPv4 address is allocated/released/re-allocated for deferred IPv4 addressing for the PDN type IPv4v6.
When the P-GW receives a signalling request (e.g. Modify Bearer Request in case of GTP-based S5/S8) that indicates the occurrence of one of these chargeable events, the P-GW may send an Accounting Request Interim-Update to the AAA server to update the necessary information related to this bearer. The P-GW need not wait for the RADIUS AccountingResponse message from the AAA server before sending the response for the triggering signalling message (e.g. Modify Bearer Response). The P-GW may delete the bearer if the AccountingResponse is not received from the AAA.

The P-GW may also send interim updates at the expiry of an operator configured time limit.
The following Figure 25a.2 is an example message flow to show the procedure of RADIUS accounting update, which applicable for GTP based S5/S8:
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Figure 25a.2: RADIUS accounting update for Modify Bearer Request

*** 4th Change ***

16.4.1
Access-Request message (sent from GGSN/P-GW to AAA server)

Table 1 describes the attributes of the Access-Request message.

Table 1: The attributes of the Access-Request message

	Attr #
	Attribute Name
	Description
	Content
	Presence Requirement

	1
	User-Name
	Username is provided to the GGSN/P-GW by the user (in Protocol Configuration Options (PCO) received during IP-CAN session establishment procedure. If PPP PDP type is used, it is provided to the GGSN by the user during PPP authentication phase. If no username is available, a generic username, configurable on a per APN basis, shall be present. 
	String
	Mandatory

	2
	User-Password
	User password is provided to the GGSN/P-GW by the user in the PCO received during IP-CAN session establishment procedure if PAP is used, If PPP PDP type is used, it is provided to the GGSN by the user during PPP authentication phase. If no password is available a generic password, configurable on a per APN basis, shall be present.
	String
	Conditional

Note 1

	3
	CHAP-Password
	CHAP password is provided to the GGSN/P-GW by the user in the PCO received during IP-CAN session establishment procedure, If PPP PDP type is used, it is provided to the GGSN by the user during PPP authentication phase.
	String
	Conditional

Note 2

	4
	NAS-IP-Address
	IPv4 address of the GGSN/P-GW for communication with the AAA server.
	IPv4
	Conditional

Note 3 and 7

	95
	NAS-IPv6-Address
	IPv6 address of the GGSN/P-GW for communication with the AAA server.
	IPv6
	Conditional

Note 3 and 7

	32
	NAS-Identifier
	Hostname of the GGSN/P-GW for communication with the AAA server.
	String
	Conditional

Note 3

	6
	Service-Type
	Indicates the type of service for this user
	2 (Framed)
or 

17 (Authorize Only)

Note 9
	Optional

	7
	Framed-Protocol 
	Indicates the type of protocol for this user 
	7 (GPRS PDP Context)
	Optional

Note 8

	8
	Framed-IP-Address
	IPv4 address allocated for this user
	IPv4
	Conditional Note 4

	9
	Framed-IP-Netmask
	Netmask for the user IPv4 address
	IPv4
	Conditional Note 4

	97
	Framed-IPv6-Prefix
	IPv6 address prefix allocated for this user 
	IPv6
	Conditional

Note 4

	96
	Framed-Interface-Id
	User IPv6 Interface Identifier
	IPv6
	Conditional

Notes 4 and 5

	30
	Called-Station-Id
	Identifier for the target network
	APN (UTF-8 encoded characters)
	Mandatory

	31
	Calling-Station-Id
	This attribute is the identifier for the MS, and it shall be configurable on a per APN basis.
	MSISDN in international format according to 3GPP TS 23.003 [40], UTF-8 encoded decimal character. (Note 6)
	Optional

	60
	CHAP-Challenge
	CHAP Challenge is provided to the GGSN/P-GW by the user in the PCO received during the IP-CAN session establishment procedure. If PPP PDP type is used, it is provided to the GGSN by the user durng PPP authentication phase.
	String
	Conditional

Note 2

	61
	NAS-Port-Type
	Port type for the GGSN/P-GW
	As per RFC 2865 [38]
	Optional

	26/10415
	3GPP Vendor-Specific
	Sub-attributes according subclause 16.4.7
	See subclause 16.4.7
	Optional except sub-attribute 3 and XY which are conditional

	NOTE 1:
Shall be present if PAP is used.

NOTE 2:
Shall be present if CHAP is used.

NOTE 3:
Either NAS-IP-Address or NAS-Identifier shall be present.

NOTE 4: 
For GGSN,either IPv4 or IPv6 address/prefix attribute shall be present. For P-GW, IPv4 and/or IPv6 address/prefix attributes shall be present. The IP protocol version for end-user and network may be different.

NOTE 5: 
Included if the prefix alone is not unique for the user. This may be the case, for example, if a static IPv6 address is assigned. 

NOTE 6: 
There are no leading characters in front of the country code.
NOTE 7: 
Either IPv4 or IPv6 address attribute shall be present.

NOTE 8: 
Framed-Protocol value of 7 is used by both GGSN and P-GW when interworking with RADIUS AAA servers. When used for P-GW, it represents the IP-CAN bearer.
NOTE 9: 
Service-Type attribute value of "Authorize Only" (RFC 5176 [x1]) is only applicable for P-GW when deferred IPv4 addressing for a UE needs to be performed for PDN type IPv4v6. In this use case, the Access Request at UE's initial access shall have Service-Type value "Framed", but the subsequent Access Request shall have Service-Type value of "Authorize Only". In both Access-Request messages, the 3GPP-Allocate-IP-Type sub-attribute shall be present. See subclause 16.4.7.2 for the typical uses cases how 3GPP-Allocate-IP-Type subattribute is utilised in Access-Request messages.


*** 5th Change ***

16.4.7.1
Presence of the 3GPP Vendor-Specific attribute in RADIUS messages.

Table 7: List of the 3GPP Vendor-Specific sub-attributes
	Sub-attr #
	Sub-attribute Name
	Description
	Presence Requirement
	Associated attribute

(Location of Sub-attr)
	Applicable Reference Points

	1
	3GPP-IMSI
	IMSI for this user
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	2
	3GPP-Charging-Id
	For GGSN, Charging ID for this PDP Context (this together with the GGSN IP Address constitutes a unique identifier for the PDP context).
For P-GW, Charging ID for this IP-CAN bearer (this together with the P-GW IP address constitutes a unique identifier for the IP-CAN bearer).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	3
	3GPP-PDP-Type
	For GGSN, it indicates the type of PDP context, e.g. IP or PPP.

For P-GW, it indicates the PDN Type, i.e. IPv4, IPv6, IPv4v6.
	Conditional

(mandatory if attribute 7 is present)
	Access-Request Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi

SGi

	4
	3GPP-CG-Address
	Charging Gateway IP address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	5
	3GPP-GPRS-Negotiated-QoS-Profile
	For GGSN, it represents the QoS profile for the PDP context.

For P-GW, it represents the QoS profile for the EPS bearer and the authorized APN-AMBR.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi

SGi

	6
	3GPP-SGSN-Address
	For GGSN, it represents the SGSN IPv4 address that is used by the GTP control plane for the handling of control messages. 

For P-GW, it represents the IPv4 address of the S-GW, trusted non-3GPP IP access or ePDG that is used on S5/S8, S2a or S2b for the handling of control messages. 

The address may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	7
	3GPP-GGSN-Address
	For GGSN, it represents the GGSN IPv4 address that is used by the GTP control plane for the context establishment.

For P-GW, it representsthe P-GW IPv4 address that is used on S5/S8, S2a, S2b or S2c control plane for the IP-CAN session establishment. The address is the same as the GGSN/P-GW IPv4 address used in the CDRs generated by the GGSN/P-GW.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	8
	3GPP-IMSI-MCC-MNC
	MCC and MNC extracted from the user's IMSI (first 5 or 6 digits, as applicable from the presented IMSI).
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update


	Gi,

SGi

	9
	3GPP-GGSN- MCC-MNC
	MCC-MNC of the network the GGSN or the P-GW belongs to.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	10
	3GPP-NSAPI
	For GGSN, it identifies a particular PDP context for the associated PDN and MSISDN/IMSI from creation to deletion.
For P-GW, it identifies the EPS Bearer ID if it is known to the P-GW (i.e. GTP-based S5/S8 is in use). 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP Accounting-Request Interim-Update
	Gi, 

SGi

	11
	3GPP-Session-Stop-Indicator
	Indicates to the AAA server that the last PDP context or EPS Bearer of a session is released and that the IP-CAN session has been terminated.
	Optional
	Accounting Request STOP
	Gi,

SGi

	12
	3GPP-Selection-Mode
	For GGSN it contains the Selection mode for this PDP Context received in the Create PDP Context Request message 
For P-GW it contains the Selection mode for this EPS Bearer received in the Create Session Request message.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	13
	3GPP-Charging-Characteristics
	For GGSN, it contains the charging characteristics for this PDP Context received in the Create PDP Context Request Message (only available in R99 and later releases).

For P-GW, it contains the charging characteristics for the IP-CAN bearer.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	14
	3GPP-CG-IPv6-Address
	Charging Gateway IPv6 address
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi,

SGi

	15
	3GPP-SGSN-IPv6-Address
	For GGSN, it represents the SGSN IPv6 address that is used by the GTP control plane for the handling of control messages.

For P-GW, it represents the IPv6 address of the S-GW, trusted non-3GPP IP access or ePDG that is used on S5/S8, S2a or S2b for the handling of control messages. 

The address may be used to identify the PLMN to which the user is attached.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	16
	3GPP-GGSN-IPv6-Address
	For GGSN, it represents the GGSN IPv6 address that is used by the GTP control plane for the context establishment.

For P-GW, it represents the P-GW IPv6 address that is used on S5/S8, S2a, S2b or S2c control plane for the IP-CAN session establishment.
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update 
	Gi, 

SGi

	17
	3GPP-IPv6-DNS-Servers
	List of IPv6 addresses of DNS servers for an APN
	Optional
	Access-Accept 
	Gi,

SGi

	18
	3GPP-SGSN-MCC-MNC
	MCC and MNC extracted from the RAI within the Create PDP Context Request or Update PDP Context Request message. 
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi



	19
	3GPP-Teardown-Indicator
	Indicate to the GGSN/P-GW that all IP-CAN bearers for this particular user and sharing the same user session need to be deleted.
	Optional
	Disconnect Request
	Gi
SGi

	20 
	3GPP-IMEISV
	International Mobile Equipment Id and its Software Version 
	Optional
	Accounting-Request START, Access-Request 
	Gi,

SGi

	21
	3GPP-RAT-Type
	Indicate which Radio Access Technology is currently serving the UE
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	22
	3GPP-User-Location-Info
	Indicate details of where the UE is currently located (e.g. SAI or CGI).

	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi 

	23
	3GPP-MS-TimeZone
	Indicate the offset between universal time and local time in steps of 15 minutes of where the MS/UE currently resides.
	Optional
	Accounting-Request START, Access-Request, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	24
	3GPP-CAMEL-Charging-Info
	Used to copy any CAMEL Information present in S‑CDR(s).
	Optional
	Accounting-Request START, Access-Request
	Gi

	25
	3GPP-Packet-Filter
	Packet Filter used for this PDP context or EPS bearer.
	Optional 
	Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,
SGi

	26
	3GPP-Negotiated-DSCP
	DSCP used to mark the IP packets of this PDP context on the Gi interface or EPS Bearer context on the SGi interface
	Optional
	Access-Request, Accounting-Request START, Accounting-Request STOP, Accounting-Request Interim-Update
	Gi,

SGi

	XY
	3GPP-Allocate-IP-Type
	Indicates whether the Access-Request is sent for user authentication only and/or for allocation of IPv4 and/or IPv6 address
	Conditional (see subclause 16.4.7.2 for conditions)
	Access-Request
	SGi


The information represented by some of the SGi sub-attributes may not be available to the P-GW depending on the UE’s radio access and the S5/S8 protocol type (GTP or PMIP). For example, the P-GW will be aware of the User Location Info (e.g. TAI) if the user is in LTE access and GTP based S5/S8 is used.  However, such information is not passed to the P-GW when PMIP based S5/S8 is utilised. In such scenarios, if a sub-attribute is configured in the P-GW to be transferred to the RADIUS AAA server, but the information in the P-GW is not up to date or not available; the P-GW shall not send the corresponding sub-attribute, unless otherwise stated in the following subclause where the encoding of each sub-attribute is specified. 

16.4.7.2
Coding 3GPP Vendor-Specific RADIUS attributes

In this subclause the provisions of IETF RFC 2865 [38] apply, which in particular specify the following:

· the Length field of an attribute is one octet, and it indicates the length of this Attribute including the Type, Length and Value fields.

· type String may be 1-253 octets long and it contains binary data (values 0 through 255 decimal, inclusive).  Strings of length zero (0) shall not be sent, but the entire attribute shall be omitted. A NULL terminating character shall not be appended to an attribute of type String.

· type Text may be 1-253 octets long and it contains UTF-8 encoded characters.  Text of length zero (0) shall not be sent, but the entire attribute shall be omitted. A NULL terminating character shall not be appended to an attribute of type Text.
· type Address is 32 bit value and most significant octet is the first one.

· type Integer is 32 bit unsigned value and most significant octet is the first one.
The RADIUS vendor Attribute is encoded as follows (as per IETF RFC 2865 [38])

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	 Type = 26

	2
	
	Length = n

	3 
	
	Vendor id octet 1

	4
	
	Vendor id octet 2

	5
	
	Vendor id octet 3

	6
	
	Vendor id octet 4

	7-n
	
	String


n ( 7

3GPP Vendor Id = 10415

The string part is encoded as follows:

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 

	2
	
	3GPP Length = m

	3 –m
	
	3GPP value


m ( 2 and m ( 248

The 3GPP specific attributes encoding is clarified below.

NOTE:

Unless otherwise stated, the encoding of the value field of a 3GPP vendor-specific attribute is identical for Gi and SGi. 

1 - 3GPP-IMSI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 1

	2
	
	3GPP Length= m

	3-m
	
	IMSI digits 1-n (UTF-8 encoded characters)


3GPP Type: 1

n (15

Length: m ( 17

IMSI value: Text type:

A GGSN (or a P-GW) receives IMSI that is encoded according to 3GPP TS 29.060 [24] (or 3GPP TS 29.274 [81]) and converts IMSI into the UTF-8 characters, which are encoded as defined in 3GPP TS 23.003 [40]. There shall be no padding characters between the MCC and MNC, and between the MNC and MSIN. If the IMSI is less than 15 digits, the padding in the GTP information element shall be removed by the GGSN (or the P-GW) and not encoded in this sub-attribute.

2 - 3GPP-Charging ID 
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 2

	2
	
	3GPP Length= 6

	3
	
	Charging ID value Octet 1

	4
	
	Charging ID value Octet 2

	5
	
	Charging ID value Octet 3

	6
	
	Charging ID value Octet 4


3GPP Type: 2

Length: 6

Charging ID value: 32 bits unsigned integer

3 - 3GPP-PDP type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 3

	2
	
	3GPP Length= 6

	3
	
	PDP type octet 1

	4
	
	PDP type octet 2

	5
	
	PDP type octet 3

	6
	
	PDP type octet 4


3GPP Type: 3

Length: 6

PDP type value: Unsigned 32 bits integer type

PDP type may have the following values:

0 = IPv4

1 = PPP

2 = IPv6

3 = IPv4v6

For GGSN, only the values "0", "1" and "2" are applicable.  
For P-GW, this sub-attribute represents PDN Type and therefore only the values "0", "2" and "3" are applicable. 

4 - 3GPP-Charging Gateway address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 4

	2
	
	3GPP Length= 6

	3
	
	Charging GW addr Octet 1

	4
	
	Charging GW addr Octet 2

	5
	
	Charging GW addr Octet 3

	6
	
	Charging GW addr Octet 4


3GPP Type: 4

Length: 6

Charging GW address value: Address type.

5 - 3GPP-GPRS Negotiated QoS profile
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 5

	2
	
	3GPP Length= L

	3 - L
	
	UTF-8 encoded QoS profile


3GPP Type: 5

Length: For GGSN, L ( 37 (release 7 or higher) or L ( 33 (release 6 or release 5) or L ( 27 (release 4 or release 99) or L = 11 (release 98). For P-GW, the length varies depending on the value of QCI. See below for details.

QoS profile value: Text type

UTF-8 encoded QoS profile syntax:

"<Release indicator> – <release specific QoS IE UTF-8 encoding>"

<Release indicator> = UTF-8 encoded number (two characters) :


For GGSN:

"98" = Release 98

"99"= Release 99 or release 4
"05"= Release 5 or release 6
"07"= Release 7 or higher

For P-GW:

"08"= Release 8 or higher

   <release specific QoS profile UTF-8 encoding> = UTF-8 encoded QoS profile for the release indicated by 


the release indicator.


The UTF-8 encoding of a QoS IE is defined as follows: each octet is described by 2 UTF-8 encoded characters, defining its hexadecimal representation. 

For GGSN:

The QoS profile definition is in 3GPP TS 24.008 [54].



The release 98 QoS profile data is 3 octets long, which then results in a 6 octets UTF-8 encoded string.



The release 99 and release 4 QoS profile data is 11 octets long, which results in a 22 octets UTF-8 encoded string. 

The release 5 and release 6 QoS profile data is 14 octets long, which results in a 28 octets UTF-8 encoded string.

The release 7 (and higher) QoS profile data is 16 octets long, which results in a 32 octets UTF-8 encoded string.
For P-GW: 


It contains the following QoS parameters associated with the EPS bearer: 

· QCI

· ARP

· GBR QoS information (UL/DL MBR, UL/DL GBR) or UL/DL APN-AMBR. In other words if the value of QCI indicates a GBR bearer, the GBR QoS information shall be present. If the value of QCI indicates a non-GBR bearer, the APN-AMBR information shall be present.  

The encoding of the EPS bearer QoS profile parameters is specified in 3GPP TS 29.274 [81]: ARP is specified in Bearer QoS IE; QCI, UL MBR, DL MBR, UL MBR and DL MBR are specified in Flow QoS IE; UL APN-AMBR and DL APN-AMBR are specified in AMBR IE.

For GBR QCIs, the encoding of UTF-8 encoded QoS Profile field shall be as follows: 

	1-3
	
	<Release indicator> -" = "08-" (UTF-8 encoded)

	4-5
	
	ARP (UTF-8 encoded)

	6-7
	
	QCI (UTF-8 encoded)

	8-m
	
	UL MBR (UTF-8 encoded)

	(m+1)-n
	
	DL MBR (UTF-8 encoded)

	(n+1)-o
	
	UL GBR (UTF-8 encoded)

	(o+1)-p
	
	DL GBR (UTF-8 encoded)


For non-GBR QCIs, the UL/DL MBR and UL/DL GBR fields shall not be present; UL APN-AMBR and DL APN-AMBR fields shall be encoded (in UTF-8 encoded format) respectively after the QCI field.

6 - 3GPP-SGSN address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 6

	2
	
	3GPP Length= 6

	3
	
	SGSN addr Octet 1

	4
	
	SGSN addr Octet 2

	5
	
	SGSN addr Octet 3

	6
	
	SGSN addr Octet 4


3GPP Type: 6

Length: 6

SGSN address value: Address type.

7 - 3GPP-GGSN address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 7

	2
	
	3GPP Length= 6

	3
	
	GGSN addr Octet 1

	4
	
	GGSN addr Octet 2

	5
	
	GGSN addr Octet 3

	6
	
	GGSN addr Octet 4


3GPP Type: 7

Length: 6

GGSN address value: Address type.

8 - 3GPP-IMSI MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 8

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 8

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

IMSI MCC-MNC address value: Text type.
This is the UTF-8 encoded characters representing the IMSI MCC-MNC numerical values. In accordance with 3GPP TS 29.060 [24] (for GGSN), 3GPP TS 29.274 [81] (for P-GW) and 3GPP TS 23.003 [40], the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

9 - 3GPP-GGSN MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 9

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 9

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

GGSN address value: Text type.
This is the UTF-8 encoding of the GGSN MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24] the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

10 - 3GPP-NSAPI
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 10

	2
	
	3GPP Length= 3

	3
	
	NSAPI (UTF-8 encoded character)


3GPP Type: 10

Length: 3

NSAPI value: Text Type.
It is the value of the NSAPI of the PDP context the RADIUS message is related to. It is encoded as its hexadecimal representation, using one UTF-8 encoded character. The GGSN should receive NSAPI values in the following hexadecimal range 05 – 0F. The GGSN shall discard digit 0 and convert the remaining digit into one UTF-8 coded character.
For P-GW, the value of this sub-attribute represents the EPS Bearer ID as specified in 3GPP TS 29.274 [81]. 
11 - 3GPP-Session Stop Indicator
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 11

	2
	
	3GPP Length= 3

	3
	
	1 1 1 1 1 1 1 1 (bit string)


3GPP Type: 11

Length: 3

Value is set to all 1.

3GPP-Session Stop Indicator value: Bit String type. 

12 - 3GPP-Selection-Mode
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 12

	2
	
	3GPP Length= 3

	3
	
	UTF-8 encoded Selection mode character 


3GPP Type: 12

Length: 3

Selection mode value: Text type.
The format of this sub-attribute shall be a character that represents a single digit, mapping from the binary value of the selection mode in the Create PDP Context message (3GPP TS 29.060 [24]) for the GGSN, and the Create Session Request message (3GPP TS 29.274 [81]) for the P-GW. Where 3GPP TS 29.060 [24] provides for interpretation of the value, e.g. map '3' to '2', this shall be done by the GGSN.
13 - 3GPP-Charging-Characteristics
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 13

	2
	
	3GPP Length= 6

	3-6
	
	UTF-8 encoded Charging Characteristics value 


3GPP Type: 13

Length: 6

Charging characteristics value: Text type.

The charging characteristics is value of the 2 octets. The value field is taken from the GTP IE described in 3GPP TS 29.060 [24], subclause 7.7.23 for the GGSN and 3GPP TS 29.274 [81] for the P-GW.

Each octet of this IE field value is represented via 2 UTF-8 encoded character, defining its hexadecimal representation.

14 - 3GPP-Charging Gateway IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 14

	2
	
	3GPP Length= 18

	3
	
	Charging GW IPv6 addr Octet 1

	4
	
	Charging GW IPv6 addr Octet 2

	5-18
	
	Charging GW IPv6 addr Octet 3-16


3GPP Type: 14

Length: 18

Charging GW IPv6 address value: IPv6 Address.

Charging GW IPv6 address is Octet String type.

15 - 3GPP-SGSN IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 15

	2
	
	3GPP Length= 18

	3
	
	SGSN IPv6 addr Octet 1

	4
	
	SGSN IPv6 addr Octet 2

	5-18
	
	SGSN IPv6 addr Octet 3-16


3GPP Type: 15

Length: 18

SGSN IPv6 address value: IPv6 Address.

SGSN IPv6 address is Octet String type.

16 - 3GPP-GGSN IPv6 address
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 16

	2
	
	3GPP Length= 18

	3
	
	GGSN IPv6 addr Octet 1

	4
	
	GGSN IPv6 addr Octet 2

	5-18
	
	GGSN IPv6 addr Octet 3-16


3GPP Type: 16

Length: 18

GGSN IPv6 address value: IPv6 Address.

SGSN IPv6 address is Octet String type.

17 - 3GPP-IPv6-DNS-Servers
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 17

	2
	
	3GPP Length= m

	3-18
	
	(1st) DNS IPv6 addr Octet 1-16

	19-34
	
	(2nd) DNS IPv6 addr Octet 1-16

	k-m
	
	(n-th) DNS IPv6 addr Octet 1-16


3GPP Type: 17

Length: m = n × 16 + 2; n ( 1 and n ( 15; k = m-15

IPv6 DNS Server value: IPv6 Address.

IPv6 DNS Server address is Octet String type.

The 3GPP- IPv6-DNS-Servers sub-attribute provides a list of one or more ('n') IPv6 addresses of Domain Name Server (DNS) servers for an APN. The DNS servers are listed in the order of preference for use by a client resolver, i.e. the first is 'Primary DNS Server', the second is 'Secondary DNS Server' etc. The sub-attribute may be included in Access-Accept packets.
18 - 3GPP-SGSN MCC-MNC
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 18

	2
	
	3GPP Length= n

	3
	
	MCC digit1 (UTF-8 encoded character)

	4
	
	MCC digit2 (UTF-8 encoded character)

	5
	
	MCC digit3 (UTF-8 encoded character)

	6
	
	MNC digit1 (UTF-8 encoded character)

	7
	
	MNC digit2 (UTF-8 encoded character)

	8
	
	MNC digit3 if present (UTF-8 encoded character)


3GPP Type: 18

Length: n shall be 7 or 8 octets depending on the presence of MNC digit 3

SGSN MCC-MNC address value: Text type.
This is the UTF-8 encoding of the RAI MCC-MNC values. In accordance with 3GPP TS 23.003 [40] and 3GPP TS 29.060 [24], the MCC shall be 3 digits and the MNC shall be either 2 or 3 digits. There shall be no padding characters between the MCC and MNC.

19 - 3GPP-Teardown Indicator
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 19

	2
	
	3GPP Length= 3

	3
	
	spare
	TI


3GPP Type: 19

Length: 3

Octet 3 is Octet String type.

For GGSN, if the value of TI is set to "1", then all PDP contexts that share the same user session with the PDP context identified by the Acct-Session-Id shall be torn down. Only the PDP context identified by the Acct-Session-Id shall be torn down if the value of TI is "0" (see subclause 16.3.4 “AAA-Initiated PDP context termination”), or if TI is missing.
For P-GW, the usage of Teardown-Indicator is as follows (see subclause 16.3a.3 for more deails):

-  if the value of TI is set to "1", then all IP-CAN bearers that share the same user session with the IP-CAN bearer identified by the Acct-Session-Id shall be torn down.  

-  if the value of TI is "0", or if TI is missing, only the IP-CAN bearer identified by the Acct-Session-Id shall be torn down. If the Acct-Sesssion-Id identifies the default bearer, the P-GW shall tear down all the IP-CAN bearers that share the same user session identified by the Acct-Session-Id. 
20 -3GGP- IMEISV
	Bits

	Octets
	8
	7
	6
	5
	4
	3
	2
	1

	1
	3GPP Type = 20

	2
	3GPP Length = 2+n

	3 – (2+n)
	IMEI(SV) digits 1 - n (UTF-8 encoded characters)


3GPP Type: 20

IMEISV value: Text type.
A GGSN receives IMEI(SV) that is encoded according to 3GPP TS 29.060 [24]. A P-GW receives IMEI(SV) that is encoded in ME Identity IE specified in 3GPP TS 29.274 [81]. The GGSN or the P-GW converts IMEI(SV) into a  sequence of UTF-8 characters.IMEI(SV) shall be encoded as defined in 3GPP TS 23.003 [40].
14 ( n ( 16

n = 16 for IMEISV, where TAC = 8 digits  SNR = 6 digits & SVN = 2 digits;

n = 15 for IMEI, where TAC = 8 digits  SNR = 6 digits & Spare = 1 digit;

n = 14 for IMEI, where TAC = 8 digits  SNR = 6 digits (Spare digit is not sent)

21 - 3GPP-RAT-Type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 21

	2
	
	3GPP Length= 3

	3
	
	RAT (octet string)


3GPP Type: 21

The 3GPP-RAT-Type sub-attribute indicates which Radio Access Technology is currently serving the UE. 
RAT field: Radio Access Technology type values. RAT field is Octet String type. For GGSN, it shall be coded as specified in 3GPP TS 29.060 [24]. For P-GW, it shall be coded as follows:

0-6


As specified in 3GPP TS 29.274 [81]
7-100

Reserved for future use
101

IEEE 802.16e
102

3GPP2 eHRPD
103

3GPP2 HRPD
104

3GPP2 1xRTT
105-255
Reserved for future use

22 - 3GPP-User-Location-Info
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 22

	2
	
	3GPP Length= m

	3
	
	Geographic Location Type 

	4-m
	
	Geographic Location (octet string)


3GPP Type: 22

Length=m, where m depends on the Geographic Location Type



For example, m= 10 in the CGI and SAI types.

Geographic Location Type field is used to convey what type of location information is present in the 'Geographic Location' field. For GGSN, the Geographic Location Type values and coding are as defined in 3GPP TS 29.060 [24]. For P-GW, the Geographic Location Type values and coding are defined in 3GPP TS 29.274 [81].

Geographic Location field is used to convey the actual geographic information as indicated in the Geographic Location Type. For GGSN, the coding of this field is as specified in 3GPP TS 29.060 [24]. For P-GW, the coding of this field is as specified in 3GPP TS 29.274 [81]. 

Geographic Location Type and Geographic Location fields are Octet String type.

23 - 3GPP-MS-TimeZone
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 23

	2
	
	3GPP Length= 4

	3
	
	Time Zone 

	4
	
	Daylight Saving Time (octet string)


3GPP Type: 23

Length=4

The Time Zone field and the Daylight Saving Time fields are used to indicate the offset between universal time and local time in steps of 15 minutes of where the MS/UE currently resides. 

For GGSN, both fields are coded as specified in 3GPP TS 29.060 [24] and represented as Octet String type. For, P-GW, both fields are coded as specified in 3GPP TS 29.274 [81] in UE-Time Zone IE and represented as Octet String type.

24 - 3GPP-Camel-Charging-Info
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 24

	2
	
	3GPP Length= m

	3-m
	
	CAMEL Charging Information Container (octet string)


3GPP Type: 24

Length=m

m depends  on the size of the CAMELInformationPDP IE.

The CAMEL Charging Information Container field is used to copy the CAMELInformationPDP IE including Tag and Length from the SGSN's CDR (S‑CDR). 

The coding of this field is as specified in 3GPP TS 29.060 [24] and represented as Octet String type.
25 - 3GPP-Packet-Filter
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 25

	2
	
	3GPP Length= n

	3-z
	
	Packet Filter


3GPP Type: 25

Length: n

Each 3GPP-Packet-Filter sub-attribute contains only one packet filter. Multiple 3GPP-Packet-Filter sub-attributes can be sent in one RADIUS Accounting Request message. 

When the GGSN/P-GW sends the packet filter information, the RADIUS message shall carry ALL (or none) of the packet filters.
Packet Filter Value:

	
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Packet filter identifier 
	Octet 1

	
	Packet filter evaluation precedence 
	Octet 2

	
	Length of Packet filter contents 
	Octet 3

	
	Direction of Packet Filter
	Octet 4

	
	Packet filter contents 
	Octet 5

Octet m


Direction Value:

00000000: Downlink

00000001: Uplink

The packet filter content is represented as Octet String type. The packet filter content is defined below:

	Type
	Value

	1: IPv4 address type
	Contains the source address if the direction value is set to Downlink, and the destination address if the direction value is set to Uplink.

shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first

	2: IPv6 address type
	Contains the source address if the direction value is set to Downlink, and the destination address if the direction value is set to Uplink.

shall be encoded as a sequence of a sixteen octet IPv6 address field and a sixteen octet IPv6 address mask field. The IPv6 address field shall be transmitted first

	3: Protocol identifier/Next header type
	shall be encoded as one octet which specifies the IPv4 protocol identifier or IPv6 next header

	4: Single destination port type
	shall be encoded as two octet which specifies a port number

	5 : Destination port range type
	shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first

	6 : Single source port type 
	shall be encoded as two octet which specifies a port number

	7: Source port range type
	shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first

	8: Security parameter index type (IPv6)
	shall be encoded as four octet which specifies the IPSec security parameter index

	9: Type of service/Traffic class type
	shall be encoded as a sequence of a one octet Type-of-Service/Traffic Class field and a one octet Type-of-Service/Traffic Class mask field. The Type-of-Service/Traffic Class field shall be transmitted first

	10: Flow label type (IPv6)
	shall be encoded as three octets which specify the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label


Note:  The sending of this sub-attribute is not recommended for an inter-operator interface for security reason
26 - 3GPP-Negotiated-DSCP

	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = 26

	2
	
	3GPP Length= 3

	3
	
	Negotiated DSCP (octet string)


3GPP Type: 26

Length:  3

Negotiated DSCP value: Octet String

DSCP value: Octet String type.
XY - 3GPP-Allocate-IP-Type
	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	3GPP type = XY

	2
	
	3GPP Length= 3

	3
	
	IP Type (octet string)


3GPP Type: XY

If multiple Access-Request signalling towards a AAA server is needed during the lifetime of a PDN connection (e.g. for PDN type IPv4v6 and deferred IPv4 addressing), this sub-attribute shall be included in the Access-Request message to indicate how the AAA server needs to treat the request. The P-GW may also use this sub-attribute if the AAA server is configured to allocate both IPv4 address and IPv6 prefix but the P-GW requires assignment of only one IP type or both IP types (e.g. because the UE supports single IP stack and it has requested PDN type of IPv4 or IPv6).
If this sub-attribute does not exist in Access-Request from P-GW to the AAA server, the IP address allocation shall be based on the IP address allocation policy configured in the the AAA server. 
IP Type field: It is encoded in Octet String type and the following decimal equivalent values apply:

0
Do not allocate IPv4 address or IPv6 prefix. 
The typical use case is for PDN type IPv4v6 and deferred IPv4 addressing and only IPv4 address is allocated by the AAA serrver but IPv6 prefix is allocated by some other means, e.g. local pool in the P-GW. The Access-Request from the P-GW to the AAA server during the UE's initial access to the network shall set the value of this sub-attribute to 0.

1
Allocate IPv4 address
The typical use case is for PDN type IPv4v6 and deferred IPv4 addressing and the IPv4 address (and/or IPv6 prefix) is allocated by the AAA server. The Access-Request from the P-GW to the AAA server when the P-GW receives UE-initiated IPv4 address allocation signalling (e.g. DHCPv4) after UE's successful initial access to the PDN shall set the value of this attribute to 1.  In this case, if the AAA server had allocated an IPv6 prefix earlier during UE's initial access to the network, same IPv6 prefix shall be kept allocated. 

2
Allocate IPv6 prefix
The typical use case is for PDN type IPv4v6 and deferred IPv4 addressing and both IPv4 address and IPv6 prefix are allocated by the AAA server. The Access-Request from the P-GW to the AAA server during the UE's initial access to the network shall set the value of this sub-attribute to 2.

3
Allocate IPv4 address and IPv6 prefix
Currently there is no use case identified to use this specific value for PDN tpe IPv4v6 and deferred IPv4 addressing. One potential use case is for PDN type IPv4v6 and non-deferred IPv4 addressing and both IPv4 address and IPv6 prefix are allocated by the AAA server. The Accesss-Request from the P-GW to the AAA server may use this value to have both IPv4 address and IPv6 prefix assigned to the UE. 

4-255
Reserved for future use

*** 6th Change ***

16a.1
Diameter Authentication and Authorization
Diameter Authentication and Authorization shall be used according to RFC 4005 [67].

The GGSN/P-GW and the Diameter server shall advertise the support of the Diameter NASREQ Application by including the value of the appropriate application identifier in the Capability-Exchange-Request and Capability-Exchange-Answer commands as specified in RFC 3588 [66].

The Diameter client function may reside in a GGSN/P-GW. When the GGSN/P-GW receives an initial attach (e.g. Create PDP Context) request message the Diameter client function may send the authentication information to an authentication server, which is identified during the APN provisioning.

The authentication server checks that the user can be accepted. The response (when positive) may contain network information, such as an IPv4 address and/or IPv6 prefix for the user when the GGSN is interworking with the AAA server; an IPv4 address and/or IPV6 prefix for the user when the P-GW is interworking with the AAA server.

The information delivered during the Diameter authentication can be used to automatically correlate the users identity (the MSISDN or IMSI) to the IPv4 address and/or IPv6 prefix, if applicable, assigned/confirmed by the GGSN/P-GW or the authentication server respectively. The same procedure applies, in case of sending the authentication to a 'proxy' authentication server.

Diameter Authentication is applicable to the initial access (e.g. primary PDP context or the default bearer). When the GGSN/P-GW receives a positive response from the authentication server it shall complete the initial access (e.g. PDP context activation) procedure. If a failure or no response is received, the GGSN/P-GW shall reject the initial access (e.g. PDP Context Activation) attempt with a suitable cause code, e.g. User Authentication failed. For EPS, the P-GW may also use the Diameter re-authorization procedure for the purpose of IPv4 address allocation to the UE for PDN type of IPv4v6 after establishment of a PDN connection. The use cases that may lead this procedure are: 

· Deferred IPv4 address allocation via DHCPv4 procedure after successful attach on 3GPP accesses.

· Deferred IPv4 address allocation after successful attach in trusted non-3GPP IP access on S2a.
· Deferred IPv4 home address allocation via DSMIPv6 Re-Registration procedure via S2c.
16a.2
Diameter Accounting

Diameter Accounting shall be used according to RFC 4005 [67].

The Diameter accounting client function may reside in a GGSN/P-GW. The Diameter accounting client may send information to an accounting server, which is identified during the APN provisioning. The accounting server may store this information and use it to automatically identify the user. This information can be trusted because the PS access network has authenticated the subscriber (i.e. SIM card and possibly other authentication methods).

Diameter Accounting messages may be used during both primary and secondary PDP context activation for non-EPC based packet domain (both the default bearer and dedicated bearer for the EPC based packet domain) and deactivation procedures respectively.
If the AAA server is used for IPv4 address and/or IPv6 prefix assignment, then, upon reception of a Diameter Accounting-Request STOP message for all IP-CAN bearers associated to an IP-CAN session defined by APN and IMSI or MSISDN, the AAA server may make the associated IPv4 address and/or IPv6 prefix available for assignment.

For PDN type IPv4v6 and deferred IPv4 address allocation, when the IPv4 address is allocated or re-allocated, the accounting session that was established for the IPv6 prefix allocation shall be used to inform the accounting server about the allocated IPv4 address by sending Diameter Accounting-Request Interim-Update with Framed-IP-Address AVP and its value field containing the allocated IPv4 address.  Similarly, the release of IPv4 address shall be indicated to the Accounting server by sending Diameter Accounting-Request Interim-Update without the Framed-IP-Address AVP.
*** 7th Change ***

16a.3a.1
Authentication, Authorization and Accounting procedures
When a P-GW receives an initial access request (e.g.Create Session Request or Proxy Binding Update) message for a given APN, the P-GW may (depending on the configuration for this APN) send a Diameter AA-Request to a Diameter server. The Diameter server authenticates and authorizes the user. If the Diameter server is also responsible for IPv4 address and/or IPv6 prefix allocation the Diameter server shall return the allocated IPv4 address and/or IPv6 prefix in the AA-Answer message.
When PDN type is IPv4v6 and deferred IPv4 addressing via IPv4 address pool in the AAA server is used, the P-GW may intiate Diameter re-authorization procedures after successful initial attach for the purpose of IPv4 address allocation or to renew the lease for a previously allocated IPv4 address. In this case, the P-GW shall set the Session-Id to the value used in the initial access request, the Auth-Request-Type AVP to "AUTHORIZE_ONLY" and the 3GPP-Allocate-IP-Type AVP to the type of IP address to be allocated in the AA-Request message sent to the AAA server. See subclause 16.4.7.2 for the conditions to use 3GPP-Allocate-IP-Type AVP in AA-Request messages. If the P-GW is using DHCPv4 signalling towards the UE and the Diameter server includes the Session-Timeout attribute in the Access-Accept, the P-GW may use the Session-Timeout value as the DHCP lease time. The P-GW shall not set the DHCPv4 lease time value higher than the Session-Timeout value. The P-GW may renew the DHCP lease to the UE without re-authorization towards the AAA server providing that the new lease expiry is no later than the Session-Timeout timer expiry. If the P-GW wishes to extend the lease time beyond the current Session-Timeout expiry, it shall initiate a new AAA re-authorization.
Even if the P-GW was not involved in user authentication, it may send a Diameter Accounting-Request (START) message to a Diameter server. If no Diameter session is already open for the same PDN connection a Diameter session needs to be activated, otherwise the existing Diameter session is used to send the Accounting-Request (START). For GTP-based S5/S8, if accounting is used per IP-CAN bearer, the EPS bearer ID will identify the particular bearer this accounting message refers to. The Accounting-Request message also indicates to the Diameter server that the user session has started.This message contains parameters, e.g. the tuple which includes the user-id and IPv4 address and/or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the Diameter server that the user session has started.

If some external applications require Diameter Accounting Request (START) information before they can process user packets, then the selected APN (P-GW) may be configured in such a way that the P-GW drops user data until an Accounting-Answer (START) indicating success is received from the Diameter server. The P-GW may wait for the Accounting-Answer (START) before sending the initial access response (e.g. Create Session Response or Proxy Binding Acknowledgement). The P-GW may reject the initial access request if the Accounting-Answer (START) is not received. The authentication and accounting servers may be separately configured for each APN.
For PDN type IPv4, at IPv4 address allocation via DHCPv4 signalling between the UE and the PDN, no IPv4 address is available at initial access. In that case the P-GW may wait to send the Accounting-Request START message until the UE receives its IPv4 address in a DHCPACK.
For PDN type IPv4v6 and deferred IPv4 addressing, when the IPv4 address is allocated or re-allocated, the accounting session that was established for the IPv6 prefix allocation shall be used to inform the Accounting server about the allocated IPv4 address by sending Diameter Accounting-Request Interim-Update with the Framed-IP-Address AVP and its value field containing the allocated IPv4 address.
When the P-GW receives a message indicating a bearer deactivation request or PDN disconnection request or detach request (e.g. Delete Bearer Command or Proxy Binding Update with lifetime equal 0) and providing a Diameter Accounting-Request START message was sent previously, the P-GW shall send a Diameter Accounting-Request (STOP) message to the Diameter server, which indicates the termination of this particular bearer or user session. The P-GW shall immediately send the corresponding response (e.g. Delete Bearer Request or Proxy Binding Ack with lifetime equal 0) to the peer node (e.g. S-GW) in the Packet Domain, without waiting for an Accounting-Answer (STOP) message from the Diameter server.

If the last bearer of an IP-CAN session is deactivated, the P-GW shall additionally send an STR message to the Diameter server. The Diameter server shall reply with an STA and shall deallocate the IPv4 address and/or IPv6 prefix (if any) initially allocated to the subscriber.
For PDN type IPv4v6 and deferred IPv4 addressing, when the P-GW receives a message from the UE or the network indicating the release of the IPv4 address (e.g. receiving DHCPRELEASE) or decides to release the IPv4 address on its own (e.g. due to DHCP lease timer expiry for P-GW assigned IPv4 address), the P-GW shall inform the Accounting server about the deallocation of the IPv4 address by sending Diameter Accounting-Request Interim-Update without the Framed-IP-Address AVP.
The following Figure 25d.1 is an example message flow to show the procedure of Diameter Authentication and Accounting, which is applicable for GTP based S5/S8:
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NOTE 1:
If some external applications require Diameter Accounting request (Start) information before they can process user packets, then the selected APN (P-GW) may be configured in such a way that the P-GW drops user data until the Accounting Answer (START) is received from the Diameter server. The P-GW may wait for the Accounting Answer (START) before sending the Create Session Response. The P-GW may reject the bearer if the Accounting Answer (START) is not received.

NOTE 2:
Separate accounting and authentication servers may be used.

Figure 25d.1: An example of Diameter Authentication and Accounting on SGi for GTP-based S5/S8 
16a.3a.2
Accounting Update

During the life of a bearer some information related to this bearer may change. Upon occurrence of the following events the P-GW may send an Accounting Request (Interim) to the Diameter server: RAT change, S-GW address change and QoS change. Interim updates are also used when the IPv4 address is allocated/released/re-allocated for deferred IPv4 addressing for the PDN type IPv4v6.
When the P-GW receives a signalling request (e.g. Modify Bearer Request in case of GTP-based S5/S8) that indicates the occurrence of one of these chargeable events, the P-GW may send an Accounting Request (Interim) to the Diameter server to update the necessary information related to this bearer. The P-GW need not wait for the Diameter Accounting Answer message from the Diameter server before sending the response for the triggering signalling message (e.g. Modify Bearer Response). The P-GW may delete the bearer if the Accounting Answer is not received from the Diameter server.

The P-GW may also send interim updates at the expiry of an operator configured time limit.
The message flow in figure 25d.2 provides an example for Diameter Accounting Update procedure on SGi interface, which is applicable for GTP based S5/S8:
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Figure 25d.2: Diameter accounting update for bearer modification
*** 8th Change ***

16a.4.1
AAR Command
The AAR command, defined in Diameter NASREQ (IETF RFC 4005 [67]), is indicated by the Command-Code field set to 265 and the ‘R’ bit set in the Command Flags field. It may be sent by the GGSN to a Diameter server, during Primary PDP Context activation only, in order to request user authentication and authorization. In the case of P-GW, the AAR may be sent upon reception of an initial access request (e.g. Create Session Request or Proxy Binding Update) message for a given APN to request user authentication and authorization.

The relevant AVPs that are of use for the Gi/SGi interface are detailed in the ABNF description below. Other valid AVPs for this command are not used for Gi/SGi purposes and should be ignored by the receiver or processed according to the relevant specifications.

The bold marked AVPs in the message format indicate optional AVPs for Gi/SGi, or modified existing AVPs. For SGi, some of the optional 3GPP vendor-specific AVPs listed in the message format below are not applicable. Similarly, for Gi, 3GPP-Allocate-IP-Type AVP is not applicable. See table 9a in subclause 16a.5 to see the list of vendor-specific AVPs that are applicable to the GGSN and the P-GW.

Message Format:

<AA-Request> ::= < Diameter Header: 265, REQ, PXY >






< Session-Id >

                       
{ Auth-Application-Id }

                       
{ Origin-Host }

                       
{ Origin-Realm }

                       
{ Destination-Realm }

                       
{ Auth-Request-Type }

                       
[ Destination-Host ]

                       
[ NAS-Port ]
                       
[ NAS-Port-Id ]
                       
[ NAS-Port-Type ]
                       
[ Origin-State-Id ]
                       
[ Port-Limit ]
                       
[ User-Name ]
                       
[ User-Password ]
                       
[ Service-Type ]
                       
[ Authorization-Lifetime ]
                       
[ Auth-Grace-Period ]
                       
[ Auth-Session-State ]
                       
[ Callback-Number ]
                       
[ Called-Station-Id ]

                       
[ Calling-Station-Id ]
                       
[ Originating-Line-Info ]
                       
[ Connect-Info ]
                       
[ CHAP-Auth ]
                       
[ CHAP-Challenge ]
                      *
[ Framed-Compression ]
                       
[ Framed-Interface-Id ]
                       
[ Framed-IP-Address ]
                      *
[ Framed-IPv6-Prefix ]
                       
[ Framed-IP-Netmask ]
                       
[ Framed-MTU ]
                       
[ Framed-Protocol ]
                      *
[ Login-IP-Host ]

                      *
[ Login-IPv6-Host ]

                       
[ Login-LAT-Group ]

                       
[ Login-LAT-Node ]

                       
[ Login-LAT-Port ]

                       
[ Login-LAT-Service ]

                      *
[ Tunneling ]
                      *
[ Proxy-Info ]
                      *
[ Route-Record ]






[ 3GPP-IMSI]






[ 3GPP-Charging-ID ]






[ 3GPP-PDP-Type ]






[ 3GPP-CG-Address ]






[ 3GPP-GPRS-Negotiated-QoS-Profile ]





[ 3GPP-SGSN-Address ]






[ 3GPP-GGSN-Address ]






[ 3GPP-IMSI-MCC-MNC ]






[ 3GPP-GGSN-MCC-MNC ]






[ 3GPP-NSAPI ]






[ 3GPP-Selection-Mode ]






[ 3GPP-Charging-Characteristics ]






[ 3GPP-CG-IPv6-Address ]






[ 3GPP-SGSN-IPv6-Address ]






[ 3GPP-GGSN-IPv6-Address ]






[ 3GPP-SGSN-MCC-MNC ]






[ 3GPP-RAT-Type ]






[ 3GPP-CAMEL-Charging-Info ]






[ 3GPP-Negotiated-DSCP ]





[ 3GPP-Allocate-IP-Type ]
                      *
[ AVP ]
*** 9th Change ***

16a.5
Gi/SGi specific AVPs

The following table lists the Gi/SGi specific Diameter AVPs. The Vendor-Id header of all Gi/SGi specific AVPs defined in the present specification shall be set to 3GPP (10415).

Table 9a: Gi/SGi specific AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encr.
	Applicable Reference Points

	3GPP-IMSI
	1
	16.4.7

(see Note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-Charging-Id
	2
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-PDP-Type
	3
	16.4.7

(see Note)
	Enumerated
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-CG-Address
	4
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-GPRS-Negotiated-QoS-Profile
	5
	16.4.7

(see Note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-SGSN-Address
	6
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-GGSN-Address
	7
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-IMSI-MCC-MNC
	8
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-GGSN-MCC-MNC
	9
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-NSAPI
	10
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-Selection-Mode
	12
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-Charging-Characteristics
	13
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-CG-IPv6-Address
	14
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-SGSN-IPv6-Address
	15
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-GGSN-IPv6-Address
	16
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-IPv6-DNS-Servers
	17
	16.4.7 (see note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-SGSN-MCC-MNC
	18
	16.4.7 (see note)
	UTF8String
	V
	P
	
	M
	Y
	Gi

	3GPP-IMEISV
	20
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-RAT-Type
	21
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-User-Location-Info
	22
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-MS-TimeZone
	23
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-CAMEL-Charging-Info
	24
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi

	3GPP-Packet-Filter
	25
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-Negotiated-DSCP
	26
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	Gi, SGi

	3GPP-Allocate-IP-Type
	XY
	16.4.7

(see Note)
	OctetString
	V
	P
	
	M
	Y
	SGi

	NOTE: 
The use of Radius VSA as a Diameter vendor AVP is described in Diameter NASREQ (IETF RFC 4005 [67]) and the P flag may be set.


The information represented by some of the SGi AVPs may not be available to the P-GW depending on the UE’s radio access and the S5/S8 protocol type (GTP or PMIP). For example, the P-GW will be aware of the User Location Info (e.g. TAI) if the user is in LTE access and GTP based S5/S8 is used.  However, such information is not passed to the P-GW when PMIP based S5/S8 is utilised. In such scenarios, if an SGi specific AVP is configured in the P-GW to be transferred to the Diameter AAA server, but the information in the P-GW is not up to date or not available; the P-GW shall not send the corresponding AVP, unless otherwise stated in the AVP definitions in subclause 16.4.7.2.
*** End of Changes ***
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