3GPP TSG-CT WG3 Meeting #52
C3-090524
Sophia Antipolis, France, 20th – 24th April 2009
Source:
Nokia Siemens Networks
Title:
Forwarding IP packets without modification through TrGW?
Agenda item:
11.2
Document for:
Discussion
Introduction

This document provides some reasoning for the proposal in TDOC C3-090526.

It aims to resolve the following editor´s note in TS 29.162:
Editor´s Note:
It is ffs if IP Address and Port Conversion function is mandatory to be supported and applied in the TrGW, or if the TrGW may also operate in a mode where IP packets are passed through the TrGW without modification of their source and and destination ports and IP addresses.
This question is related to network environments like
a) TrGW located within a single IPv4 address realm?
b) TrGW located in a pure IPv6 environment, i.e. both interconnected IP domains using IPv6?
NAT is inherently leading to a partitioning of IP address space, whereas (a) and (b) may be examples with a single "IP address space" only (from TrGW perspective). However, IP address conversion may also be used for pure routeing purposes without a fragmentation of the address space. Without such address conversion, routeing through the TrGW may require that the TrGW is the single point of interconnection between the IMS and other networks, leading to a potential single point of failure and scaling problems.
This question is also related to a lacking definition of "IPv6 address realm"?
Another question is related to the IP routing of the IP bearer-path to the TrGW?
Contributions are solicited.

Discussion

It is obvious that an IP address conversion is required at the border of an IP realm if any of the following is required

+ IP version interworking (between IPv4 and IPv6)

+ Interoperability between private IP address space and public IP address space (only private IP addresses and related ports might be interchanged with public IP address and ports). Private IP address spaces are very common in IPv4 networks but the 
If those applications were the only reasons for IP address conversion, this functionality should be optional.

In particular, for IPv6 networks it can be expected that private address spaces are not required.

However, to apply any other functionality within the TrGW, it must be guaranteed that packets are routed through it. Obviously, IP address conversion meets that requirement. 

Note that contrary to what is stated in the editor´s note the address on both interconnected terminations at the TrGW can be in the same IP address realm and no fragmentation of the address space is to be expected.

The reminder of this paper discusses if there are other suitable solutions apart from IP address conversion to route all packets through the TrGW. 
If an enterprise network is connected to the internet, routeing through a firewall is typically achieved by configuring IP routeing in such a manner that the firewall to be the only path out of the address range associated with the enterprise network. Any traffic between the IP addresses in the range of the enterprise network and external IP addresses would need to pass through this firewall. For a smaller enterprise network, having a single configured route (through a firewall) to all external IP addresses is an acceptable solution.
For a carrier grade network, it is desirable to avoid manual configuration and allow having multiple connection nodes to external networks both for scalability and redundancy reasons.

Therefore, it could be desirable that the TrGW obtains more characteristics of an IP router and support protocols to propagate routing information such as Open Shortest Path First (OSPF), Routeing Information Protocol (RIP) and Interdomain Routeing Protocol (IDRP).
However, when such routeing protocols are applied, it would nor be possible to switch from one TrGW to another or use load distribution between TrGW without loosing all ongoing calls during such a switchover, as state information about each ongoing call is only configured at a single TrGW
Further, in current commercial reality, TrGW and Router products are both highly specialised but distinct, and standards should take that into consideration. 

Summary and Conclusions
IP address conversion is required every time a TrGW is inserted into the path for any reason to guarantee that all IP packets are routed through this entity.

Routeing all outgoing traffic  by means of IP routeing  through a TrGW would not provide suitable scalability and redundancy for a carrier-grade network and should therefore not be standardised.
