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Gate Control Protocol: Received RTCP Package

Summary

This Recommendation defines a new H.248 package. The new package allows the MG to report performance and QoS metrics that were measured by the remote end of an RTP flow and relayed to the MG through the accompanying RTCP flow.


{Editor’s note: Some additions and modifications to the text are needed to cover the RTCP Feedback Package}
1
Scope
This Recommendation defines the Received RTCP package. This package maps certain fields of received RTCP Sender and Receiver reports into H.248 statistics. By auditing these statistics, the MGC can achieve a better understanding of performance and QoS metrics as measured by the remote side.

The different RTCP reports and the fields that compose them are defined in [IETF RFC 3550].
 
Furthermore this Recommendation defines a package that allows a MGC to use RTCP feedback information defined in RTP Audio Visual Profiles with feedback extensions. Such extensions are defined in [IETF RFC4585]. 
2
References

The following ITU-T Recommendations and other references contain provisions which, through reference in this text, constitute provisions of this Recommendation. At the time of publication, the editions indicated were valid. All Recommendations and other references are subject to revision; users of this Recommendation are therefore encouraged to investigate the possibility of applying the most recent edition of the Recommendations and other references listed below. A list of the currently valid ITU-T Recommendations is regularly published. The reference to a document within this Recommendation does not give it, as a stand-alone document, the status of a Recommendation.

[ITU-T H.248.1]

ITU-T Recommendation H.248.1 (09/2005), Gateway control protocol: Version 3
[ITU-T H.248.47]
ITU-T Recommendation H.248.47 (01/2007), Gateway control protocol: Statistic Conditional Reporting package
[ITU-T M.2301]
ITU-T Recommendation M.2301 (07/2002), Performance objectives and procedures for provisioning and maintenance of IP-based networks
[IETF RFC 3550]
IETF RFC 3550 (07/2003), RTP: A Transport Protocol for Real-Time Applications
[IETF RFC 4585]
IETF RFC 4585 (07/2006), Extended RTP Profile for Real-time Transport Control Protocol (RTCP)-Based Feedback (RTP/AVPF)

[IETF RFC 5104]
IETF RFC 5104 (02/2008), Codec Control Messages in the RTP Audio-Visual Profile with Feedback (AVPF)
3
Definitions
3.1
Terms defined elsewhere

3.1.1
Measurement Point (MP; see clause 3.9 of [ITU-T M.2301]):

The physical or logical point at which measurements can be made and to which the data obtained is related. In the context of this Recommendation, the measurement-point is located at the remote end of a RTP session, and the measurement-data is based on the RTP traffic sent and received there.
3.2
Terms defined in this Recommendation



3.2.1
Reporting Point (RP): 

The point at which the measurement data is reported to another network element. In the context of this recommendation, there are two reporting-points:

· A reporting-point at the MP (the remote end of the RTP session), where the measurement-data is reported through RTCP.

· A reporting-point at the media-gateway, where the measurement-data is reported through H.248 statistics.

4
Abbreviations any acronyms

This Recommendation uses the following abbreviations and acronyms:

	AVPF
	Audio Visual Profile with Feedback 

	FB
	Feedback

	FCI
	Feedback Control Information

	FMT
	Feedback Message Type

	IANA
	Internet Addressing and Numbers Authority

	LSB
	Least Significant Bit

	MG
	Media Gateway

	MGC
	Media Gateway Controller 

	MP
	Measuring Point

	PLI
	Picture Loss Indication

	PT
	Control Packet Type

	RP
	Reporting Point

	RR
	RTCP Receiver Report

	RTP
	Real-Time Transport Protocol

	RTCP
	RTP Control Protocol 

	RTCPFB
	Transport Layer (RTP) Feedback

	SDP
	Session Description Protocol

	SR
	RTCP Sender Report

	SSRC
	Synchronization Source 

	TMMBR
	Temporary Maximum Media Bit-rate Request


5
Conventions

None
6
Operating Principle

An overview of the principle behind the Received RTCP package is given in Figure 1/H.248.71.

A measurement-point exists at the remote end of an RTP connection, where performance and QoS metrics are maintained regarding the sent and received RTP and RTCP traffic. These metrics are then relayed to the MG through an RTCP reporting-point.

The MG collects the metrics relayed through RTCP, and reports them to the MGC through the statistics of the Received RTCP package.
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Figure 1 – An overview of the Received RTCP package’s operation

Note that the Received RTCP package does not assume that the MG is the originator of the RTP flow, nor does it assume that it is the final destination of the RTCP flow. In many cases (for example, an IP-to-IP MG providing NAT services), the MG simply relays the RTP/RTCP traffic, while the source of the RTP is a different network device lying “behind” the MG. A schematic overview of such a configuration is given in Figure 2/H.248.71.
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Figure 2 – the Received RTCP package when the MG is relaying the RTP/RTCP traffic

6.1
Correspondence with the RTP and Network Packages

There is a strong correspondence between the statistics of the Received RTCP package and the statistics of the RTP and Network packages (see [ITU-T H.248.1]). The difference is that the Received RTCP package reports metrics that are measured by the remote end and relayed to the MG through RTCP, while the RTP and Network packages report metrics measured locally at the MG.

The measurement-point and reporting-point involved in the statistics of the RTP and Network packages are highlighted in Figure 3/H.248.71.
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Figure 3/H.248.71 – The operation of statistic of the RTP and Network packages

To highlight this similarity, the statistics of the Received RTCP package use the same names as the corresponding statistics of the RTP and Network packages. A “Remote” prefix is added to each statistic of the Received RTCP package, to emphasize that the measurement-point is at the remote end.

7
Received RTCP Package

Package Name:

Received RTCP

Package ID:


recrtcp, (0x00f5)

Description:


This package defines statistics that detail information received from the remote end of an RTCP flow.
Version:



1

Extends:



None
7.1
Properties

None.

7.2
Events

None.

7.3
Signals

None.

7.4
Statistics

7.4.1
Remote Packets Sent
Statistic Name: 
Remote Packets Sent
Statistic ID: 

rps (0x0001)

Description: 

The total number of RTP data packets transmitted by the remote side since starting transmission; calculated based on the Sender’s Packet Count field of the last SR received.
Type: 



Double
Possible Values: 
Any value between 0 and 263-1.
Level: 


Termination or Stream

7.4.2
Remote Octets Sent
Statistic Name: 
Remote Octets Sent
Statistic ID: 

ros (0x0002)

Description: 

The total number of payload octets (i.e., not including RTP header or padding) transmitted in RTP data packets by the remote side since starting transmission; calculated based on the Sender’s Octet Count field of the last SR received.

Type: 



Double
Possible Values: 
Any value between 0 and 263-1.
Level: 


Termination or Stream

7.4.3
Remote Packet Loss
Statistic Name: 
Remote Packet Loss
Statistic ID: 

rpl (0x0003)

Description: 

The fraction of RTP data packets that the remote side lost between sending the one-before-last and the last SR or RR; as reported in the Fraction Lost field of the last SR/RR received. The fraction is expressed as a percentage value, using a fixed-point notation; with the binary point located between the 32nd and 33rd LSBs. If the loss is negative due to duplicates, the remote packet loss is set to zero.
NOTE 1:
This statistic is not cumulative, and represents only the loss measured by the remote side between the sending of the last two SR/RR reports. The MGC may periodically audit this statistic, either by issuing AuditValue commands or through the procedures of the Statistic Conditional Reporting package (see [ITU-T H.248.47]).
NOTE 2:
In SR and RR reports, the Fraction Lost field is expressed as an 8-bit fixed point fraction with no whole part. Converting this value to the encoding of the rpl statistic amounts to multiplying the value appearing in the SR/RR by a factor of 100·224.

Type: 



Double
Possible Values: 
A 32-bit whole number and a 32-bit fraction.

Level: 


Termination or Stream

7.4.4
Remote  Cumulative Packet Loss
Statistic Name: 
Remote Cumulative Packet Loss
Statistic ID: 

rcpl (0x0004)

Description: 

The total number of RTP data packets that the remote side lost since the beginning of reception; calculated based on the Cumulative Number of Packets Lost field of the last SR/RR received. This number is defined to be the number of packets expected less the number of packets actually received, where the number of packets received includes any which are late or duplicates.  Thus, packets that arrive late are not counted as lost, and the loss may be negative if there are duplicates.
Type: 



Double
Possible Values: 
Any value between 0 and 263-1.

Level: 


Termination or Stream

7.4.5
Remote Jitter

Statistic Name: 
Remote Jitter

Statistic ID: 

rjit (0x0005)

Description: 

An estimate of the statistical variance of the RTP data packet interarrival time measured by the remote side; as reported in the Interarrival Jitter of the last SR/RR received. The interarrival jitter is measured in the units of the RTP timestamp and defined to be the mean deviation (smoothed absolute value) of the difference in packet spacing at the receiver compared to the sender for a pair of packets.
NOTE:
This statistic is not cumulative, and represents only the momentary jitter measured by the remote side at the time that the last SR/RR report was sent. The MGC may periodically audit this statistic, either by issuing AuditValue commands or through the procedures of the Statistic Conditional Reporting package (see [ITU-T H.248.47]).
Type: 



Unsigned Integer
Possible Values: 
Any value between 0 and 232-1.

Level: 


Termination or Stream

7.5
Error Codes
None.

7.6
Procedures

The Received RTCP package can only be implemented by H.248 streams that contain an incoming RTCP flow. Such a stream could be, for example, a stream representing the combination of an RTP flow and its RTCP flow; or a stream representing the RTCP flow only.

H.248 terminations that implement this package shall record the values appearing in certain fields of RTCP Sender Reports and Receiver Reports received from the remote side. These values are then used to calculate statistics of this package. The MG shall ensure that the value of cumulative statistics (i.e. rps, ros and rcpl) will remain correct even if the corresponding RTCP field has wrapped around (due to the limited number of bits). For example, if the remote side has sent 232+x octets, the Sender Octet’s Count field of the RTCP SR will wrap-around to x, however the value of the soc statistic will represent the true number of sent octets (i.e. 232+x).
NOTE:
For the MG to be able to calculate the correct value of the statistics it must assume that several RTCP reports are received between any two consecutive wrap-around events. The MG cannot be aware (and therefore cannot maintain the correct statistic value) if multiple wrap-around events of a single field happened between two consecutive reports. A sample algorithm for detecting wrap-around events (though of the RTP sequence-number) is given in A.1/[IETF RFC 3550]. 

The value of each statistic is updated following the reception of every RTCP SR/RR report. This behaviour is unaffected by the SSRC values appearing in the RTCP report; i.e. values based on a report relating to SSRC1 will be overwritten by the values of a later report relating to SSRC2. See also clause 7.6.1 for further details.
{Editor’s note: The above behaviour is simplistic, but sufficient for point-to-point unicast connections. It is possible to enhance the package in such a way that it will be able to handle multicast connections. Contributions are solicited.}

If no appropriate RTCP report was yet received, the value of the statistic shall be set to zero.

7.6.1
RTP flows with multiple measurement-points
This package makes the assumption that there is only a single RTP measurement-point (and a corresponding RTCP reporting-point) at the remote end of an RTP flow. In some scenarios, this is not the case. For example, when multicast addresses are employed, there can be multiple “far ends” to the RTP flow, each making its own measurements and sending its own RTCP reports. Similarly, some RTP translators (see [IETF RFC 3550]) in the path of the RTP flow may inject their own RTCP reports into the RTCP flow, even when the RTP is unicast.

The behaviour of the Received RTCP package when there are more than one RTP measurement-point at the remote end is undefined and out of the scope of this Recommendation.



























7.6 

8
RTCP Feedback Message package
Package Name:

RTCP Feedback Package

PackageID:


rtcpfb, 0x00??
Description:


This package allows the MGC and MG to co-ordinate the reception and sending of RTCP Feedback messages. RTCP Feedback mechanism is defined in [IETF RFC4585] which defines several types of messages and allows further extension by other specifications (e.g. [IETF RFC5104]).

This package contains signals and events that allow a MGC to request an MG to notify it when a particular RTCP feedback message is detected. It also allows the MGC to trigger the MG to send a particular feedback message. 
This is particularly useful in interworking scenarios where a MG bearer level indication must be mapped to a MGC control level indication. One such interworking scenario is between the H.245 messages sent by a [b-ITU-T H.324] terminal and the corresponding RTCP messages used by terminals at an RTP based network.

Version:



1

Extends:



None

8.1
Properties
None.

8.2
Events
8.2.1
RTCP Feedback Message Detection

Event name:

RTCP Feedback Message Detection

Event ID:


det, 0x0001

Description:

This event is used to receive RTCP Feedback information regarding a media stream.

8.2.1.1
EventsDescriptor Parameters:

8.2.1.1.1
Feedback Message Type

Parameter Name:
Feedback Message Type
Parameter ID:
type, 0x0001
Description:

This parameter specifies which RTCP feedback message types are to be detected by the MG and reported to the MGC. This is achieved by indicating the control-packet-type (PT; Transport Layer Feedback (RTPFB) or Payload Specific Feedback (PSFB)) and the feedback message type (FMT).
Type:



Sub-list of String
Optional:


No

Possible values:
The sub-list contains one or several bit pattern(s) each with two bytes, encoded as a hexadecimal. Bit 0 is the most significant bit.
Bits 0-7 represent the FMT. 
Bits 8-15 represent the PT. A value of 205 indicates a transport layer FB message. A value of 206 indicates a payload-specific FB message.
See the IANA registry for PT values and FMT values for both the RTPFB and PSFB control packet types:
 http://www.iana.org/assignments/rtp-parameters. 

For example: To detect the payload specific (payload type value 206) AVPF Picture Loss Indication (PLI) (FMT=1) feedback message, hex 0x01CE is used.

For example: To detect the transport specific (payload type value 205) AVPF Temporary Maximum Media Bit-rate Request (TMMBR) (FMT=3) feedback message, hex 0x03CD is used
Default:


None. 
8.2.1.2
ObservedEventsDescriptor Parameters:
Note: Whilst the RTCP Feedback mechanism support various types of messages only those messages and information that is deemed relevant to a MGC are specified below.

8.2.1.2.1
Update Picture

Parameter Name:
Update Picture

Parameter ID:
upic, 0x0001

Description:

This is used to indicate that a picture loss indication (i.e. indicated by a PLI RTCP Feedback message) has been received from the remote end and that the picture may need to be updated.
Type:



Enumeration

Optional:


Yes. 

Possible values:
0x0001
Picture Loss Indication

Default:


None. 
8.2.1.2.2
Max Bitrate

Parameter Name:
Max Bitrate
Parameter ID:
mbr, 0x0002

Description:

This is used to indicate that the MG has received a maximum media stream bit rate (i.e. as indicated by a TMMBR RTCP Feedback message) from the remote end. The bandwidth is calculated by the MG based on the bandwidth as indicated in the RTCP TMMBR message excluding the any overhead indicated in the RTCP TMMBR message.
The MG shall issue a rtcpfb/det notification with a mbr parameter only if the received RTCP TMMBR message contains a FCI related to the SSRC used by the MG. Only the bandwidth appearing in that FCI is reported..
Type:



Double 

Optional:


Yes 

Possible values:
0 upwards in units of bits per second 

Default:


None. 

{Editor’s note: the det event uses a generic approach to indicate which types of RTCP control messages should be detected. However, a new ObserverdEventsDescriptor parameter must be specified before each new control message type can be notified. Therefore the generality is lost.
It is possible to use an approach more consistent with existing H.248 packages by specifying a separate Event type for each control message type. That way we would have two separate events: rtcpfb/pil and rtcpfb/tmmbr.}
8.3
Signals
8.3.1
Feedback Message Sending

Signal Name: 
Feedback Message Sending

Signal ID: 

fbmesssend, 0x0001

Description:

This signal allows the MGC to provide feedback information to the MG that is relevant to a particular media session. Based on the information an MG will send an appropriate RTCP Feedback Message to the remote end.

Signal Type: 

Brief

Duration: 

Not Applicable.

8.3.1.1
Additional parameters
Note: Whilst the RTCP Feedback mechanism support various types of messages only those messages and information that is deemed relevant to a MGC are specified below.

8.3.1.1.1 Update Picture
Parameter Name:
Update Picture

Parameter ID:
upic, 0x0001

Description:

This is used by the MGC to indicate to the MG that it shall send an indication to the remote end that a picture update is needed (i.e. the MG shall send a PLI RTCP Feedback message).
Type:



Enumeration

Optional:


Yes. 

Possible values:
0x0001
Picture Loss Indication
Default: 


None

8.3.1.1.2 Max Bitrate

Parameter Name:
Max Bitrate

Parameter ID:
mbr, 0x0002

Description:
 
This is used by the MGC to indicate to the MG that it shall send an indication to the remote end with a maximum bit rate for the media stream (i.e. the MG shall send a TMMBR RTCP Feedback message using indicated rate to calculate the contents of the feedback message).

Type:



Double 
Optional:


Yes 

Possible values:
0 upwards in units of bits per second

Default:


None.
{A single signal, fbmesssend is specified for all possible types of RTCP control messages. However, a new parameter must be specified before each new control message type can be signalled. 
It is possible to use an approach more consistent with existing H.248 packages by specifying a separate signal for each control message type. That way we would have two separate signals: rtcpfb/pil and rtcpfb/tmmbr.}
8.4
Statistics
None.

8.5
Error Codes
None.

8.6
Procedures
8.6.1 General

Media Gateways may be required to support RTCP feedback messages. The support of RTCP-based feedback messages is signalled through the SDP Protocol field indicating the support of the “Extended RTP Profile with RTCP based Feedback (RTP/AVPF)”. Furthermore which feedback messages are supported is indicated through the SDP attribute “RTCP Feedback parameter (ftcp-fb)”. See [IETF RFC4585] for more information regarding their usage. 

As such this Package does not itself indicate support of a particular RTP profile or RTCP Feedback message set. This must be done through the Local and Remote descriptors.

This package allows the MGC to request to be notified of the reception of certain RTCP feedback messages and allows the MGC to request certain RTCP feedback messages to be sent.

 8.6.2 Feedback Message Reception and Notification

For an MGC to be notified of a particular feedback message it shall set the “RTCP Feedback Message Detection (rtcpfb/det)” Event on an applicable termination/stream on the MG. The event should be set at a stream level in order to uniquely identify the media stream that the RTCP feedback message belongs to. The MGC shall indicate which RTCP Feedback messages it requires to be notified of by indicating the payload type and feedback message type.

Once the event is set, when the MG receives a RTCP feedback message that matches one of those indicated in the event, a Notify request command is sent to the MGC. This Notify message shall contain an ObservedEvent parameter related to the RTCP feedback message information that was detected. If a compound RTCP message is received with multiple RTCP Feedback messages an ObservedEvent notification is generated for each one.

On reception of the Notify the MGC may then use the ObservedEvent parameters to determine what further action needs to be taken.

8.6.3 Feedback Message Sending

Certain information may be received by the MGC which may be relevant to a media stream. As a result the MGC may require information to be sent to a receiver through the bearer path (i.e. via RTCP feedback messages). In order to achieve this, the MGC shall use the “Feedback Message Sending (rtcpfb/fbmesssend)” signal on the applicable Termination/Stream. The signal should be sent at a stream level to unambiguously identify the correct media stream. The MGC shall use the appropriate signal parameter (e.g. Update Picture or Max Bit Rate) to indicate the information that needs to be sent. The MG shall derive from this information which RTCP Feedback message type needs to be sent. 

On reception of the rtcpfb/fbmesssend signal the MG shall use the signal parameters to construct a valid RTCP feedback message according to [ITUT-T RFC4585] or an appropriate extension RFC. If the MG is unable to construct or send the RTCP feedback message it shall return error code #513 “Media gateway unequipped to generate requested signals”.
8.6.4 Example

The rtcpfb package may be used by MGC/MGs in scenarios for interworking between H.324/H.324M and SIP based packet switched networks. In this case a MGC would initiate/terminate H.245 signalling and the MG would initiate/terminate RTCP signalling. As the MGC is the master it is assumed that it determines what information will be interworked between H.245 and RTCP.

As such it determines that the [b-ITU-T H.245] videoFastUpdatePicture and Flow Control Commands will need to be interworked with RTCP. The equivalent RTCP Feedback messages are Picture Loss Indication (PLI)  (see [IETF RFC4585]) and Temporary Maximum Media Stream Bit Rate Request (TMMBR) (see [IETF RFC5104]) respectively.

A MGC will receive the H.245 messages directly however it will need to receive the information from the RTCP feedback messages from the MG. In order for it receive the messages it sends the following:
MGC to MG1:

MEGACO/3 [123.123.123.4]:55555

Transaction = 9999 {

    Context = 1 {

        Modify = A4444 {

      

Events = 2222 {rtcpfb/det {ST=2,type=[0x001CE,0x03CD]}}         

        }

    }

}
If the MG then receives a PLI RTCP Feedback Message it shall generate a notification to the MGC using the following command:

MG1 to MGC:

MEGACO/3 [124.124.124.222]:55555

Transaction = 10000 {

   Context = 1 {

       Notify = A4444 {ObservedEvents =2222 {

         19990729T22000000:rtcpfb/det{ST=2,upic=0x0001}}}

   } 

}

On reception of the Notify command, the MGC may generate a H.245 videoFastUpdatePicture command.
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�The RTP arrow is bidirectional, as the RTCP report contain metrics for both the sent and received traffic.
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