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1. Introduction
The usage of RADIUS on Gi interface has been defined, the corresponding usage for SGi should also be specified.
2. Reason for Change
In TS23.401 and TS23.402, the interworking with RADIUS has been specified for the IP address allocation, this function should be specified in TS29.061.
3. Conclusions

The general RADIUS related descriptions and skeleton for SGi are added.
4. Proposal

It is proposed to agree the following changes:
* * * First Change * * * *

16
Usage of RADIUS on Gi/SGi interface

A GGSN/P-GW may, on a per APN basis, use RADIUS authentication to authenticate a user and RADIUS accounting to provide information to an AAA (Authentication, Authorization and Accounting) server.

16.1
RADIUS Authentication

RADIUS Authentication shall be used according to RFC 2865 [38] and RFC 3162 [50].

The RADIUS client function may reside in a GGSN/P-GW. When the GGSN receives a Create PDP Context request message or the P-GW receives a Create Default Bearer Request the RADIUS client function may send the authentication information to an authentication server, which is identified during the APN provisioning.

The authentication server checks that the user can be accepted. The response (when positive) may contain network information, such as an IP address or IPv6 prefix for the user. 

The information delivered during the RADIUS authentication can be used to automatically correlate the users identity (the MSISDN or IMSI) to the IP-address or IPv6 prefix, assigned/confirmed by the GGSN/P-GW or the authentication server respectively. The same procedure applies, in case of sending the authentication to a 'proxy' authentication server.

RADIUS Authentication is only applicable to the primary PDP context. When the GGSN receives an Access-Accept message from the authentication server it shall complete the PDP context activation procedure. If Access-Reject or no response is received, the GGSN shall reject the PDP Context Activation attempt with a suitable cause code, e.g. User Authentication failed.
For EPS, RADIUS Authentication is only applicable to the default bearer. When the P-GW receives an Access-Accept message from the authentication server it shall complete the default bearer activation procedure. If Access-Reject or no response is received, the P-GW shall reject the bearer activation procedure. 
* * * End of Change * * * *















































































































































































































































































