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	During CT3 47bis meeting, the concept of tunnelled rule handling has been introduced into 29.804. However, the details on how to provide tunnel information is still not specified. This CR defines new AVPs for carrying tunnel information.
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=== 1st Change ===
5.3.3.3.x
Tunnel-Information AVP

The Tunnel-Information AVP (AVP code ????) is of type Grouped, and it contains the tunnel (outer) header information from a single IP flow. The Tunnel-Information AVP is sent from the PCEF to the PCRF and from the PCRF to the BBERF.  
The Tunnel-Information AVP shall include a Tunnel-Header-Length AVP, which provides the length of the tunnel header and identifies the offset where the inner header starts. BBERF uses length value provided in Tunnel-Header-Length AVP to locate the inner IP header and perform service data flow detection and related QoS control.

The Tunnel-Information AVP may also include a Tunnel-Header-Filter AVP to identify the tunnel (outer) header information, which includes information such as the Home Agent IPv6 address and the Home Agent IPv4 address.
AVP Format:

Tunnel-Information ::= < AVP Header: ???? >








 { Tunnel-Header-Length }







 *[ Tunnel-Header-Filter ]
5.3.3.3.y
Tunnel-Header-Length AVP

The Tunnel-Header-Length AVP (AVP code ????) is of type Unsigned32. This AVP indicates the length of the tunnel header in octets. 
5.3.3.3.z
Tunnel-Header-Filter AVP
The Tunnel-Header-Filter AVP (AVP code ????) is of type IPFilterRule, and it defines the tunnel (outer) header filter information of  a tunnelled IP flow.

The Tunnel-Header-Filter AVP includes the following information:

-
Direction (in or out)
-
Protocol 

-
Source IP address (possibly masked).
-
Source port (single value, list or ranges or may be omitted to indicate that any port is allowed)

-
Destination IP address (possibly masked).
-
Destination port (single value, list or ranges or may be omitted to indicate that any port is allowed)

The IPFilterRule type shall be used with the following restrictions:

-
Action shall be set to "permit".

-
No options shall be used.

-
The invert modifier "!" for addresses shall not be used.

The direction "out" refers to downlink direction. 

The direction "in" refers to uplink direction. 
Editor’s Note: It is for FFS how the above three AVPs are used within the relevant Diameter commands.
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