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	Reason for change:
	Naanf_AKMA_ApplicationKey_ AnonUser_Get service operation enables an AF to request the AKMA Application Key information for the UE when authorized AF are not expected to receive the SUPI of the UE.

CT3 requested clarification from SA3 on requirement for a separate operation for Naanf_AKMA_ApplicationKey_AnonUser_Get service. And, seeked clarification on if the Naanf_AKMA_ApplicationKey_Get service operation can also be used for this purpose by including "Input, Optional: UEID not needed indication"? (Similar to Nnef_AKMA_ApplicationKey_Get service operation definition).

For security control reasons, SA3 has clarified in C3-230038 that a new API is required for the anonymization case to provide security control. For example, if the AF is not supposed to know the SUPI, the AF should not be allowed to invoke the Naanf_AKMA_ApplicationKey_Get API.

In order to achieve the above security control requirement from SA3, a separate custom service operation needs to be defined in Naanf_AKMA API for Naanf_AKMA_ApplicationKey_ AnonUser_Get service operation.

Also, as this is a security requirement, it advisable to address them in previous releases as well.

In order to achieve the above security control requirement from SA3, the OAuth scope of Nnef_AKMA API is updated to authorize an AF to receive GPSI in the AKMA Application Key information for the UE.

	
	

	Summary of change:
	Include new scope in Nnef_AKMA API to enable the AF to receive GPSI information in AKMA Application Key information.

	
	

	Consequences if not approved:
	Misalignment with Stage-2 as clarified in C3-230038 from SA3.
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* * * * First Change * * * *
[bookmark: _Toc11247941][bookmark: _Toc27045123][bookmark: _Toc36034174][bookmark: _Toc45132322][bookmark: _Toc49776607][bookmark: _Toc51747527][bookmark: _Toc58850480][bookmark: _Toc59018860][bookmark: _Toc68169872][bookmark: _Toc114212754][bookmark: _Toc122117143]A.12	AKMA API
openapi: 3.0.0
info:
  title: 3gpp-akma
  version: 1.0.1
  description: |
    API for AKMA.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.
externalDocs:
  description: >
    3GPP TS 29.522 V17.7.0; 5G System; Network Exposure Function Northbound APIs.
  url: 'https://www.3gpp.org/ftp/Specs/archive/29_series/29.522/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-akma/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 5.2.4 of 3GPP TS 29.122.
paths:
  /retrieve:
    post:
      summary: Retrieve AKMA Application Key Information.
[bookmark: MCCQCTEMPBM_00000064]      operationId: RetrieveAKMAAppKey
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AkmaAfKeyRequest'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AkmaAfKeyData'
        '204':
          description: No Content.
        '307':
          $ref: 'TS29122_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29122_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: {}
            nnef-akma:gpsi-access: >
              Return GPSI in the AKMA Application Key information for the UE.

  schemas: 
    AkmaAfKeyRequest:
      description: >
        Represents the parameters to request the retrieval of AKMA Application Key information.
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        afId:
          $ref: '#/components/schemas/AfId'
        aKId:
          $ref: '#/components/schemas/AKId'
        anonInd:
          type: boolean
          description: >
            Indicates whether an anonymous user access. Set to "true" if an anonymous user access is 
            requested; otherwise set to "false". Default value is "false" if omitted.
          default: false
      required:
        - afId
        - aKId
    AkmaAfKeyData:
      description: Represents AKMA Application Key information data.
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        expiry:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/DateTime'
        kaf:
          type: string
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
      required:
        - kaf
        - expiry
    AfId:
      description: Represents an AF identifier.
      type: string
    AKId:
      description: Represents an AKMA Key Identifier.
      type: string
* * * * End of Changes * * * *

