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* * * * First change * * * *
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Figure 4.2.2.2.2-1 shows a scenario where the NF service consumer sends a request to the NWDAF to subscribe for event notification(s) (as shown in 3GPP TS 23.288 [17]).
[image: ]
Figure 4.2.2.2.2-1: NF service consumer subscribes to notifications
The NF service consumer shall invoke the Nnwdaf_EventsSubscription_Subscribe service operation to subscribe to event notification(s). The NF service consumer shall send an HTTP POST request with "{apiRoot}/nnwdaf-eventssubscription/<apiVersion>/subscriptions" as Resource URI representing the "NWDAF Events Subscriptions", as shown in figure 4.2.2.2.2-1, step 1, to create a subscription for an "Individual NWDAF Event Subscription" according to the information in message body. The NnwdafEventsSubscription data structure provided in the request body shall include: 
-	an URI where to receive the requested notifications as "notificationURI" attribute; and
-	a description of the subscribed events as "eventSubscriptions" attribute that, for each event, the EventSubscription data type shall include:
1)	an event identifier as "event" attribute; and
2)	if the event notification method "PERIODIC" is selected via the "notificationMethod" attribute, repetition period as "repetitionPeriod" attribute; 
-	and may include:
1)	maximum number of objects in the "maxObjectNbr" attribute; 
2)	maximum number of SUPIs expected for an analytics report in the "maxSupiNbr" attribute;
3)	 identification of time window to which the subscription applies via identification of date-time(s) in the "startTs" and "endTs" attributes; 
4)	preferred level of accuracy of the analytics in the "accuracy" attribute;
5) 	identification of time when analytics information is needed in the "timeAnaNeeded" atribute if the feature "EneNA" is supported;
6)	indication of which analytics metadata is requested to be delivered with the notification in the "anaMeta" attribute if the feature "Aggregation" is supported;
7)	requested values for analytics metadata information to be used for the generation of the analytics in the "anaMetaInd" attribute if the feature "Aggregation" is supported;
8)	offset period to the periodic reporting in the "offsetPeriod" attribute if the feature "EneNA" is supported. It may be present if the "repPeriod" attribute within the "evtReq" attribute or the "repetitionPeriod" attribute within the EventSubscription data type is included;
9)	preferred accuracy level per analytics subset in the "accPerSubset" attribute if the "listOfAnaSubsets" attribute is present and the "EneNA" feature is supported; and/or
10)	the time period of historical analytics in the "histAnaTimePeriod" attribute, if the "EneNA" feature is supported.
The NnwdafEventsSubscription data structure provided in the request body may include:
-	event reporting information as the "evtReq" attribute, which applies for each event and may contain the following attributes:
1)	event notification method (periodic, one time, on event detection) in the "notifMethod" attribute;
2)	maximum Number of Reports in the "maxReportNbr" attribute;
3)	monitoring duration in the "monDur" attribute;
4)	repetition period for periodic reporting in the "repPeriod" attribute;
5)	immediate reporting indication in the "immRep" attribute;
6)	percentage of sampling among impacted UEs in the "sampRatio" attribute;
7)	partitioning criteria for partitioning the impacted UEs before performing sampling as "partitionCriteria" attribute if the "EneNA" feature is supported;
8)	group reporting guard time for aggregating the reports for a group of UEs in the "grpRepTime" attribute; and/or
9)	a notification flag (used for muting and retrieving notifications) as "notifFlag" attribute if the "EneNA" feature is supported
10)	notification muting exception instructions within the "notifFlagInstruct" attribute, if the EnhDataMgmt feature is supported and the "notifFlag" attribute is provided and set to "DEACTIVATE";
NOTE 1:	The notification method indicated as the "notifMethod" attribute and the periodic reporting time indicated as the "repPeriod" attributes within the event reporting information as the "evtReq" attribute provided in NnwdafEventsSubscription data type, if present, supersedes the event notification method as the "notificationMethod" attribute and repetition period as the "repetitionPeriod" attribute respectively in the EventSubscription data type.
-	information of previous analytics subscription in the "prevSub" attribute if the "AnaCtxTransfer" feature is supported;
-	the notification correlation identifier in the "notifCorrId" attribute, if the "EneNA" feature is supported; and/or
[bookmark: _Hlk86947257]-	analytics consumer information as "consNfInfo" attribute, if the "AnaSubTransfer" feature is supported.
NOTE 2:	The "consNfInfo" attribute enables the NWDAF to determine whether an analytics subscription transfer procedure is applicable. Otherwise, if the "consNfInfo" attribute is not provided in a subscription and the NWDAF cannot serve anymore or transfer this subscription, the NWDAF can notify the analytics consumer with a Termination Request so that the analytics consumer can select a new target NWDAF.
For different event types, the "eventSubscriptions" attribute:
-	if the event is "SLICE_LOAD_LEVEL", shall provide:
1)	network slice level load level threshold in the "loadLevelThreshold" attribute if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted; and
2)	identification of network slice(s) to which the subscription applies via identification of network slice(s) in the "snssais" attribute or any slices indication in the "anySlice" attribute;
-	if the feature "NsiLoad" is supported and the event is "NSI_LOAD_LEVEL", shall provide:
1)	identification of network slice and the optionally associated network slice instance(s) if available, via the "nsiIdInfos" attribute or any slices indication in the "anySlice" attribute; and
NOTE 3:	The network slice instance of a PDU session is not available in the PCF.
2)	the network slice or network slice instance load level thresholds in the "nsiLevelThrds" attribute if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted; 
	and may include:
1)	a list of analytics subsets carried by "listOfAnaSubsets" attribute with value(s) only applicable to "NSI_LOAD_LEVEL" event, if the "EneNA" feature is supported;
2)	identification of network area to which the subscription applies via identification of network area(s) by "networkArea" attribute, if the "NsiLoadExt" feature is supported; and/or
3)	a matching direction in the "matchingDir" attribute if the "nsiLevelThrds" attribute is provided and the "NsiLoadExt" feature is supported.
-	if the feature "NfLoad" is supported and the event is "NF_LOAD", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis" or "anyUe" in the "tgtUe" attribute; and
NOTE 4:	Only NF instances of type AMF and SMF which are serving the UE can be determined using a SUPI in "supis" attribute.
NOTE 5:	If a list of the NF Instance IDs (or respectively of NF Set IDs) is provided, the NWDAF needs to provide the analytics for each designated NF instance (or respectively for each NF instance belonging to each designated NF Set). In such case the target UE(s) of the Analytics Reporting need be ignored.
2)	NF load level thresholds in the "nfLoadLvlThds" attribute if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted;
-	and may include:
1)	either list of NF instance IDs in the "nfInstanceIds" attribute or list of NF set IDs in the "nfSetIds" attribute if the identification of target UE(s) applies to all UEs;
2)	list of NF instance types in the "nfTypes" attribute;
3)	identification of network slice(s) by "snssais" attribute;
4)	a matching direction in the "matchingDir" attribute if the "nfLoadLvlThds" attribute is provided;
5)	optional area of interest by "networkArea" attribute, if the "NfLoadExt" feature is supported; and/or
6)	an optional list of analytics subsets by "listOfAnaSubsets" attribute with value(s) only applicable to NF_LOAD event, if the "EneNA" feature is supported;
-	if the feature "NetworkPerformance" is supported and the event is "NETWORK_PERFORMANCE", it shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute; and
2)	the network performance requirements via "nwPerfRequs" attribute;
	and may provide:
1)	identification of network area to which the subscription applies via identification of network area(s) by "networkArea" attribute (mandatory if "anyUe" attribute is set to true); and/or
2)	a matching direction in the "matchingDir" attribute if the "nwPerfRequs" attribute is provided.
-	if the feature "ServiceExperience" is supported and the event is "SERVICE_EXPERIENCE", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute; and
2)	any slices indication in the "anySlice" attribute or identification of network slice(s) together with the optionally associated network slice instance(s) if available, via the "nsiIdInfos" attribute;
NOTE 6:	The network slice instance of a PDU session is not available in the PCF.
-	and may provide:
1)	identification of application to which the subscription applies via identification of application(s) by "appIds" attribute;
2)	identification of network area to which the subscription applies via identification of network area(s) by "networkArea" attribute (mandatory if "anyUe" attribute is set to true);
3)	identification of DNN to which the subscription applies via identification of application(s) by "dnns" attribute; 
4)	identification of user plane access to DN(s) which the subscription applies as the "dnais" attribute;
[bookmark: _Hlk27394264]5)	identification of a user plane access to one or more DN(s) where applications are deployed by "dnais" attribute;
6)	if "appIds" attribute is provided, the bandwidth requirement of each application by "bwRequs" attribute;
7)	indication of all the RAT types and/or all the frequencies that the NWDAF received for the application or specific RAT type(s) and/or frequency(ies) and the service experience threshold value(s) for the RAT Type(s) and/or Frequency value(s) where the UE camps on by "ratFreqs" attribute if the feature "ServiceExperienceExt" is also supported; and/or
8)	a list of analytics subsets carried by "listOfAnaSubsets" attribute with value(s) only applicable to "SERVICE_EXPERIENCE" event, if the "EneNA" feature is supported;
9)	the identification of the UPF as the "upfInfo" attribute if the feature "ServiceExperienceExt" is also supported; and/or
10)	IP address(s)/FQDN(s) of the Application Server(s) as the "appServerAddrs" attribute if the feature "ServiceExperienceExt" is also supported;
-	if the feature "UeMobility" is supported and the event is "UE_MOBILITY", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis" or "intGroupIds" attribute in the "tgtUe" attribute;
2)	if the feature "UeMobilityExt" is supported, 
i)	identification of LADN DNN in the "ladnDnns" attribute; 
ii)	Visited Area(s) of Interest as the "visitedAreas" attirbute;
NOTE 7:	For LADN service, the consumer (e.g. SMF) provides the LADN DNN to refer the LADN service area as the AOI.
-	and may provide:
1)	identification of network area to which the subscription applies via identification of network area(s) by "networkArea" attribute; 
-	if the feature "UeCommunication" is supported and the event is "UE_COMM", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis" or "intGroupIds" attribute in the "tgtUe" attribute; 
-	and may provide:
1)	identification of the application in the "appIds" attribute;
2)	identification of network area to which the subscription applies via identification of network area(s) by "networkArea" attribute;
3)	an identification of DNN in the "dnns" attribute;
4)	identification of network slice in the "snssais" attribute; and/or
5)	a list of analytics subsets carried by "listOfAnaSubsets" attribute with value(s) only applicable to "UE_COMM" event, if the "EneNA" feature is supported;
6)	other UE mobility analytics requirements in "ueMobilityReqs" attribute, which may include ordering criterion and ordering direction, if the "UeMobilityExt2_eNA" feature is supported;
7)	other UE communication analytics requirements in "ueCommReqs" attribute, which may include ordering criterion and ordering direction, if the "EnUeCommunication" feature is supported;
-	if the feature "QoSSustainability" is supported and the event is "QOS_SUSTAINABILITY", shall provide:
1)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute; 
2)	the QoS requirements via "qosRequ" attribute;
3)	QoS flow retainability threshold(s) by the "qosFlowRetThds" attribute for the 5QI of GBR resource type or RAN UE throughout threshold(s) by the "ranUeThrouThds" attribute for the 5QI of non-GBR resource type, if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted; and
4)	identification of target UE(s) to which the subscription applies by "anyUe" in the "tgtUe" attribute;
-	and may include: 
1)	identification of network slice(s) by "snssais" attribute;
2)	a matching direction in the "matchingDir" attribute if the "qosFlowRetThds" attribute or the "ranUeThrouThds" attribute is provided; and/or
3)	acceptable deviations from the threshold levels in the "deviations" attribute, if the "EnQoSSustainability" feature is supported.
-	if the feature "AbnormalBehaviour" is supported and the event is "ABNORMAL_BEHAVIOUR", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute; and
2)	either the expected analytics type via "exptAnaType" attribute or a list of exception Ids with the associated thresholds via "excepRequs" attribute. If the expected analytics type via "exptAnaType" attribute is provided, the NWDAF shall derive the corresponding Exception Ids from the received expected analytics type as follows:
a)	if "exptAnaType" attribute sets to "MOBILITY", the corresponding list of Exception Ids are "UNEXPECTED_UE_LOCATION", "PING_PONG_ACROSS_CELLS", "UNEXPECTED_WAKEUP" and "UNEXPECTED_RADIO_LINK_FAILURES";
b)	if "exptAnaType" attribute sets to "COMMUN", the corresponding list of Exception Ids are "UNEXPECTED_LONG_LIVE_FLOW", "UNEXPECTED_LARGE_RATE_FLOW", "SUSPICION_OF_DDOS_ATTACK", "WRONG_DESTINATION_ADDRESS" and "TOO_FREQUENT_SERVICE_ACCESS"; and
c)	if "exptAnaType" attribute sets to "MOBILITY_AND_COMMUN", the corresponding list of Exception Ids includes all above derived exception Ids.
	The derived list of Exception Ids is used by the NWDAF to notify the NF service consumer when UE's behaviour is exceptional based on one or more Exception Ids within the list. 
	If the "anyUe" attribute in the "tgtUe" attribute sets to "true":
a)	the expected analytics type via the"exptAnaType" attribute or the list of Exception Ids via "excepRequs" attribute shall not be requested for both mobility and communication related analytics at the same time;
b)	if the expected analytics type via the"exptAnaType" attribute or the list of Exception Ids via "excepRequs" attribute is mobility related, at least one of identification of network area(s) by "networkArea" attribute and identification of network slice(s) by "snssais" attribute should be provided; and
c)	if the expected analytics type via the"exptAnaType" attribute or the list of Exception Ids via "excepRequs" attribute is communication related, at least one of identification of network area(s) by "networkArea" attribute, identification of application(s) by "appIds" attribute, identification of DNN(s) in the "dnns" attribute and identification of network slice(s) by "snssais" attribute should be provided;
-	and may provide:
1)	expected UE behaviour via "exptUeBehav" attribute; and
-	if the feature "UserDataCongestion" is supported and the event is "USER_DATA_CONGESTION", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis", "gpsis" (if feature "UserDataCongestionExt" is supported) or "anyUe" attribute;
-	and may include:
1)	congestion threshold by the "congThresholds" attribute if the "notifMethod" attribute in "evtReq" attribute is set to "ON_EVENT_DETECTION" or the "notificationMethod" attribute in "eventSubscriptions" attribute is set to "THRESHOLD" or omitted;
2)	identification of network area to which the subscription applies via identification of network area(s) by "networkArea" attribute (mandatory if "anyUe" attribute is set to true);
3)	identification of network slice(s) by "snssais" attribute;
4)	a matching direction in the "matchingDir" attribute if the "congThresholds" attribute is provided;
[bookmark: _Hlk79498175]5)	if the feature "UserDataCongestionExt" is also supported, request a list of top applications with maximum number that contribute the most to the traffic in uplink and/or downlink directions by the "maxTopAppUlNbr" attribute and/or the "maxTopAppDlNbr" attribute; 
6)	a list of analytics subsets carried by "listOfAnaSubsets" attribute with value(s) only applicable to "USER_DATA_CONGESTION" event, if the "EneNA" feature is supported; and/or
7)	the ordering criterion for the list of User Data Congestion analytics in "userDataConOrderCri" attribute, if the "UserDataCongestionExt2_eNA" feature is supported;
-	if the feature "Dispersion" is supported and the event is "DISPERSION", shall provide:
[bookmark: _Hlk98159017]1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute, "anyUe" attribute is only supported in combination with "snssais" attribute, "networkArea" attribute and/or "disperClass" attribute;-	and may include:
1)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute, if the "supis" attribute or "intGroupIds" attribute is included in the "tgtUe" attribute;
2)	identification of network slice(s) by "snssais" attribute;
3)	application identifier(s) in "appIds" attribute;
4)	dispersion analytics requirements in "disperReqs" attribute, which for the requested dispersion type may include dispersion class, preferred ordering requirements; and/or
5)	an optional list of analytics subsets by "listOfAnaSubsets" attribute with value(s) only applicable to DISPERSION event, if the "EneNA" feature is supported;
-	if the feature "RedundantTransmissionExp" is supported and the event is "RED_TRANS_EXP", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute;-	and may include:
1)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute;
2)	identification of network slice(s) by "snssais" attribute;
3)	identification of DNN in the "dnns" attribute;
4)	other redundant transmission experience analysis requirements in "redTransReqs" attribute, which may include preferred order of results for the list of Redundant Transmission Experience; and/or
5)	an optional list of analytics subsets by "listOfAnaSubsets" attribute with value(s) only applicable to RED_TRANS_EXP event, if the "EneNA" feature is supported;
-	if the feature "WlanPerformance" is supported and the event is "WLAN_PERFORMANCE", shall provide:
[bookmark: _Hlk90332760]1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute. If "anyUe" attribute is included in the "tgtUe" attribute, then any of "networkArea" attribute, "ssIds" or "bssIds" attribute within "wlanReqs" attribute shall be present;
-	and may include:
1)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute;
2)	other WLAN performance analytics requirements in "wlanReqs" attribute, which may include SSID(s), BSSID(s), preferred order of results for the list of WLAN performance information and/or accuracy per analytics subset; and/or
3)	an optional list of analytics subsets by "listOfAnaSubsets" attribute with value(s) only applicable to WLAN_PERFORMANCE event, if the "EneNA" feature is supported;
-	if the feature "DnPerformance" is supported and the event is "DN_PERFORMANCE", shall provide:
1)	identification of target UE(s) to which the subscription applies by "supis", "intGroupIds" or "anyUe" attribute in the "tgtUe" attribute;
-	and may include:
1)	identification of network area to which the subscription applies via identification of network area by "networkArea" attribute;
2)	identification of network slice(s) in the "snssais" attribute;
3)	identification of network slice and the optionally associated network slice instance(s) if available, via the "nsiIdInfos" attribute or any slices indication in the "anySlice" attribute;
4)	application identifier(s) in "appIds" attribute;
5)		an identification of DNN in the "dnns" attribute;
6)	identification of a user plane access to one or more DN(s) where applications are deployed by "dnais" attribute;
7)	the identification of the UPF as the "upfInfo" attribute;
8)	IP address(s)/FQDN(s) of the Application Server(s) as the "appServerAddrs" attribute;
9)	other DN performance analytics requirements in "dnPerfReqs" attribute, which may include the preferred order of results for the list of DN performance information and/or the reporting threshold of each analytics subset; and/or
10)		an optional list of analytics subsets by "listOfAnaSubsets" attribute with value(s) only applicable to "DN_PERFORMANCE" event, if the "EneNA" feature is supported;
-	if the feature "SMCCE" is supported and the event is "SM_CONGESTION", shall provide:
1)	an identification of DNN in the "dnns" attribute;
2)	identification of network slice in the "snssais" attribute; and/or
3)	identification of target UE(s) via "supis" attribute in the "tgtUe" attribute where the target UE(s) are one have the PDU Session for the DNN and/or S-NSSAI;
-	and may include:
1)	an optional list of analytics subsets by "listOfAnaSubsets" attribute with value(s) only applicable to "SM_CONGESTION" event, if the "EneNA" feature is supported.
NOTE 8:	The predictions are not applicable for Session Management Congestion Control Experience analytics.
Upon the reception of an HTTP POST request with: "{apiRoot}/nnwdaf-eventssubscription/<apiVersion>/subscriptions" as Resource URI and NnwdafEventsSubscription data structure as request body, if no errors occur, the NWDAF shall: 
-	create a new subscription;
-	assign an event subscriptionId; and
-	store the subscription.
[bookmark: _Hlk68177349]If the NWDAF created an "Individual NWDAF Event Subscription" resource, the NWDAF shall respond with "201 Created" status code with the message body containing a representation of the created subscription, as shown in figure 4.2.2.2.2-1, step 2. If not all the requested analytics events in the subscription are accepted, then the NWDAF may include the "failEventReports" attribute indicating the event(s) for which the subscription failed and the associated reason(s). The NWDAF shall include a Location HTTP header field. The Location header field shall contain the URI of the created subscription i.e. "{apiRoot}/nnwdaf-eventssubscription/<apiVersion>/subscriptions/{subscriptionId}". If the immediate reporting indication in the "immRep" attribute within the "evtReq" attribute sets to true in the event subscription, the NWDAF shall include the reports of the events subscribed, if available, in the HTTP POST response.
When the "notifFlag" attribute is included and set to "DEACTIVATE" in the request, the NWDAF shall mute the event notification and store the available events until the NF service consumer requests to retrieve them by setting the "notifFlag" attribute to "RETRIEVAL" or until a muting exception occurs (e.g. full buffer). When a muting exception occurs, the NWDAF may consider the contents of the "notifFlagInstruct" attribute (if provided) and/or local configuration to determine its actions.
[bookmark: _Hlk131065281]If the EnhDataMgmt feature is supported and the NWDAF accepts the muting instructions provided in the "notifFlag" and/or the "notifFlagInstruct" attributes, it may indicate the applied muting notification settings within the "mutingSetting" attribute in the response. If the NWDAF does not accept the muting instructions provided in the "notifFlag" and/or the "notifFlagInstruct" attributes, it shall send an HTTP "403 Forbidden" error response including the "cause" attribute set to "MUTING_INSTR_NOT_ACCEPTED".
If the analytics target period provided in the body of the HTTP POST request includes the start time in the past and the end time in the future, the NWDAF shall reject the request with an HTTP "400 Bad Request" response including the "cause" attribute set to "BOTH_STAT_PRED_NOT_ALLOWED".
If the statistics in the past are requested but the necessary data to perform the service is unavailable, the NWDAF shall reject the request with an HTTP "500 Internal Server Error" response including the "cause" attribute set to "UNAVAILABLE_DATA".
If the user consent has not been checked by the NF service consumer and is required for the requested analytics collection depending on local policy and regulations, then the NWDAF shall check user consent for the targeted UE(s) by retrieving the user consent subscription data via the Nudm_SDM service API of the UDM as described in clause 5.2.2 of 3GPP TS 29.503 [23]. If the NWDAF receive the response from the UDM that it is not granted for the impacted user(s), then the NWDAF shall send an HTTP "403 Forbidden" error response including the "cause" attribute set to "USER_CONSENT_NOT_GRANTED".
NOTE 9:	When the target of reporting is a SUPI or a GPSI then the subscription can be rejected, e.g. because user consent is not granted, and the error is sent to the consumer. When the target of reporting is an Internal Group Id, or a list of SUPIs/GPSI(s) or any UE, and the user consent is not granted for a subset of the impacted users, then no error is sent, but a subset of the SUPIs/GPSIs is skipped if user consent is not granted.
If an error occurs when processing the HTTP POST request, the NWDAF shall send an HTTP error response as specified in clause 5.1.7.
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Figure 4.2.2.2.3-1 shows a scenario where the NF service consumer sends a request to the NWDAF to update the subscription for event notifications (see also 3GPP TS 23.288 [17]).


Figure 4.2.2.2.3-1: NF service consumer updates subscription to notifications
The NF service consumer shall invoke the Nnwdaf_EventsSubscription_Subscribe service operation to update subscription to event notifications. The NF service consumer shall send an HTTP PUT request with "{apiRoot}/nnwdaf-eventssubscription/<apiVersion>/subscriptions/{subscriptionId}" as Resource URI representing the "Individual NWDAF Event Subscription", as shown in figure 4.2.2.2.3-1, step 1, to update the subscription for an "Individual NWDAF Event Subscription" resource identified by the {subscriptionId}. The NnwdafEventsSubscription data structure provided in the request body shall include the same contents as described in clause 4.2.2.2.2.
Upon the reception of an HTTP PUT request with: "{apiRoot}/nnwdaf-eventssubscription/<apiVersion>/subscriptions/{subscriptionId}" as Resource URI and NnwdafEventsSubscription data structure as request body, the NWDAF shall:
-	update the subscription of corresponding subscriptionId; and
-	store the subscription.
NOTE:	The "notificationURI" attribute within the NnwdafEventsSubscription data structure can be modified to request that subsequent notifications are sent to a new NF service consumer.
If the NWDAF successfully processed and accepted the received HTTP PUT request, the NWDAF shall update an "Individual NWDAF Event Subscription" resource, and shall respond with:
a)	HTTP "200 OK" status code with the message body containing a representation of the updated subscription, as shown in figure 4.2.2.2.3-1, step 2a. If not all the requested analytics events in the subscription are modified successfully, then the NWDAF may include the "failEventReports" attribute indicating the event(s) for which the modification failed and the associated reason(s); or
b)	HTTP "204 No Content" status code, as shown in figure 4.2.2.2.3-1, step 2b. 
If errors occur when processing the HTTP PUT request, the NWDAF shall send an HTTP error response as specified in clause 5.1.7.
If the analytics target period provided in the body of the HTTP PUT request includes the start time in the past and the end time in the future, the NWDAF shall reject the request with an HTTP "400 Bad Request" response including the "cause" attribute set to "BOTH_STAT_PRED_NOT_ALLOWED".
If the statistics in the past are requested but the necessary data to perform the service is unavailable, the NWDAF shall reject the request with an HTTP "500 Internal Server Error" response including the "cause" attribute set to "UNAVAILABLE_DATA".
If the feature "ES3XX" is supported, and the NWDAF determines the received HTTP PUT request needs to be redirected, the NWDAF shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [6].
When the "notifFlag" attribute is included in the request with the value "DEACTIVATE", the NWDAF shall mute the event notification and store the available events until the NF service consumer requests to retrieve them by setting the "notifFlag" attribute to "RETRIEVAL" or until a muting exception occurs (e.g. full buffer). When a muting exception occurs, the NWDAF may consider the contents of the "notifFlagInstruct" attribute (if provided) and/or local configuration to determine its actions; if it the "notifFlag" attribute is set to the value "RETRIEVAL", the NWDAF shall send the stored events to the NF service consumer, mute the event notification again and store available events; if the "notifFlag" attributeit is set to the value "ACTIVATE" and the event notifications are muted (due to a previously received "DECATIVATE" value), the NWDAF shall unmute the event notification, i.e. start sending again notifications for available events.
[bookmark: _Hlk131065346]If the EnhDataMgmt feature is supported and the NWDAF accepts the muting instructions provided in the "notifFlag" and/or the "notifFlagInstruct" attributes, it may indicate the applied muting notification settings within the "mutingSetting" attribute in the response. If the NWDAF does not accept the muting instructions provided in the "notifFlag" and/or the "notifFlagInstruct" attributes, it shall send an HTTP "403 Forbidden" error response including the "cause" attribute set to "MUTING_INSTR_NOT_ACCEPTED".
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This method shall support the URI query parameters specified in table 5.1.3.3.3.2-1.
Table 5.1.3.3.3.2-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 5.1.3.3.3.2-2 and the response data structures and response codes specified in table 5.1.3.3.3.2-3.
Table 5.1.3.3.3.2-2: Data structures supported by the PUT Request Body on this resource
	Data type
	P
	Cardinality
	Description

	NnwdafEventsSubscription
	M
	1
	Parameters to replace a subscription to NWDAF Event Subscription resource.



Table 5.1.3.3.3.2-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response codes
	Description

	NnwdafEventsSubscription
	M
	1
	200 OK
	The Individual NWDAF Event Subscription resource was modified successfully and a representation of that resource is returned.

	n/a
	
	
	204 No Content
	The Individual NWDAF Event Subscription resource was modified successfully.

	RedirectResponse
	O
	0..1
	307 Temporary Redirect
	Temporary redirection, during Individual NWDAF Event Subscription modification. The response shall include a Location header field containing an alternative URI of the resource located in an alternative NWDAF (service) instance.
Applicable if the feature "ES3XX" is supported.

	RedirectResponse
	O
	0..1
	308 Permanent Redirect
	Permanent redirection, during Individual NWDAF Event Subscription modification. The response shall include a Location header field containing an alternative URI of the resource located in an alternative NWDAF (service) instance.
Applicable if the feature "ES3XX" is supported.

	ProblemDetails
	O
	0..1
	400 Bad Request
	(NOTE 2)

	ProblemDetails
	O
	0..1
	403 Forbidden
	(NOTE 2)

	ProblemDetails
	O
	0..1
	500 Internal Server Error
	(NOTE 2)

	NOTE 1:	The mandatory HTTP error status codes for the PUT method listed in table 5.2.7.1-1 of 3GPP TS 29.500 [6] also apply.
NOTE 2:	Failure cases are described in clause 5.1.7.



Table 5.1.3.3.3.2-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative NWDAF (service) instance.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance towards which the request is redirected.



Table 5.1.3.3.3.2-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative NWDAF (service) instance.

	3gpp-Sbi-Target-Nf-Id
	string
	O
	0..1
	Identifier of the target NF (service) instance towards which the request is redirected.
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Table 5.1.6.2.2-1: Definition of type NnwdafEventsSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eventSubscriptions
	array(EventSubscription)
	M
	1..N
	Subscribed events.
	

	evtReq
	ReportingInformation
	O
	0..1
	Represents the reporting requirements of the event subscription. (NOTE 1, NOTE 2, NOTE 4)
If omitted, the default values within the ReportingInformation data type apply.
	

	notificationURI
	Uri
	C
	0..1
	Identifies the recipient of Notifications sent by the NWDAF.
This parameter shall be supplied by the NF service consumer in the HTTP POST requests that create the subscriptions for event notifications and in the HTTP PUT requests that update the subscriptions for event notifications.
	

	notifCorrId
	string
	O
	0..1
	Notification correlation identifier.
	EneNA

	eventNotifications
	array(EventNotification)
	C
	1..N
	Notifications about Individual Events.
Shall only be present if the immediate reporting indication in the "immRep" attribute within the "evtReq" attribute sets to true in the event subscription, and the reports are available.
	

	failEventReports
	array(FailureEventInfo)
	O
	1..N
	Supplied by the NWDAF. When available, shall contain the event(s) for which the subscription is not successful including the failure reason(s). 
	

	consNfInfo
	ConsumerNfInformation
	O
	0..1
	Represents the analytics consumer NF Information.
	AnaSubTransfer

	prevSub
	PrevSubInfo
	O
	0..1
	Contains information about the previous analytics subscription that the NF service consumer had with the source NWDAF. 
(NOTE 3)
	AnaCtxTransfer

	supportedFeatures
	SupportedFeatures
	C
	0..1
	List of Supported features used as described in clause 5.1.8.
This parameter shall be supplied by NF service consumer in the POST request that request the creation of an NWDAF Event Subscriptions resource, and shall be supplied by the NWDAF in the reply of corresponding request.
	

	NOTE 1:	If the "evtReq" attribute (of data type ReportingInformation) is provided and contains the "notifMethod" attribute, the notification method indicated by the "notifMethod" attribute within the ReportingInformation data type takes preference over the notification method indicated by the "notificationMethod" attribute within the EventSubscription data type. 
NOTE 2:	If the "evtReq" attribute (of data type ReportingInformation) is provided and contains the "repPeriod" attribute, the periodic reporting time indicated by the "repPeriod" attribute in the ReportingInformation data type takes preference over the periodic reporting time indicated by the "repetitionPeriod" attribute in the EventSubscription data type.
NOTE 3:	The "prevSub" attribute may be used by the NWDAF to derive analytics context identifier(s), which may be used in the Nnwdaf_AnalyticsInfo_ContextTransfer service operation invoked by the NWDAF.
NOTE 4:	The "evtReq" attribute may include muting instructions within the "notifFlagInstruct" attribute and/or muting notifications settings within the "mutingSetting" attribute only if the EnhDataMgmt feature is supported.
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The application errors defined for the Nnwdaf_EventsSubscription API are listed in table 5.1.7.3-1. 
Table 5.1.7.3-1: Application errors
	Application Error
	HTTP status code
	Description

	BOTH_STAT_PRED_NOT_ALLOWED
	400 Bad Request
	For the requested observation period, the start time is in the past and the end time is in the future, which means the NF service consumer requested both statistics and prediction for the analytics.

	USER_CONSENT_NOT_GRANTED
	403 Forbidden
	Indicates that the request shall be rejected because an impacted user has not provided the required user consent.

	MUTING_INSTR_NOT_ACCEPTED
	403 Forbidden
	Indicates that the muting instructions received by the NF service consumer cannot be accepted.

	UNAVAILABLE_DATA
	500 Internal Server Error
	Indicates the requested statistics in the past is rejected since necessary data to perform the service is unavailable.

	NOTE:	Including a "ProblemDetails" data structure with the "cause" attribute in the HTTP response is optional unless explicitly mandated in the service operation clauses.
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The optional features in table 5.1.8-1 are defined for the Nnwdaf_EventsSubscription API. They shall be negotiated using the extensibility mechanism defined in clause 6.6 of 3GPP TS 29.500 [6].
Table 5.1.8-1: Supported Features
	Feature number
	Feature Name
	Description

	1
	ServiceExperience
	This feature indicates support for the event related to service experience.

	2
	UeMobility
	This feature indicates the support of analytics based on UE mobility information.

	3
	UeCommunication
	This feature indicates the support of analytics based on UE communication information.

	4
	QoSSustainability
	This feature indicates support for the event related to QoS sustainability.

	5
	AbnormalBehaviour
	This feature indicates support for the event related to abnormal behaviour information.

	6
	UserDataCongestion
	This feature indicates support for the event related to user data congestion.

	7
	NfLoad
	This feature indicates the support of the analytics related to the load of NF instances.

	8
	NetworkPerformance
	This feature indicates the support of analytics based on network performance.

	9
	NsiLoad
	This feature indicates the support of the event related to the load level of Network Slice and the optionally associated Network Slice Instance.

	10
	ES3XX
	Extended Support for 3xx redirections. This feature indicates the support of redirection for any service operation, according to Stateless NF procedures as specified in clauses 6.5.3.2 and 6.5.3.3 of 3GPP TS 29.500 [6] and according to HTTP redirection principles for indirect communication, as specified in clause 6.10.9 of 3GPP TS 29.500 [6]. 

	11
	EneNA
	This feature indicates support for the enhancements of network data analytics requirements.

	12
	UserDataCongestionExt
	This feature indicates support for the extensions to the event related to user data congestion, including support of GPSI and/or list of Top applications. Supporting this feature also requires the support of feature UserDataCongestion.

	13
	Aggregation
	This feature indicates support for analytics aggregation.

	14
	NsiLoadExt
	This feature indicates support for the extensions to the event related to the load level of Network Slice and the optionally associated Network Slice Instance, including support of area of interest, NF load information and number of UE or number of PDU Session. Supporting this feature also requires the support of feature NsiLoad.

	15
	ServiceExperienceExt
	This feature indicates support for the extensions to the event related to service experience, including support of RAT type and/or Frequency. Supporting this feature also requires the support of feature ServiceExperience.

	16
	DnPerformance
	This feature indicates the support of the analytics related to DN performance.

	17
	NfLoadExt
	This feature indicates support for the extensions to the event related to the load of NF instances, including NF load over area of interest. Supporting this feature also requires the support of feature NfLoad.

	18
	Dispersion
	This feature indicates support of the analytics related to dispersion analytics information.

	19
	RedundantTransmissionExp
	This feature indicates support of the analytics related to redundant transmission experience analytics information.

	20
	WlanPerformance
	This feature indicates support of the analytics related to WLAN performance information.

	21
	UeCommunicationExt
	This feature indicates the support of the analytics related to UE communication.

	22
	UeMobilityExt
	This feature indicates support for extensions to the event related to UE mobility, including support of LADN DNN to refer the LADN service area as the AOI. Supporting this feature also requires the support of feature UeMobility.

	23
	AnaCtxTransfer
	This feature indicates support for functionality related to Analytics Context Transfer.

	24
	AnaSubTransfer
	This feature indicates support for Analytics Subscription Transfer initiated by the source NWDAF.

	25
	UserConsent
	Indicates the support of detailed handling of user consent, e.g. error responses related to the lack of user consent.

	26
	TermRequest
	This feature indicates support for Analytics Subscription termination requests sent by the NWDAF to the NF service consumer.

	27
	ENAExt
	This feature indicates support for the general enhancements of network data analytics requirements.

	28
	EnAbnormalBehaviour
	This feature indicates support for the enhancements of UE Abnormal Behaviour.

	29
	EnQoSSustainability
	This feature indicates support for the enhancements of QoS Sustainability.

	30
	UserDataCongestionExt2_eNA
	This feature indicates support for the enhancements of user data congestion, including support of ordering criterion. Supporting this feature also requires the support of UserDataCongestion and UserDataCongestionExt features.

	31
	UeMobilityExt2_eNA
	This feature indicates support for the enhancements of UE mobility, including support of ordering criterion. Supporting this feature also requires the support of UeMobility and UeMobilityExt features.

	32
	EnUeCommunication
	This feature indicates support for the enhancements of UE Communication.

	33
	EnNetworkPerformance
	This feature indicates support for the enhancements of Network Performance

	34
	QoSSustainabilityExt_eNA
	This feature indicates support for the enhancements of QoS Sustainability, including enhancements of filter information. Supporting this feature also requires the support of QoSSustainability feature.

	35
	PartialAnalyticsSubTransfer
	This feature indicates support for partial successful analytics subscription transfer.

	36
	NetworkPerformanceExt_eNA
	This feature indicates the support for extensions to the analytics event related to network performance, including support of analytics target period subset.

	37
	EnhDataMgmt
	Indicates the support of enhanced data management mechanisms. Supporting this feature also requires the support of feature EneNA.
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