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1. The UE may send either or both types of AA payloads (C2 authorization payload and/or UUAA payload) in step 0. A single binary container as currently specified in TS 29.256 and TS 29.255 provides no interoperable way to carry both these payloads simultaneously, such that these can be recovered by the USS. In other words, simply concatenating two transparent payloads in a single binary container is not an interoperably reversible operation, given that the format of these transparent payloads is beyond the scope of 3GPP specification.
2. The response from USS in step 4 of UUAA-SM may carry either or both types of AA payloads (C2 authorization payload and/or UUAA payload) and authorization results (C2 authorization result and/or UUAA result). Two issues arise:
i. In the absence of payload type indication, no way to set the information elements of the Service-level-AA container, which in turn means that the UE cannot distinguish whether the received payload is for UUAA or C2 authorization, so the received payload cannot be forwarded to the proper upper layer application. Note that there can be two applications in the UE, one for UUAA and one for C2 communication, respectively. Accordingly, TS 24.501 and TS 27.007 have been specified to support the routing of the received payload from the network to the appropriate upper layer application in the UE.
ii. TS 29.256 and TS 29.255 do not support the multiple cardinality of the AA payload. Also, these CT3/CT4 specs do not support simultaneous carriage of UUAA and C2-authorization results.
In their reply LS on this issue S2-2209274, SA2 has provided guidance:
· For uplink direction, UE provides the Payload and Payload Type in the NAS container as per current TS 24.501 Service-level-AA container. The SMF invokes Nnef_Authentication_AuthenticateAuthorize service operation including the Service Level Device Identity and the Payload and Payload Type provided by the UE. 
· For downlink direction, it is up to stage 3 to decide whether the UAS NF provides the Payload type along with the payload, which are transparent to the SMF, and the SMF forwards them to the UE.
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[bookmark: _Toc85718333][bookmark: _Toc510696593][bookmark: _Toc35971385][bookmark: _Toc63347612][bookmark: _Toc67927725][bookmark: _Toc85786424]* * * First Change * * * *
[bookmark: _Toc85718325][bookmark: _Toc94004587][bookmark: _Toc94004803][bookmark: _Toc104465214][bookmark: _Toc94004601][bookmark: _Toc94004817][bookmark: _Toc104465228]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AA	Authorization/Authentication
AF	Application Function
NEF	Network Exposure Function
[bookmark: _Hlk88653394]UAS	Uncrewed Aerial System
UAS-NF	Uncrewed Aerial System Network Function
[bookmark: _Hlk88653717]UAV	Uncrewed Aerial Vehicle
[bookmark: _Hlk88654637][bookmark: _Hlk88653519]USS	UAS Service Supplier
UUAA	USS UAV Authorization/Authentication


* * * Next Change * * * *
[bookmark: _Toc112926994]4.2.2.2.2	Authentication and Authorization of the UAV
The Naf_Authentication_AuthenticateAuthorize service operation is invoked by an NF Service Consumer (e.g. an NEF (UAS-NF)) towards the USS, when UUAA-MM is done during 5GS registration, UUAA-SM is done during PDU session establishment, or for authorization for C2 (see TS 23.256 [14]). 
The NF Service Consumer (e.g. the NEF (UAS-NF)) shall send the authentication message to USS by sending the HTTP POST request towards the "request-auth" resource as shown in Figure 4.2.2.2.2-1.


Figure 4.2.2.2.2-1: AuthenticateAuthorize Service Operation
1.	The NF Service Consumer shall send a POST request to the resource with a UAVAuthInfo object in the request body. The UAVAuthInfo data type shall include:
-	"gpsi" attribute that carries the GPSI (in the format of External Identifier) of the UAV;
-	"serviceLevelId" attribute that carries the Service Level Device Identity of the UAV;
The UAVAuthInfo data type may include
-	"uavLocInfo" attribute that provides the UAV location;
;
-	"notifyUri" attribute that provides the notification URI to receive notifications related to reauthentication, reauthorization or revocation triggered by the USS, which shall be present in the initial request;
-	"notifyCorrId" attribute that represents the notification correlation ID and this attribute shall be present when the "notifyUri" attribute is provided;
-	"authMsg" attribute that contains the authentication message based on the authentication method used, which is present in the intermediate round-trip messages and not in initial request. This attribute is deprecated; the attribute "authContainer" should be used instead.
-	"AuthContainer" data type that contains the AA related data provided by the UE (see TS 23.256 [14]). This attribute deprecates "authMsg" attribute and may contain:
-	"authMsgType" attribute that indicates the type of the AA message payload;
-	"authMsgPayload" attribute that carries the AA message payload;
NOTE 1:	"authResult" attribute shall not be present within the "AuthContainer" data type, when included within the request sent to USS. 
In case of UUAA-SM procedure, the UAVAuthInfo data type may also include:
-	"ipAddr" attribute that carries the IP Address associated with the PDU session; and
-	"pei" attribute that carries the PEI of the UAV.
2a.		If the HTTP request message from the NF service consumer is accepted, the USS shall respond with "200 OK" status code with the message body containing the UAVAuthResponse data type in the response body, which shall include "gpsi" attribute.
	If the USS triggers more intermediate round-trip messages, the UAVAuthResponse data shall include a "authMsg" attribute that contains the authentication message or authorization data.
	Otherwise, the UAVAuthResponse data type shall contain the "authResult" attribute. If the UAV is authenticated successfully, the USS shall set the "authResult" attribute to "AUTH_SUCCESS". The "authMsg" and "authResult" attributes are deprecated; the "authContainer" attribute should be used instead. The UAVAuthResponse data type may shall include the authorized "authContainerauthMsg" data typeattribute delivering that may include:
-	AA message payload type within "authMsgType" attribute;
-	AA message payload containing the configuration information within "authMsgPayload" attribute;
-	AA result within "authResult" attribute, which is set to either "AUTH_SUCCESS" in case of successful AA procedure or to "AUTH_FAIL" in case of failed AA procedure in the final response of the AA procedure.
NOTE 2:	The absence of "authResult" attribute within "AuthContainer" data type indicates that the AA procedure is ongoing.
-	The "serviceLevelId" attribute containing a new Service Level Device Identity as the authorized Service Level Device Identity to the UAV. 
2b.	If the USS cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the USS shall send the HTTP error response as specified in clause 5.1.7. 
	If the UAV authentication is failed, the USS shall reject the request with an HTTP "403 Forbidden" response message including the "cause" attribute of the ProblemDetailsAuthenticateAuthorize data structure set to "FAILED_AUTH". The USS shall also include an indication of "uasResRelInd" attribute in the ProblemDetailsAuthenticateAuthorize data type to indicate if an UAS service related network resource can be released or not, during re-authentication failure, when the service operation is used during Re-authentication procedure.
If the USS determines the received HTTP POST request needs to be redirected, the USS shall send an HTTP redirect response as specified in clause 5.2.10 of TS 29.122 [16].
* * * Next Change * * * *
[bookmark: _Toc70598411][bookmark: _Toc94004604][bookmark: _Toc94004820][bookmark: _Toc112926997]4.2.2.3.2	Notification for Reauthentication, Reauthorization or Revocation
The Naf_Authentication_Notification service operation is invoked by the USS to inform a NF Service Consumer (e.g. NEF (UAS-NF)), when USS triggers reauthentication, update authorization data or revoke authorization of the UAV.
The USS shall send the request by sending the HTTP POST method towards the Notification URI as shown in Figure 4.2.2.3.2-1.


Figure 4.2.2.3.2-1: UAV Notification Service Operation
[bookmark: _Hlk71623706]1.	The USS shall send a POST request towards the Notification URI received in the Authenticate service operation request (See clause 4.2.2.1). The request body shall contain a ReauthRevokeNotify object containing the reauthentication information, update authorization information or revoke authorization indication. The ReauthRevokeNotify data type shall include
-	the "gpsi" attribute is set to the GPSI (in the format of External Identifier) of the given UAV required to be reauthenticated, reauthorized or revoked;
[bookmark: _Hlk80688384]-	the "serviceLevelId" attribute is set to the Service Level Device Identity of the UAV;
[bookmark: _Hlk96939383][bookmark: _Hlk96939409]-	the "notifyCorrId" attribute is set to the same value as the "notifyCorrId" attribute of UAVAuthInfo data type received in the request;
-	the "notifyType" attribute is set to REAUTHENTICATE for reauthentication and set to REAUTHORIZE for authorization data update and set to REVOKE for revocation of authorization. In addition, if "notifyType" attribute is set to REAUTHORIZE, then attribute "authMsg" containing the authorization data shall be included. "authMsg" attribute is deprecated; the "authContainer" attribute should be used instead, which carries the authorization data.
NOTE:	"authResult" attribute shall not be present within the "AuthContainer" data type, when included within the Notification request sent by the USS.  
The ReauthRevokeNotify may also include:
-	the "ipAddr" attribute carries the IP Address associated with the PDU session;
2a.	On success, "204 No content" shall be returned without response body. If the "notifyType" attribute in the request indicated REVOKE, then UAS service related network resources are released.
2b.	If the NF service consumer cannot successfully fulfil the received HTTP POST request due to an internal error or an error in the HTTP POST request, the NF service consumer shall send an HTTP error response as specified in clause 5.1.7.
	If the NF service consumer determines the received HTTP POST request needs to be redirected, the NF service consumer shall send an HTTP redirect response as specified in clause 5.2.10 of TS 29.122 [16].

* * * Next Change * * * *
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc67903544][bookmark: _Toc70598467][bookmark: _Toc94004628][bookmark: _Toc94004844][bookmark: _Toc104465255]5.1.6.1	General
This clause specifies the application data model supported by the Naf_Authentication API.
Table 5.1.6.1-1 specifies the data types defined for the Naf_Authentication service based interface protocol.
Table 5.1.6.1-1: Naf_Authentication specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	[bookmark: _Hlk71560146]UAVAuthInfo
	5.1.6.2.2
	Information within Authenticate Request
	

	UAVAuthResponse
	5.1.6.2.4
	Information within Authenticate Response
	

	AuthResult
	5.1.6.3.3
	Enumeration indicating authentication result
	

	ReauthRevokeNotify
	5.1.6.2.3
	Information within notification
	

	NotifyType
	5.1.6.3.4
	Enumeration Notification type
	

	ProblemDetailsAuthenticateAuthorize
	5.1.6.4.1
	Data type that extends ProblemDetails.
	

	AdditionInfoAuthenticateAuthorize
	5.1.6.2.5
	Contains more details (not only the ProblemDetails) in case an UAV authentication request is rejected.
	

	AuthContainer
	5.1.6.2.6
	Carries the AA related data
	



Table 5.1.6.1-2 specifies data types re-used by the Naf_Authentication service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Naf_Authentication service based interface.
Table 5.1.6.1-2: Naf_Authentication re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Pei
	TS 29.571 [15]
	Permanent Equipment Identifier
	

	Uri
	TS 29.571 [15]
	Uri
	

	Gpsi
	TS 29.571 [15]
	GPSI
	

	IpAddr
	TS 29.571 [15]
	IPv4 address
	

	LocationArea5G
	TS 29.122 [16]
	User location
	

	SupportedFeatures
	TS 29.571 [15]
	Used to negotiate the applicability of the optional features defined in table 5.1.8-1.
	

	RefToBinaryData
	TS 29.571 [15]
	AA message payload data
	


* * * Next Change * * * *
[bookmark: _Toc112927024][bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc67903547][bookmark: _Toc70598470][bookmark: _Toc94004631][bookmark: _Toc94004847][bookmark: _Toc104465258]5.1.6.2.2	Type: UAVAuthInfo
Table 5.1.6.2.2-1: Definition of type UAVAuthInfo
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	serviceLevelId
	string
	M
	1
	Service Level Device Identity of the UAV
	

	ipAddr
	IpAddr
	O
	0..1
	When present, this attribute indicates the IP address associated with the PDU session.
	

	authMsg
	string
	O
	0..1
	Contains the authentication message or authorization data (which is not present in the initial request) used in the subsequent request messages during multiple round trip message exchanges. This attribute is deprecated; the attribute "authContainer" should be used instead.
	

	authContainer
	array(AuthContainer)
	O
	1..N
	Contains the AA related data without the "authResult" attribute. This attribute deprecates "authMsg" attribute.
	

	pei
	Pei
	O
	0..1
	PEI associated with the UAV.
	

	notifyUri
	Uri
	C
	0..1
	This attribute shall be present in the initial authentication message.

It carries the notification URI to receive reauthentication, reauthorization or revocation related notifications
	

	notifyCorrId
	string
	C
	0..1
	Notification correlation ID assigned by the NF service consumer. Shall be present when the "notifyUri" attribute is provided.
	

	uavLocInfo
	LocationArea5G
	O
	0..1
	This attribute shall contain the UE location information if it is available.
	

	suppFeat
	SupportedFeatures
	C
	0..1
	This IE shall be present during the initial authentication and authorization request if at least one optional feature defined in clause 5.1.8 is supported.
	



* * * Next Change * * * *
[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc67903548][bookmark: _Toc70598471][bookmark: _Toc94004632][bookmark: _Toc94004848][bookmark: _Toc104465259][bookmark: _Toc94004633][bookmark: _Toc94004849][bookmark: _Toc104465260]5.1.6.2.3	Type: ReauthRevokeNotify
Table 5.1.6.2.3-1: Definition of type ReauthRevokeNotify
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	serviceLevelId
	string
	M
	1
	Service Level Device Identity of the UAV
	

	authMsg
	string
	C
	0..1
	Contains the authentication message or authorization data.
This attribute shall be present when "notifyType" attribute is set to REAUTHORIZE. This attribute is deprecated; the attribute "authContainer" should be used instead.
	

	authContainer
	array(AuthContainer)
	C
	1..N
	Contains the authentication message or authorization data. This attribute shall be present when "notifyType" attribute is set to REAUTHORIZE. This attribute deprecates "authMsg" attribute.
	

	ipAddr
	IpAddr
	O
	0..1
	[bookmark: _Hlk71626514]When present, this IE indicates the IP address associated with the PDU session.
	

	notifyCorrId
	string
	C
	0..1
	Notification correlation ID used to identify the request to which the notification relates.
It shall be present if the "notifyCorrId" attribute is provided in the request and set to the same value as the "notifyCorrId" attribute of UAVAuthInfo data type.

	

	notifyType
	NotifyType
	M
	1
	This attribute shall contain the notification type.
	



* * * Next Change * * * *
[bookmark: _Toc112927026]5.1.6.2.4	Type: UAVAuthResponse
Table 5.1.6.2.4-1: Definition of type UAVAuthResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	C
	0..1
	GPSI of the UAV.
Shall be present except during PDU Session Modification for C2 Communication procedure.
	

	authResult
	AuthResult
	C
	0..1
	Conveys the UAV authentication result (success) . 
Shall be present if there is no intermediate round-trip messages. This attribute is deprecated; the attribute "authContainer" should be used instead.
	

	authMsg
	string
	C
	0..1
	Contains the authentication message or authorization data.
Shall be present if the USS triggers intermediate round-trip messages. This attribute is deprecated; the attribute "authContainer" should be used instead.
	

	authContainer
	array(AuthContainer)
	C
	1..N
	Contains the authentication message or authorization data. Shall be present for the final AA response message. This attribute deprecates "authMsg" attribute.
	

	serviceLevelId
	string
	O
	0..1
	Contains a new Service Level Device Identity of the UAV
	

	suppFeat
	SupportedFeatures
	C
	0..1
	This IE shall be present during the initial authentication and authorization response if at least one optional feature defined in clause 5.1.8 is supported.
	




* * * Next Change * * * *
[bookmark: _Toc90658177][bookmark: _Toc104479499]5.1.6.2.6	Type: AuthContainer
Table 5.1.6.2.6-1: Definition of type AuthContainer
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	authMsgType
	AuthMsgType
	O
	0..1
	Type of AA message payload.
	

	authMsgPayload
	RefToBinaryData
	O
	0..1
	AA message payload data.
	

	authResult
	AuthResult
	C
	0..1
	Shall be present for the final AA response conveying the AA result.
	




* * * Next Change * * * *
[bookmark: _Toc94083893][bookmark: _Toc97306006]5.1.6.3.6	Enumeration: AuthMsgType
The enumeration AuthMsgType represents the type of AA message. It shall comply with the provisions defined in table 5.1.6.3.6-1.
Table 5.1.6.3.6-1: Enumeration AuthMsgType
	Enumeration value
	Description
	Applicability

	UUAA
	UUAA payload.
	

	C2AUTH
	C2 authorization payload.
	



* * * Next Change * * * *
[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc67903552][bookmark: _Toc70598475][bookmark: _Toc94004638][bookmark: _Toc94004854][bookmark: _Toc112927031]5.1.6.3.3	Enumeration: AuthResult
The enumeration AuthResult represents the result of authentication and/or authorization. It shall comply with the provisions defined in table 5.1.6.3.3-1.
Table 5.1.6.3.3-1: Enumeration AuthResult
	Enumeration value
	Description
	Applicability

	AUTH_SUCCESS
	The UAV UUAA authentication and/or C2 authorization has succeeded.
	

	AUTH_FAIL
	The UUAA or C2 authorization has failed.
	


* * * Next Change * * * *
[bookmark: _Toc112927044]A.2	Naf_Authentication API
openapi: 3.0.0

info:
  title: Naf_Authentication
  version: 1.0.1
  description: |
    AF Authentication Service.  
    © 2022, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).  
    All rights reserved.

externalDocs:
  description: >
    3GPP TS 29.255 V17.2.0; 5G System;Uncrewed Aerial System Service Supplier (USS) Services; Stage
    3.
  url: https://www.3gpp.org/ftp/Specs/archive/29_series/29.255/

servers:
  - url: '{apiRoot}/naf-auth/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 5.2.4 of 3GPP TS 29.122

security:
  - {}
  - oAuth2ClientCredentials: []

paths:
  /request-auth:
    post:
      operationId: UAVAuthRequest
      summary: UAV authentication
      tags:
        - UAV authentication
      requestBody:
        description: UAV authentication
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/UAVAuthInfo'
      responses:
        '200':
          description: UAV Auth response or message exchange
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/UAVAuthResponse'
        '307':
          $ref: 'TS29122_CommonData.yaml#/components/responses/307'
        '308':
          $ref: 'TS29122_CommonData.yaml#/components/responses/308'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          description: >
            The request is rejected by the USS and more details (not only the ProblemDetails) are
            returned.
          content:
            application/problem+json:
              schema:
                $ref: '#/components/schemas/ProblemDetailsAuthenticateAuthorize'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
      callbacks:
        reauthRevokeNotification:
          '{request.body#/notifyUri}':
            post:
              requestBody:
                required: true
                content:
                  application/json:
                    schema:
                      $ref: '#/components/schemas/ReauthRevokeNotify'
              responses:
                '204':
                  description: Successful Notification response
                '307':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/307'
                '308':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/308'
                '400':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/400'
                '401':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/401'
                '403':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/403'
                '404':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/404'
                '411':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/411'
                '413':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/413'
                '415':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/415'
                '429':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/429'
                '500':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/500'
                '503':
                  $ref: 'TS29122_CommonData.yaml#/components/responses/503'
                default:
                  $ref: 'TS29122_CommonData.yaml#/components/responses/default'

components:

  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: {}




  schemas:

#
# STRUCTURED DATA TYPES
#
    UAVAuthInfo:
      description: UAV auth data
      type: object
      required:
        - gpsi
        - serviceLevelId
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        notifyUri:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Uri'
        notifyCorrId:
          type: string
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'
        pei:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Pei'
        authMsg:
          type: string
        authContainer:
          type: array
          items:
            $ref: '#/components/schemas/AuthContainer'
          minItems: 1
        uavLocInfo:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/LocationArea5G'
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'

    UAVAuthResponse:
      description: UAV auth response data
      type: object
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        authContainer:
          type: array
          items:
            $ref: '#/components/schemas/AuthContainer'
          minItems: 1
        authMsg:
          type: string
        authResult:
          $ref: '#/components/schemas/AuthResult'
        serviceLevelId:
          type: string
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'


    ReauthRevokeNotify:
      description: UAV related notification
      type: object
      required:
        - gpsi
        - serviceLevelId
        - notifyType
      properties:
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        serviceLevelId:
          type: string
        notifyCorrId:
          type: string
        authContainer:
          type: array
          items:
            $ref: '#/components/schemas/AuthContainer'
          minItems: 1
        authMsg:
          type: string
        notifyType:
          $ref: '#/components/schemas/NotifyType'
        ipAddr:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/IpAddr'

    AuthContainer:
      description: Authentication/Authorization data
      type: object
      properties:
        authMsgType:
           $ref: '#/components/schemas/AuthMsgType'
        authMsgPayload:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/RefToBinaryData'
        authResult
          $ref: '#/components/schemas/AuthResult'

    ProblemDetailsAuthenticateAuthorize:
      description: Extends ProblemDetails to indicate more details during Authentication failure
      allOf:
        - $ref: 'TS29122_CommonData.yaml#/components/schemas/ProblemDetails'
        - $ref: '#/components/schemas/AdditionInfoAuthenticateAuthorize'

    AdditionInfoAuthenticateAuthorize:
      description: Indicates additional information during authentication failure
      type: object
      properties:
        uasResRelInd:
          type: boolean
          description: >
            Indicates to release the UAV resources during authentication failure, when set to
            "true". Default is set to "false".

#
# SIMPLE DATA TYPES
#

#
# ENUMERATIONS
#
    AuthResult:
      anyOf:
        - type: string
          enum:
          - AUTH_SUCCESS
          - AUTH_FAIL
        - type: string
          description: >
            This string provides forward-compatibility with future extensions to the enumeration but
            is not used to encode content defined in the present version of this API.
      description: |
        Possible values are:
        - AUTH_SUCCESS: The UUAAV authentication and/or C2 authorization has succeeded.
        - AUTH_FAIL: The UUAA or C2 authorization has failed.


    NotifyType:
      anyOf:
        - type: string
          enum:
          - REAUTHENTICATE
          - REAUTHORIZE
          - REVOKE
        - type: string
          description: >
            This string provides forward-compatibility with future extensions to the enumeration but
            is not used to encode content defined in the present version of this API.
      description: |
        Possible values are:
        - REAUTHENTICATE: The UAV needs to be reauthenticated.
        - REAUTHORIZE: Authorization data needs to be updated to UAV.
        - REVOKE: Revoke UAV authentication and authorization.

    AuthMsgType:
      anyOf:
        - type: string
          enum:
          - UUAA
          - C2AUTH
        - type: string
          description: >
            This string provides forward-compatibility with future extensions to the enumeration but
            is not used to encode content defined in the present version of this API.

* * * End of Change * * * *
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