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* * * Start of Changes * * * *
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All API URIs of CAPIF APIs shall be:
{apiRoot}/<apiName>/<apiVersion>
"apiRoot" is configured by means outside the scope of the present document. It includes the scheme ("https"), host and optional port, and an optional prefix string. "apiName" and "apiVersion" shall be set dependent on the API, as defined in the corresponding subclauses below. 
All resource URIs in the subclauses below are defined relative to the above root API URI. 
NOTE 1:	The "apiVersion" will only be increased if the new API version contains backward incompatible changes. Otherwise, the supported feature mechanism defined in subclause 7.8 can be used to negotiate extensions.
NOTE 2:	A different root structure can be used when the resource URI is preconfigured in the API invoking entity. 
The root structure may be followed by "apiSpecificSuffixes" that are dependent on the API and are defined separately for each API as resource URI where they apply:
{apiRoot}/<apiName>/<apiVersion>/<apiSpecificSuffixes>
The naming conventions defined in subclause 5.2.4 of 3GPP TS 29.122 [14] shall apply.
* * * Next Changes * * * *
8.1.2.1	Overview


Figure 8.1.2.1-1: Resource URI structure of the CAPIF_Discover_Service_API
Table 8.1.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.1.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	All published service APIs 
(Store)
	/allServiceApis

(NOTE)
	GET
	Discover published service APIs and retrieve a collection of APIs according to certain filter criteria.

	NOTE:	The path segment "allServiceApis" does not follow the related naming convention defined in subclause 7.5.1. The path segment is however kept as currently defined in this specification for backward compatibility considerations.
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8.4.2.1	Overview


Figure 8.4.2.1-1: Resource URI structure of the CAPIF_API_Invoker_Management_API
Table 8.4.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.4.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	On-boarded API Invokers

	/onboardedInvokers

(NOTE)
	POST
	On-boards a new API invoker by creating an API invoker profile

	Individual On-boarded API Invoker
	/onboardedInvokers/{onboardingId}

(NOTE)
	DELETE
	Off-boards an individual API invoker by deleting the associated API invoker profile identified by {onboardingId}

	
	
	PATCH
	Modifies the API invoker details of an individual API invoker identified by the {onboardingId}

	
	
	PUT
	Updates the API invoker details of an individual API invoker identified by the {onboardingId}

	NOTE:	The path segment "onboardedInvokers" does not follow the related naming convention defined in subclause 7.5.1. The path segment is however kept as currently defined in this specification for backward compatibility considerations.
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8.5.2.1	Overview


Figure 8.5.2.1-1: Resource URI structure of the CAPIF_Security_API
Table 8.5.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.5.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Trusted API invokers

	/trustedInvokers

(NOTE)
	n/a
	

	Individual trusted API invoker

	/trustedInvokers/{apiInvokerId}

(NOTE)
	GET
	Retrieve authentication information of an API invoker

	
	
	PUT
	Create a security context for individual API invoker

	
	
	DELETE
	Revoke the authorization of the API invoker

	
	/trustedInvokers/{apiInvokerId}/update

(NOTE)
	update (POST)
	Update the security context (e.g. re-negotiate the security methods).

	
	/trustedInvokers/{apiInvokerId}/delete

(NOTE)
	delete (POST)
	Revoke the authorization of the API invoker for some APIs

	
	/securities/{securityId}/token

(NOTE)
	token (POST)
	Obtain the OAuth 2.0 authorization information

	NOTE:	The path segment "trustedInvokers" does not follow the related naming convention defined in subclause 7.5.1. The path segment is however kept as currently defined in this specification for backward compatibility considerations.



* * * Next Changes * * * *
[bookmark: _Toc28009971][bookmark: _Toc34062091][bookmark: _Toc36036847][bookmark: _Toc43285095][bookmark: _Toc45132874][bookmark: _Toc51193568][bookmark: _Toc51760767][bookmark: _Toc59015217][bookmark: _Toc59015733][bookmark: _Toc68165775][bookmark: _Toc83229871][bookmark: _Toc90649071][bookmark: _Toc97215819]8.5.4.2.6	Type: AccessTokenReq
Table 8.5.4.2.6-1: Definition of type AccessTokenReq
	Attribute name
	Data type
	P
	Cardinality
	Description

	grant_type
	string
	M
	1
	This IE shall contain the grant type as "client_credentials".

(NOTE 3)

	client_id
	string
	M
	1
	This IE shall contain the API invoker Identifier.

(NOTE 3)

	client_secret
	string
	O
	0..1
	This IE when present shall contain the onboarding secret which is got during API invoker onboarding.

(NOTE 3)

	scope
	string
	O
	0..1
	This IE when present shall contain a list of AEF identifiers and its associated API names for which the access_token is authorized for use.

It takes the format of 3gpp#aefId1:apiName1,apiName2,…apiNameX;aefId2:apiName1,apiName2,…apiNameY;…aefIdN:apiName1,apiName2,…apiNameZ

Using delimeter "#" after the discriminator "3gpp", ":" after AEF identifier, "," between API names and ";" between the last API name of the previous AEF identifier and the next AEF identifier. (NOTE 2) 

Example: '3gpp#aef-jiangsu-nanjing:3gpp-monitoring-event,3gpp-as-session-with-qos;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management'

	NOTE 1:	This data structure shall not be treated as a JSON object. It shall be treated as a key, value pair data structure to be encoded using x-www-urlencoded format as specified in subclause 17.13.4.1 of W3C HTML 4.01 Specification [22].
NOTE 2:	The scope may contain more space-delimited strings which further add additional access ranges to the scope, the definition of those additional strings is out of the scope of the present document.
NOTE 3:	The "grant_type", "client_id" and "client_secret" attributes do not follow the related naming convention defined in subclause 7.2.1. These attributes are however kept as currently defined in this specification for backward compatibility considerations.



* * * Next Changes * * * *
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Table 8.5.4.2.7-1: Definition of type AccessTokenRsp
	Attribute name
	Data type
	P
	Cardinality
	Description

	access_token
	string
	M
	1
	This IE shall contain JWS Compact Serialized representation of the JWS signed JSON object containing AccessTokenClaims (see subclause 8.5.4.2.c).

(NOTE 2)

	token_type
	string
	M
	1
	This IE shall contain the token type (i.e. "Bearer").

(NOTE 2)

	expires_in
	DurationSec
	M
	1
	This IE when present shall contain the number of seconds after which the access_token is considered to be expired.

(NOTE 2)

	scope
	string
	O
	0..1
	This IE when present shall contain a list of AEF identifiers and its associated API names for which the access_token is authorized for use.

It takes the format of 3gpp#aefId1:apiName1,apiName2,…apiNameX;aefId2:apiName1,apiName2,…apiNameY;…aefIdN:apiName1,apiName2,…apiNameZ

Using delimeter "#" after the discriminator "3gpp", ":" after AEF identifier, "," between API names and ";" between the last API name of the previous AEF identifier and the next AEF identifier. (NOTE 1)

Example: '3gpp#aef-jiangsu-nanjing:3gpp-monitoring-event,3gpp-as-session-with-qos;aef-zhejiang-hangzhou:3gpp-cp-parameter-provisioning,3gpp-pfd-management'

	NOTE 1:	The scope may contain more space-delimited strings which further add additional access ranges to the scope, the definition of those additional strings is out of the scope of the present document.
NOTE 2:	The "access_token", "token_type" and "expires_in" attributes do not follow the related naming convention defined in subclause 7.2.1. These attributes are however kept as currently defined in this specification for backward compatibility considerations.



* * * Next Changes * * * *
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This resource is created by the CAPIF administrator on the CAPIF core function.
NOTE:	The details of the mechanisms used to create the Access Control Policy List resource on the CAPIF core function is out of the scope of the present document.


Figure 8.6.2.1-1: Resource URI structure of the CAPIF_Access_Control_Policy_API
Table 8.6.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.6.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Access Control Policy List
	/accessControlPolicyList/{serviceApiId}

(NOTE)
	GET
	Retrieves the access control policy list for a published service API.

	NOTE:	The path segment "accessControlPolicyList" does not follow the related naming convention defined in subclause 7.5.1. The path segment is however kept as currently defined in this specification for backward compatibility considerations.



* * * Next Changes * * * *
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Figure 8.8.2.1-1: Resource URI structure of the CAPIF_Auditing_API
Table 8.8.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.8.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	All service API invocation logs (Store)

	/apiInvocationLogs

(NOTE)
	GET
	Query and retrieve service API invocation logs stored on the CAPIF core function

	NOTE:	The path segment "apiInvocationLogs" does not follow the related naming convention defined in subclause 7.5.1. The path segment is however kept as currently defined in this specification for backward compatibility considerations.
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image1.emf
{apiRoot}/service-apis/<apiVersion>

/allServiceApis


Microsoft_Visio_2003-2010_Drawing1.vsd
{apiRoot}/service-apis/<apiVersion>



image2.emf
/onboardedInvokers

/{onboardingId}

{apiRoot}/api-invoker-management/<apiVersion>


Microsoft_Visio_2003-2010_Drawing2.vsd
{apiRoot}/api-invoker-management/<apiVersion>



image3.emf
/{apiInvokerId}

{apiRoot}/capif-security/<apiVersion>

/update

/delete

/token

/trustedInvokers

/securities/{securityId}


Microsoft_Visio_Drawing1.vsdx
/{apiInvokerId}
{apiRoot}/capif-security/<apiVersion>
/update
/delete
/token
/trustedInvokers
/securities/{securityId}



image4.emf
/{serviceApiId}

{apiRoot}/access-control-policy/<apiVersion>

/accessControlPolicyList


Microsoft_Visio_2003-2010_Drawing3.vsd
{apiRoot}/access-control-policy/<apiVersion>



image5.emf
/apiInvocationLogs

{apiRoot}/logs/<apiVersion>


Microsoft_Visio_2003-2010_Drawing4.vsd
{apiRoot}/logs/<apiVersion>



