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1. Introduction
This pCR proposes to specify the security aspects of EDGEAPP APIs and the interfaces, based on the SA3 agreements in TS 33.558. There are three aspects to be covered from security point of view:
1. Interface protection of EDGE interfaces  Clause 6.1 of TS 33.558 specifies it.
a. Clause 7.3 of TS 29.558 is updated accordingly
2. Authentication and Authorization between EES and ECS  Clause 6.4 of TS 33.558 specifies it.
a. Clause 11 of TS 29.558 is updated accordingly.
3. Authentication and authorization between EAS and EES.  Clause 6.5 of TS 33.558 specifies it.
a. Cause 11 and 9 of TS 29.558 specify the security aspects aligning to TS 33.558. 
4. Lot of Editor’s notes are present for clarification on  the Security credentials to be used.
a. As per the EN, which states alignment with SA3, clause 11 of TS 29.558 is updated to clarify on the same.
Changes to clause 8.8.3.2.2	Operation Definition is based on the outcome of ACR APIs discussion.
2. Reason for Change
Clarify the security aspects for EDGEAPP APIs aligning to the SA3 agreements in TS 33.558.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.558 v.1.4.0.

* * * First Change * * * *
[bookmark: _Toc85734049][bookmark: _Toc89431348][bookmark: _Toc85734235][bookmark: _Toc89431534][bookmark: _Toc85734268][bookmark: _Toc89431567][bookmark: _Toc85734272][bookmark: _Toc89431571]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.558: "Architecture for enabling Edge Applications".
[3]	Open API: "OpenAPI Specification Version 3.0.0.", https://spec.openapis.org/oas/v3.0.0.
[4]	3GPP TR 21.900: "Technical Specification Group working methods".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	3GPP TS 29.122: "T8 reference point for Northbound Application Programming Interfaces (APIs)".
[7]	IETF RFC 6455: "The Websocket Protocol".
[8]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[9]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[10]	3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".
[11]	3GPP TS 29.572: "5G System; Location Management Services; Stage 3".
[12]	3GPP TS 29.520: "5G System; Network Data Analytics Services; Stage 3".
[13]	3GPP TS 29.523: "5G System; Policy Control Event Exposure Service; Stage 3".
[14]	3GPP TS 24.558: "Enabling Edge Applications; Protocol specification".
[15]	3GPP TS 29.214: "Policy and charging control over Rx reference point".
[16]	3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".
[bookmark: _Hlk506360308][17]	3GPP TS 29.222: "Common API Framework for 3GPP Northbound APIs".
[18]	3GPP TS 33.122: "Security Aspects of Common API Framework for 3GPP Northbound APIs".
[19]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[r33558]	3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications; Stage 2".

* * * Next Change * * * *
[bookmark: _Toc85734058][bookmark: _Toc89431357][bookmark: _Toc97042149][bookmark: _Toc97045293][bookmark: _Toc97155038]5.2.1	Service Description
The Eees_EASRegistration API, as defined in 3GPP TS 23.558 [2], allows an Edge Application Server via Eees interface to register, update its registration and deregister at a given Edge Enabler Server.
Editor’s Note: Details about EAS security credentials, verification and authorization of Eees_EASRegistration Request, Update and Delete, by the EES, to be aligned with security aspects defined by SA3.

* * * Next Change * * * *
[bookmark: _Toc85734071][bookmark: _Toc89431370][bookmark: _Toc97042162][bookmark: _Toc97045306][bookmark: _Toc97155051]5.3.1	Service Description
The Eees_UELocation API, as defined in 3GPP TS 23.558 [2], allows an Edge Application Server via Eees interface to obtain the UE location information as one time request or subscribe for continuous reporting.
Editor’s Note: Details about EAS security credentials, verification and authorization of Eees_UELocation service operations, by the EES, to be aligned with security aspects defined by SA3.

* * * Next Change * * * *
[bookmark: _Toc85734090][bookmark: _Toc89431389][bookmark: _Toc97042181][bookmark: _Toc97045325][bookmark: _Toc97155070]5.4.1	Service Description
The Eees_UEIdentifier API, as defined in 3GPP TS 23.558 [2], allows an Edge Application Server via Eees interface to obtain an identifier uniquely identifying a UE from the EES.
Editor’s Note: Details about EAS security credentials, verification and authorization of Eees_UEIdentifier service operation, by the EES, to be aligned with security aspects defined by SA3. 

* * * Next Change * * * *
[bookmark: _Toc85734097][bookmark: _Toc89431396][bookmark: _Toc97042188][bookmark: _Toc97045332][bookmark: _Toc97155077]5.5.1	Service Description
The Eees_AppClientInformation API, as defined in 3GPP TS 23.558 [2], allows an Edge Application Server via Eees interface to obtain the information about the capabilities of the ACs based on certain filter criteria.
Editor’s Note: Details about EAS security credentials, verification and authorization of Eees_AppClientInformation service operations, by the EES, to be aligned with security aspects defined by SA3.

* * * Next Change * * * *
[bookmark: _Toc85734129][bookmark: _Toc89431428][bookmark: _Toc97042220][bookmark: _Toc97045364][bookmark: _Toc97155109]5.7.1	Service Description
The Eees_TargetEASDiscovery API, as defined in 3GPP TS 23.558 [2], allows S-EAS and S-EES to discover the T-EAS information from the EES.
Editor’s Note: Details about EAS security credentials, verification and authorization of Eees_TargetEASDiscovery service operation by the EESare to be aligned with security aspects defined by SA3.

* * * Next Change * * * *
[bookmark: _Toc85734152][bookmark: _Toc89431451][bookmark: _Toc97042243][bookmark: _Toc97045387][bookmark: _Toc97155132]5.9.1	Service Description
The Eees_SelectedTargetEAS API, as defined in 3GPP TS 23.558 [2], allows S-EAS to declare to the S-EES about the T-EAS selected by the S-EAS.
Editor’s Note: Details about EAS security credentials, verification and authorization of Eees_SelectedTargetEAS by the EES, to be aligned with security aspects defined by SA3. 

* * * Next Change * * * *
[bookmark: _Toc85734159][bookmark: _Toc89431458][bookmark: _Toc97042250][bookmark: _Toc97045394][bookmark: _Toc97155139]5.10.1	Service Description
The Eees_EECContextRelocation API enables the EEC context relocation from S-EES to T-EES, as defined in 3GPP TS 23.558 [2]. The Eees_EECContextRelocation_Pull service operation enables EEC context relocation from S-EES to T-EES, upon request from the T-EES to S-EES, as specified by Eees_EECContextPull API in 3GPP TS 23.558 [2]. The Eees_EECContextRelocation_Push service operation enables EEC context relocation from S-EES to T-EES, upon a request from the S-EES to T-EES, as specified by Eees_EECContextPush API in 3GPP TS 23.558 [2].
Editor’s Note: Details about EES security credentials, verification and authorization of Eees_EECContextPull by the EES, to be aligned with security aspects defined by SA3. 

* * * Next Change * * * *
[bookmark: _Toc85734183][bookmark: _Toc89431482][bookmark: _Toc97042290][bookmark: _Toc97045434][bookmark: _Toc97155179]6.2.1	Service Description
The Eecs_EESRegistration API, as defined in 3GPP TS 23.558 [2], allows an Edge Enabler Server via Eecs interface to register, update its registration and deregister at a given Edge Configuration Server.
Editor’s Note: Details about EES security credentials, verification and authorization of Eecs_EESRegistration Request, Update and Delete, by the ECS, to be aligned with security aspects defined by SA3

* * * Next Change * * * *
[bookmark: _Toc85734196][bookmark: _Toc89431495][bookmark: _Toc97042303][bookmark: _Toc97045447][bookmark: _Toc97155192]6.3.1	Service Description
The Eecs_TargetEESDiscovery API, as defined in 3GPP TS 23.558 [2], allows an Edge Enabler Server via Eecs interface to retrieve the target EES (T-EES) information at a given ECS.
Editor’s Note: Details about EES security credentials, verification and authorization of Eecs_TargetEESDiscovery_Request, by the ECS, to be aligned with security aspects defined by SA3

* * * Next Change * * * *
[bookmark: _Toc85734216][bookmark: _Toc89431515]7.3	Usage of HTTP
For all the APIs in this document, the usage of HTTP shall be as specified in clause 5.2.2 of 3GPP TS 29.122 [6], with the clarification that SCA/AS is the functional entity invoking an EDGEAPP API.
For all the APIs, to provide the interface protection over EDGE-3/6/9 interfaces, HTTP over TLS shall be used as specified in 3GPP TS 33.558 [r33558].
Editor’s note: Usage of HTTP over TLS is based on security aspects defined by SA3.

* * * Next Change * * * *
[bookmark: _Toc85734243][bookmark: _Toc89431542][bookmark: _Toc97042350][bookmark: _Toc97045494][bookmark: _Toc97155239]8.1.2.3.3.3	DELETE
This method deregisters an EAS registration from the EES. This method shall support the URI query parameters specified in the table 8.1.2.3.3.3-1. 
Table 8.1.2.3.3.3-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 8.1.2.3.3.3-2 and the response data structures and response codes specified in table 8.1.2.3.3.3-3.
Table 8.1.2.3.3.3-2: Data structures supported by the DELETE Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP DELETE message is FFS and to be updated based on security aspects defined by SA3.
Table 8.1.2.3.3.3-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	The individual EAS registration information matching the registrationId is deleted.

	NOTE:	The manadatory HTTP error status code for the DELETE method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.1.2.3.3.3-4: Headers supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.1.2.3.3.3-5: Headers supported by the 204 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.1.2.3.3.3-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734252][bookmark: _Toc89431551][bookmark: _Toc97042359][bookmark: _Toc97045503][bookmark: _Toc97155248]8.1.5.2.2	Type: EASRegistration
Table 8.1.5.2.2-1: Definition of type EASRegistration
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	easProf
	EASProfile
	M
	1
	The profile information of the EAS. 
	

	expTime
	DateTime
	O
	0..1
	Identifies the expiration time for the EAS registration. If the expiration time is not present, then it indicates that the registration of EAS never expires.
	

	suppFeat
	SupportedFeatures
	O
	0..1
	Used to negotiate the supported optional features of the API as described in clause 7.8.
This attribute shall be provided in the HTTP POST request and in the response of successful resource creation.
	



Editor’s Note: The data model to be updated with security credentials information, based on security aspects defined by SA3.

* * * Next Change * * * *
[bookmark: _Toc97042379][bookmark: _Toc97045523][bookmark: _Toc97155268]8.2.2.2.3.1	POST
This method creates the location information subscription at the EES for continuous reporting of UE(s) location information. This method shall support the URI query parameters specified in the table 8.2.2.2.3.1-1.
Table 8.2.2.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 8.2.2.2.3.1-2 and the response data structures and response codes specified in table 8.2.2.2.3.1-3.
Table 8.2.2.2.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	LocationSubscription
	M
	1
	Create a new location information subscription.


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP POST message is FFS and to be updated based on security aspects defined by SA3

Table 8.2.2.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	LocationSubscription
	M
	1
	201 Created
	The individual location information subscription resource created successfully. The information about the confirmed subscription at the EES is provided in the response body.

The URI of the created resource shall be retruned in the “Location” HTTP header.

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.2.2.2.3.1-4: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.2.3.1-5: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location 
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/eees-uelocation/<apiVersion>/subscriptions/{subscriptionId}



Table 8.2.2.2.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734274][bookmark: _Toc89431573][bookmark: _Toc97042385][bookmark: _Toc97045529][bookmark: _Toc97155274]8.2.2.3.3.1	GET
This method retrieves the location information subscription information at EES. This method shall support the URI query parameters specified in the table 8.2.2.3.3.1-1.
Table 8.2.2.3.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP GET message is FFS and to be updated based on security aspects defined by SA3
This method shall support the request data structures specified in table 8.2.2.3.3.1-2 and the response data structures and response codes specified in table 8.2.2.3.3.1-3.
Table 8.2.2.3.3.1-2: Data structures supported by the GET Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.2.2.3.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	LocationSubscription
	M
	1
	200 OK
	The location information subscription information is returned by the EES.

	NOTE:	The manadatory HTTP error status code for the GET method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.2.2.3.3.1-4: Headers supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.3.3.1-5: Headers supported by the 200 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.3.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734275][bookmark: _Toc89431574][bookmark: _Toc97042386][bookmark: _Toc97045530][bookmark: _Toc97155275]8.2.2.3.3.2	PATCH
This method partially updates the location information subscription information at the EES. This method shall support the URI query parameters specified in the table 8.2.2.3.3.2-1.
Table 8.2.2.3.3.2-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP PATCH message is FFS and to be updated based on security aspects defined by SA3
This method shall support the request data structures specified in table 8.2.2.3.3.2-2 and the response data structures and response codes specified in table 8.2.2.3.3.2-3.
Table 8.2.2.3.3.2-2: Data structures supported by the PATCH Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	LocationSubscriptionPatch
	M
	1
	Request to partially update the individual location information subscription matching the subscriptionId at the EES.



Table 8.2.2.3.3.2-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	LocationSubscription
	M
	1
	200 OK
	The individual Location information subscription matching the subscriptionId was modified successfully and the updated Location subscription information is returned in the response.

	n/a
	
	
	204 No Content
	The individual Location information subscription matching the subscriptionId was modified successfully.

	NOTE:	The manadatory HTTP error status code for the PATCH method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.2.2.3.3.2-4: Headers supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.3.3.2-5: Headers supported by the PATCH response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.3.3.2-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734276][bookmark: _Toc89431575][bookmark: _Toc97042387][bookmark: _Toc97045531][bookmark: _Toc97155276]8.2.2.3.3.3	PUT
This method updates the location information subscription information at the EES by completely replacing the existing subscription data (except easId, ueId, groupId). This method shall support the URI query parameters specified in the table 8.2.2.3.3.3-1.
Table 8.2.2.3.3.3-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP PUT message is FFS and to be updated based on security aspects defined by SA3
This method shall support the request data structures specified in table 8.2.2.3.3.3-2 and the response data structures and response codes specified in table 8.2.2.3.3.3-3.
Table 8.2.2.3.3.3-2: Data structures supported by the PUT Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	LocationSubscription
	M
	1
	Details of individual location information subscription matching the subscriptionId to be updated at the EES.



Table 8.2.2.3.3.3-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	LocationSubscription
	M
	1
	200 OK
	The individual Location information subscription matching the subscriptionId was modified successfully and the updated Location subscription information is returned in the response.

	n/a
	
	
	204 No Content
	The individual Location information subscription matching the subscriptionId was modified successfully.

	NOTE:	The manadatory HTTP error status code for the PUT method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.2.2.3.3.3-4: Headers supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.3.3.3-5: Headers supported by the PUT response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.3.3.3-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734277][bookmark: _Toc89431576][bookmark: _Toc97042388][bookmark: _Toc97045532][bookmark: _Toc97155277]8.2.2.3.3.4	DELETE
This method removes the location information subscription information from the EES. This method shall support the URI query parameters specified in the table 8.2.2.3.3.4-1.
Table 8.2.2.3.3.4-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP DELETE message is FFS and to be updated based on security aspects defined by SA3

This method shall support the request data structures specified in table 8.2.2.3.3.4-2 and the response data structures and response codes specified in table 8.2.2.3.3.4-3.
Table 8.2.2.3.3.4-2: Data structures supported by the DELETE Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.2.2.3.3.4-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	M
	1
	204 No Content
	The individual Location information subscription matching the subscriptionId is deleted.

	NOTE:	The manadatory HTTP error status code for the DELETE method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.2.2.3.3.4-4: Headers supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.3.3.4-5: Headers supported by the DELETE response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.2.2.3.3.4-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc65839246][bookmark: _Toc85734283][bookmark: _Toc89431582][bookmark: _Toc97042394][bookmark: _Toc97045538][bookmark: _Toc97155283]8.2.3.2.2	Operation Definition
This operation shall support the request data structures and response codes and data structures specified in tables 8.2.3.2.2-1 and 8.2.3.2.2-2.
Table 8.2.3.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	LocationRequest
	M
	1
	Parameters to request to fetch the UE location information.



Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP POST message is FFS and to be updated based on security aspects defined by SA3.
Table 8.2.3.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	LocationInfo
	M
	1
	200 OK
	Upon success, the UE location information returned by the EES.

	NOTE:	The manadatory HTTP error status code for the POST method listed in the Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



* * * Next Change * * * *
[bookmark: _Toc85734313][bookmark: _Toc89431612][bookmark: _Toc97042424][bookmark: _Toc97045568][bookmark: _Toc97155313]8.3.2.2.4.2.2	Operation Definition
This operation shall support the request data structures specified in table 8.3.2.2.4.2.2-1 and the response data structure and response codes specified in table 8.3.2.2.4.2.2-2.
Table 8.3.2.2.4.2.2-1: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	UserInformation
	M
	1
	Information about the User or the UE, available at the EAS.


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP POST message is FFS and to be updated based on security aspects defined by SA3.

Table 8.3.2.2.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	Gpsi
	M
	1
	200 OK
	The UE Identifier (UE ID), returned by the Edge Enabler Server.

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



NOTE:	To protect the privacy of the user, the MSISDN can be used as GPSI only after obtaining user’s consent.

* * * Next Change * * * *
[bookmark: _Toc85734332][bookmark: _Toc89431631][bookmark: _Toc97042443][bookmark: _Toc97045587][bookmark: _Toc97155332]8.4.2.2.3.1	POST
This method creates the AC information subscription at the EES for reporting of the AC capabilities. This method shall support the URI query parameters specified in the table 8.4.2.2.3.1-1.
Table 8.4.2.2.3.1-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 8.4.2.2.3.1-2 and the response data structures and response codes specified in table 8.4.2.2.3.1-3.
Table 8.4.2.2.3.1-2: Data structures supported by the POST Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	ACInfoSubscription
	M
	1
	Create a new AC information subscription.


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP POST message is FFS and to be updated based on security aspects defined by SA3

Table 8.4.2.2.3.1-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ACInfoSubscription
	M
	1
	201 Created
	The individual AC information subscription resource created successfully. The information about the confirmed subscription at the EES is provided in the response body.

The URI of the created resource shall be retruned in the “Location” HTTP header.

	NOTE:	The manadatory HTTP error status code for the POST method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.4.2.2.3.1-4: Headers supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.4.2.2.3.1-5: Headers supported by the 201 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location 
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/eees-appclientinformation/<apiVersion>/subscriptions/{subscriptionId}



Table 8.4.2.2.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734338][bookmark: _Toc89431637][bookmark: _Toc97042449][bookmark: _Toc97045593][bookmark: _Toc97155338]8.4.2.3.3.1	GET
This method retrieves the AC information subscription information at EES. This method shall support the URI query parameters specified in the table 8.4.2.3.3.1-1.
Table 8.4.2.3.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP GET message is FFS and to be updated based on security aspects defined by SA3
This method shall support the request data structures specified in table 8.4.2.3.3.1-2 and the response data structures and response codes specified in table 8.4.2.3.3.1-3.
Table 8.4.2.3.3.1-2: Data structures supported by the GET Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.4.2.3.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ACInfoSubscription
	M
	1
	200 OK
	The AC information subscription information is returned by the EES.

	NOTE:	The manadatory HTTP error status code for the GET method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.4.2.3.3.1-4: Headers supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.4.2.3.3.1-5: Headers supported by the 200 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.4.2.3.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734339][bookmark: _Toc89431638][bookmark: _Toc97042450][bookmark: _Toc97045594][bookmark: _Toc97155339]8.4.2.3.3.2	PATCH
This method partially updates the individual AC information subscription information at the EES. This method shall support the URI query parameters specified in the table 8.4.2.3.3.2-1.
Table 8.4.2.3.3.2-1: URI query parameters supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP PATCH message is FFS and to be updated based on security aspects defined by SA3
This method shall support the request data structures specified in table 8.4.2.3.3.2-2 and the response data structures and response codes specified in table 8.4.2.3.3.2-3.
Table 8.4.2.3.3.2-2: Data structures supported by the PATCH Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	ACInfoSubscriptionPatch
	M
	1
	Request to partially update the individual AC information subscription matching the subscriptionId at the EES.



Table 8.4.2.3.3.2-3: Data structures supported by the PATCH Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ACInfoSubscription
	M
	1
	200 OK
	The individual AC information subscription matching the subscriptionId was modified successfully and the updated AC information subscription information is returned in the response.

	n/a
	
	
	204 No Content
	The individual AC information subscription matching the subscriptionId was modified successfully.

	NOTE:	The manadatory HTTP error status code for the PATCH method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.4.2.3.3.2-4: Headers supported by the PATCH method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.4.2.3.3.2-5: Headers supported by the PATCH response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.4.2.3.3.2-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734340][bookmark: _Toc89431639][bookmark: _Toc97042451][bookmark: _Toc97045595][bookmark: _Toc97155340]8.4.2.3.3.3	PUT
This method updates the AC information subscription information at the EES by completely replacing the existing subscription data (except easId). This method shall support the URI query parameters specified in the table 8.4.2.3.3.3-1.
Table 8.4.2.3.3.3-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP PUT message is FFS and to be updated based on security aspects defined by SA3
This method shall support the request data structures specified in table 8.4.2.3.3.3-2 and the response data structures and response codes specified in table 8.4.2.3.3.3-3.
Table 8.4.2.3.3.3-2: Data structures supported by the PUT Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	ACInfoSubscription
	M
	1
	Details of individual AC information subscription matching the subscriptionId to be updated at the EES.



Table 8.4.2.3.3.3-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ACInfoSubscription
	M
	1
	200 OK
	The individual AC information subscription matching the subscriptionId was modified successfully and the updated AC subscription information is returned in the response.

	n/a
	
	
	204 No Content
	The individual AC information subscription matching the subscriptionId was modified successfully.

	NOTE:	The manadatory HTTP error status code for the PUT method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.4.2.3.3.3-4: Headers supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.4.2.3.3.3-5: Headers supported by the PUT response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.4.2.3.3.3-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734341][bookmark: _Toc89431640][bookmark: _Toc97042452][bookmark: _Toc97045596][bookmark: _Toc97155341]8.4.2.3.3.4	DELETE
This method removes the AC information subscription information from the EES. This method shall support the URI query parameters specified in the table 8.4.2.3.3.4-1.
Table 8.4.2.3.3.4-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP DELETE message is FFS and to be updated based on security aspects defined by SA3
This method shall support the request data structures specified in table 8.4.2.3.3.4-2 and the response data structures and response codes specified in table 8.4.2.3.3.4-3.
Table 8.4.2.3.3.4-2: Data structures supported by the DELETE Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.4.2.3.3.4-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	M
	1
	204 No Content
	The individual AC information subscription matching the subscriptionId is deleted.

	NOTE:	The manadatory HTTP error status code for the DELETE method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.4.2.3.3.4-4: Headers supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.4.2.3.3.4-5: Headers supported by the DELETE response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.4.2.3.3.4-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc65839231][bookmark: _Toc85734364][bookmark: _Toc89431663][bookmark: _Toc97042475][bookmark: _Toc97045619][bookmark: _Toc97155364]8.5.2.1	Overview


Figure 8.5.2.1-1: Resource URI structure of the Eees_SessionWithQoS API
Table 8.5.2.1-1 provides an overview of the resources and applicable HTTP methods.
Table 8.5.2.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	Sessions with QoS
	/sessions
	POST
	Create a new individual Session with QoS

	
	
	GET
	Read all subscription resources for given EAS.

	Individual Session with QoS
	/sessions/{sessionId}
	PUT
	Fully replace an existing Individual Session with QoS resource identified by a sessionId.

	
	
	PATCH
	Partial update an existing Individual Session with QoS resource identified by a sessionId

	
	
	DELETE
	Remove an Individual Session with QoS resource identified by a sessionId.

	
	
	GET
	Read a subscription resource for a sessionId.



Editor’s Note: Details of how the EAS security credentials are submitted in various HTTP messages is FFS and to be updated based on security aspects defined by SA3.

* * * Next Change * * * *
[bookmark: _Toc85734370][bookmark: _Toc89431669][bookmark: _Toc97042481][bookmark: _Toc97045625][bookmark: _Toc97155370]8.5.2.2.3.2	GET
The GET method allows to read all active subscriptions for a given EAS. The EAS shall initiate the HTTP GET request message and the EES shall respond to the message. This method shall support the URI query parameters specified in table 8.5.2.2.3.2-1.
Table 8.5.2.2.3.2-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	eas-id
	string
	M
	1
	Identifier of the EAS which querying the status of subscriptions.


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP GET message is FFS and to be updated based on security aspects defined by SA3.

This method shall support the request data structures specified in table 8.5.2.2.3.2-2 and the response data structures and response codes specified in table 8.5.2.2.3.2-3.
Table 8.5.2.2.3.2-2: Data structures supported by the GET Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.5.2.2.3.2-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	array(SessionWithQoS)
	M
	1..N
	200 OK
	The subscription information related to the request URI is returned.

	NOTE:	The manadatory HTTP error status code for the GET method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.5.2.2.3.2-4: Headers supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.5.2.2.3.2-5: Headers supported by the GET response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.5.2.2.3.2-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734377][bookmark: _Toc89431676][bookmark: _Toc97042488][bookmark: _Toc97045632][bookmark: _Toc97155377]8.5.2.3.3.2	PUT
This method requests modification of QoS of the data session between AC and EAS and may modify the subscription of the event monitoring by subscribing to new events or removing subscriptions to existing events at the Edge Enabler Server for receiving the user plane event notification of the session information. This method shall support the URI query parameters specified in the table 8.5.2.3.3.2-1.
Table 8.5.2.3.3.2-1: URI query parameters supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP PUT message is FFS and to be updated based on security aspects defined by SA3.
This method shall support the request data structures specified in table 8.5.2.3.3.2-2 and the response data structures and response codes specified in table 8.5.2.3.3.2-3.
Table 8.5.2.3.3.2-2: Data structures supported by the PUT Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	SessionWithQoS
	M
	1
	Parameters to create a subscription for a session with required QoS for the service requirement.



Table 8.5.2.3.3.2-3: Data structures supported by the PUT Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SessionWithQoS
	M
	1
	200 OK
	The individual Session with QoS is successfully modified and the updated session with QoS context information is returned in the response.

	n/a
	
	
	204 No Content
	The individual Session with QoS is successfully modified.

	NOTE:	The manadatory HTTP error status code for the PUT method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.5.2.3.3.2-4: Headers supported by the PUT method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.5.2.3.3.2-5: Headers supported by the PUT response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.5.2.3.3.2-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734378][bookmark: _Toc89431677][bookmark: _Toc97042489][bookmark: _Toc97045633][bookmark: _Toc97155378]8.5.2.3.3.3	DELETE
This method revokes the data session between AC and EAS with a specific QoS and unsubscribes to the related session with user plane event notification. This method shall support the URI query parameters specified in table 8.5.2.3.3.3-1.
Table 8.5.2.3.3.3-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP DELETE message is FFS and to be updated based on security aspects defined by SA3.
This method shall support the request data structures specified in table 8.5.2.3.3.3-2 and the response data structures and response codes specified in table 8.5.2.3.3.3-3.
Table 8.5.2.3.3.3-2: Data structures supported by the DELETE Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.5.2.3.3.3-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	M
	1
	204 No Content
	The individual Session with QoS resource matching the sessionId is successfully deleted.

	NOTE:	The manadatory HTTP error status code for the DELETE method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.5.2.3.3.3-4: Headers supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.5.2.3.3.3-5: Headers supported by the DELETE response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.5.2.3.3.3-6: Links supported by the 204 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734379][bookmark: _Toc89431678][bookmark: _Toc97042490][bookmark: _Toc97045634][bookmark: _Toc97155379]8.5.2.3.3.4	GET
The GET method allows to read a subscription. The EAS shall initiate the HTTP GET request message and the EES shall respond to the message. This method shall support the URI query parameters specified in table 8.5.2.3.3.4-1.
Table 8.5.2.3.3.4-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP GET message is FFS and to be updated based on security aspects defined by SA3.
This method shall support the request data structures specified in table 8.5.2.3.3.4-2 and the response data structures and response codes specified in table 8.5.2.3.3.4-3.
Table 8.5.2.3.3.4-2: Data structures supported by the GET Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.5.2.3.3.4-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	SessionWithQoS
	M
	1
	200 OK
	The subscription information related to the request URI is returned.

	NOTE:	The manadatory HTTP error status code for the GET method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.5.2.3.3.4-4: Headers supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.5.2.3.3.4-5: Headers supported by the GET response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.5.2.3.3.4-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734405][bookmark: _Toc89431704][bookmark: _Toc97042516][bookmark: _Toc97045660][bookmark: _Toc97155405]8.6.2.2.3.1	GET
This method allows an S-EAS or an S-EES to discover the T-EAS profiles and information as specified in 3GPP TS 23.558 [2], from the EES based on a set of discovery filters. This method shall support the URI query parameters specified in table 8.6.2.2.3.1-1.
Table 8.6.2.2.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	requestor-id
	RequestorId
	M
	1
	Contains the identifier of the requestor (e.g. EES ID).

	ue-id
	Gpsi
	O
	
	Contains the identifier of the UE in the form of a GPSI.

	t-eas-disc-filters
	TEasDiscFilters
	O
	
	Set of filters to determine the required T-EASs. 

	ue-location 
	LocationInfo
	O
	
	The location information of the UE.

	target-dnai
	Dnai
	O
	
	Target DNAI information which can be associated with the potential T-EAS(s).
(NOTE)

	NOTE:	This query parameter shall not be included when the T-EAS discovery request is originated from an EES.



Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP GET message is FFS and to be updated based on security aspects defined by SA3.
Editor’s Note: The complete list of possible query parameters and whether they are standalone or conveyed via a single data type is FFS.
Editor’s Note: Whether the TEasDiscFilter data type is used or another data type is used is FFS.
The default logical relationship among the query parameters is logical "AND", i.e. all the provided query parameters shall be matched.
This method shall support the request data structures specified in table 8.6.2.2.3.1-2 and the response data structures and response codes specified in table 8.6.2.2.3.1-3.
Table 8.6.2.2.3.1-2: Data structures supported by the GET Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	




Table 8.6.2.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	TEasDiscResult
	M
	1
	200 OK
	Successful case. The response body contains the result of the discovery with a list of matching T-EAS(s).

	NOTE:	The manadatory HTTP error status code for the GET method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Editor’s Note: Error cases and the associated error responses are FFS.

Table 8.6.2.2.3.1-4: Headers supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Editor’s Note: Whether a Cache-Control header is needed or not is FFS.
Table 8.6.2.2.3.1-5: Headers supported by the 200 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 8.6.2.2.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734447][bookmark: _Toc89431746][bookmark: _Toc97042558][bookmark: _Toc97045702][bookmark: _Toc97155447]8.7.5.2.2	Type: AcrMgntEventsSubscription
Table 8.7.5.2.2-1: Definition of type AcrMgntEventsSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	self
	Uri
	C
	0..1
	Link to the "Individual ACR Management Events Subscription" resource. 
Shall only be present in the HTTP GET response on the "ACR Management Events Subscriptions" resource.
	

	easId
	string
	M
	1
	Identifier of an EAS.
	

	tgtUeId
	TargetUeIdentification
	M
	1
	Identifies the UE identification.
	

	eventSubscs
	array(AcrMgntEventSubsc)
	M
	1..N
	Indicates the subscribed ACR management events.
	

	evtReq
	ReportingInformation
	O
	0..1
	Indicates the event reporting information.
	

	notificationDestination
	Uri
	M
	1
	URI where the event notification shall be delivered to. 
	

	dnaiChgType
	DnaiChangeType
	O
	0..1
	Identifies a type of notification regarding UP path management event.
Applicable when the "event" attribute within the AcrMgntEventSubsc data type is "UP_PATH_CHG".
	

	easAckInd
	boolean
	O
	0..1
	Identifies whether the EAS acknowledgement for UP path change event notification is expected.
Set to "true" if the EAS acknowledge is expected. 
Default value is "false".
	

	eventReports
	array(AcrMgntEventReport)
	C
	1..N
	Represents ACR management event report(s).
Shall be present in the HTTP POST response if the immediate reporting indication in the "immRep" attribute within the "evtReq" attribute sets to true in the event subscription, and the reports are available.
May be present in the HTTP PUT or PATCH response when the reports are available.
	

	easChars
	array(EasCharacteristics)
	O
	1..N
	Represents a list of EAS characteristics.
Applicable when the "event" attribute within the AcrMgntEventSubsc data type is "ACR_MONITORING" or "ACR_FACILITATION".
	

	failEventReports
	array(FailureAcrMgntEventInfo)
	O
	1..N
	Represents the event(s) for which the subscription is not successful including the failure reason(s). 
	

	requestTestNotification
	boolean
	O
	0..1
	Set to true by the EAS to request the EES to send a test notification as defined in 3GPP TS 29.122 [6]. Set to false or omitted otherwise.
	Notification_test_event

	websockNotifConfig
	WebsockNotifConfig
	O
	0..1
	Configuration parameters to set up notification delivery over Websocket protocol as defined in 3GPP TS 29.122 [6].
	Notification_websocket

	suppFeat
	SupportedFeatures
	C
	0..1
	Represents a list of Supported features used as described in clause 8.w.7. 
Shall be present in the HTTP POST request/response; or in the HTTP GET response if the "supp-feat" attribute query parameter is included in the HTTP GET request.
	



Editor’s Note:	It's FFS to define the security credentials as described in 3GPP TS 29.558.
Editor’s Note:	It’s FFS that whether the "evtReq" attribute is applicable or not for the UP path change event, since the TrafficInfluence API as defined in 3GPP TS 29.522 does not support the event reporting information yet.

* * * Next Change * * * *
[bookmark: _Toc85734467][bookmark: _Toc89431766][bookmark: _Toc97042578][bookmark: _Toc97045722][bookmark: _Toc97155467]8.8.3.2.2	Operation Definition
This operation shall support the response data structures and response codes specified in tables 8.8.3.2.2-1 and 8.8.3.2.2-2.
Table 8.8.3.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	SelectedEAS
	M
	1
	Selected T-EAS information.


Editor’s Note: Details of how the EAS security credentials are submitted in the HTTP POST message is FFS and to be updated based on security aspects defined by SA3
Table 8.8.3.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	The declaration to T-EAS information has been processed successfully.

	NOTE:	The mandatory HTTP error status code for the POST method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



* * * Next Change * * * *
[bookmark: _Toc510696613][bookmark: _Toc35971404][bookmark: _Toc94194934][bookmark: _Toc97042621][bookmark: _Toc97045765][bookmark: _Toc97155510]8.10.3.2.3.1	GET
The GET method allows a service consumer to retrieve all the active ACT Status Subscriptions managed by the EES.This method shall support the URI query parameters specified in table 8.10.3.2.3.1-1.
Table 8.10.3.2.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



Editor’s Note: Details of how the security credentials are conveyed in the HTTP GET request message are FFS and pending requirements from SA3.
This method shall support the request data structures specified in table 8.10.3.2.3.1-2 and the response data structures and response codes specified in table 8.10.3.2.3.1-3.
Table 8.10.3.2.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.10.3.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	array(ACTStatusSubsc)
	M
	1..N
	200 OK
	Successful case. All the active ACT Status Subscriptions managed by the EES are returned.

	n/a
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing an alternative URI of the resource located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].

	n/a
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing an alternative URI of the resource located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].

	NOTE:	The manadatory HTTP error status code for the HTTP GET method listed in table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.10.3.2.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative EES.



Table 8.10.3.2.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative EES.



* * * Next Change * * * *
[bookmark: _Toc94194935][bookmark: _Toc97042622][bookmark: _Toc97045766][bookmark: _Toc97155511]8.10.3.2.3.2	POST
The POST method allows a service consumer (i.e. T-EAS) to request the creation of a subscription to ACT status reporting at the EES (i.e. T-EES). This method shall support the URI query parameters specified in table 8.10.3.2.3.2-1.
Table 8.10.3.2.3.2-1: URI query parameters supported by the POST method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



Editor’s Note: Details of how the security credentials are conveyed in the HTTP POST request message are FFS and pending requirements from SA3.
This method shall support the request data structures specified in table 8.10.3.2.3.2-2 and the response data structures and response codes specified in table 8.10.3.2.3.2-3.
Table 8.10.3.2.3.2-2: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ACTStatusSubsc
	M
	1
	Represents the parameters to request the creation of a subscription to ACT status reporting.



Table 8.10.3.2.3.2-3: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ACTStatusSubsc
	M
	1
	201 Created
	Successful case. The subscription is successfully created and a representation of the created Individual ACT Status Subscription resource is returned.

An HTTP "Location" header that contains the resource URI of the created Individual ACT Status Subscription resource shall also be included.

	NOTE:	The manadatory HTTP error status code for the HTTP POST method listed in table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.10.3.2.3.2-4: Headers supported by the 201 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	Contains the URI of the newly created resource, according to the structure: {apiRoot}/eees-eel-act/<apiVersion>/subscriptions/{subscriptionId}



[bookmark: _Toc94194941][bookmark: _Toc97042628][bookmark: _Toc97045772][bookmark: _Toc97155517]8.10.3.3.3.1	GET
The GET method allows a service consumer to retrieve an ACT status subscription identified by the subscription identifier included in the request URI (i.e. within the "/{subscriptionId}" path segment).This method shall support the URI query parameters specified in table 8.10.3.3.3.1-1.
Table 8.10.3.3.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description
	Applicability

	n/a
	
	
	
	
	



Editor’s Note: Details of how the security credentials are conveyed in the HTTP GET request message are FFS and pending requirements from SA3.
This method shall support the request data structures specified in table 8.10.3.3.3.1-2 and the response data structures and response codes specified in table 8.10.3.3.3.1-3.
Table 8.10.3.3.3.1-2: Data structures supported by the GET Request Body on this resource
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	



Table 8.10.3.3.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ACTStatusSubsc
	M
	1
	200 OK
	Successful case. The requested Individual ACT Status Subscription resource is returned.

	n/a
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing an alternative URI of the resource located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].

	n/a
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing an alternative URI of the resource located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].

	NOTE:	The manadatory HTTP error status code for the HTTP GET method listed in table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.10.3.3.3.1-4: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative EES.



Table 8.10.3.3.3.1-5: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative URI of the resource located in an alternative EES.



* * * Next Change * * * *
[bookmark: _Toc94194879][bookmark: _Toc97042634][bookmark: _Toc97045778][bookmark: _Toc97155523]8.10.4.2.2	Operation Definition
This operation shall support the request data structures and the response data structures and response codes specified in tables 8.10.4.2.2-1 and 8.10.4.2.2-2.
Table 8.10.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	EELACRReq
	M
	1
	Parameters to request the EES (i.e. S-EES) to handle all the operations of an ACR.



Editor’s Note: Details of how the EAS security credentials are conveyed in the HTTP POST request message are FFS and pending requirements from SA3.
Table 8.10.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	EELACRResp
	M
	1
	200 OK
	The requested EEL Managed ACR initiation was successfully received and processed.

The response body contains the feedback of the EES.

	n/a
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing an alternative target URI located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].

	n/a
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing an alternative target URI located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6]

	NOTE:	The manadatory HTTP error status code for the HTTP POST method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.10.4.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative target URI located in an alternative EES.



Table 8.10.4.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative target URI located in an alternative EES.



* * * Next Change * * * *
[bookmark: _Toc97042669][bookmark: _Toc97045813][bookmark: _Toc97155558]8.11.4.2.2	Operation Definition
This operation shall support the request data structures and the response data structures and response codes specified in tables 8.11.4.2.2-1 and 8.11.4.2.2-2.
Table 8.11.4.2.2-1: Data structures supported by the POST Request Body on this resource
	Data type
	P
	Cardinality
	Description

	ACRUpdateData
	M
	1
	Parameters to update the information related to ACR (e.g. indicate the status of ACT, update the notification target address).



Editor’s Note: Details of how the security credentials are conveyed in the HTTP POST request message are FFS and pending requirements from SA3.
Table 8.11.4.2.2-2: Data structures supported by the POST Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ACRDataStatus
	M
	1
	200 OK
	The communicated ACR update information was successfully received.

The response body contains the feedback of the EES.

	n/a
	
	
	307 Temporary Redirect
	Temporary redirection. The response shall include a Location header field containing an alternative target URI located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6].

	n/a
	
	
	308 Permanent Redirect
	Permanent redirection. The response shall include a Location header field containing an alternative target URI located in an alternative EES.
Redirection handling is described in clause 5.2.10 of 3GPP TS 29.122 [6]

	NOTE:	The manadatory HTTP error status code for the HTTP POST method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 8.11.4.2.2-3: Headers supported by the 307 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative target URI located in an alternative EES.



Table 8.11.4.2.2-4: Headers supported by the 308 Response Code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	Location
	string
	M
	1
	An alternative target URI located in an alternative EES.



* * * Next Change * * * *
[bookmark: _Toc85734530][bookmark: _Toc89431829][bookmark: _Toc97042743][bookmark: _Toc97045887][bookmark: _Toc97155632]9.1.2.3.3.3	DELETE
This method deregisters an EES registration from the ECS. This method shall support the URI query parameters specified in the table 9.1.2.3.3.3-1. 
Table 9.1.2.3.3.3-1: URI query parameters supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



This method shall support the request data structures specified in table 9.1.2.3.3.3-2 and the response data structures and response codes specified in table 9.1.2.3.3.3-3.
Table 9.1.2.3.3.3-2: Data structures supported by the DELETE Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	


Editor’s Note: Details of how the EES security credentials are submitted in the HTTP DELETE message is FFS and to be updated based on security aspects defined by SA3.
Table 9.1.2.3.3.3-3: Data structures supported by the DELETE Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	n/a
	
	
	204 No Content
	The individual EES registration information matching the registrationId is deleted.

	NOTE:	The manadatory HTTP error status code for the DELETE method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 9.1.2.3.3.3-4: Headers supported by the DELETE method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 9.1.2.3.3.3-5: Headers supported by the 204 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 9.1.2.3.3.3-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734539][bookmark: _Toc89431838][bookmark: _Toc97042752][bookmark: _Toc97045896][bookmark: _Toc97155641]9.1.5.2.2	Type: EESRegistration
Table 9.1.5.2.2-1: Definition of type EESRegistration
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eesProf
	EESProfile
	M
	1
	The profile information of the EES. 
	

	expTime
	DateTime
	O
	0..1
	Identifies the expiration time for the EES registration. If the expiration time is not present, then it indicates that the registration of EES never expires.
	

	suppFeat
	SupportedFeatures
	O
	0..1
	Used to negotiate the supported optional features of the API as described in clause 7.8.
This attribute shall be provided in the HTTP POST request and in the response of successful resource creation.
	



Editor’s Note: The data model to be updated with security credentials information, based on security aspects defined by SA3.

* * * Next Change * * * *
[bookmark: _Toc85734559][bookmark: _Toc89431858][bookmark: _Toc97042772][bookmark: _Toc97045916][bookmark: _Toc97155661]9.2.2.2.3.1	GET
This method allows the S-EES to fetch the T-EES information as specified in 3GPP TS 23.558 [2], from the ECS with a given discovery filters. This method shall support the URI query parameters specified in table 9.2.2.2.3.1-1.
Table 9.2.2.2.3.1-1: URI query parameters supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	ees-id
	string
	M
	1
	Unique identifier of the S-EES.

	eas-id
	string
	M
	1
	Unique identifier of the S-EAS.

	target-dnai
	Dnai
	O
	0..1
	The DNAI information associated with the potential T-EES(s) and/or T-EAS(s).

	ue-id
	Gpsi
	O
	0..1
	Identifier of the UE.

	ue-location
	LocationArea5G
	O
	0..1
	The location information of the UE.


Editor’s Note: Details of how the EES security credentials are submitted in the HTTP GET message is FFS and to be updated based on security aspects defined by SA3.

NOTE:	To protect the privacy of the user, the MSISDN can be used as GPSI only after obtaining user’s consent.
This method shall support the request data structures specified in table 9.2.2.2.3.1-2 and the response data structures and response codes specified in table 9.2.2.2.3.1-3.
Table 9.2.2.2.3.1-2: Data structures supported by the GET Request Body on this resource 
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	


Table 9.2.2.2.3.1-3: Data structures supported by the GET Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	ECSServProvResp
	M
	1
	200 OK
	The EDN configuration and the T-EES information determined by the ECS based on the query parameters.

	NOTE:	The mandatory HTTP error status code for the GET method listed in Table 5.2.6-1 of 3GPP TS 29.122 [6] also apply.



Table 9.2.2.2.3.1-4: Headers supported by the GET method on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 9.2.2.2.3.1-5: Headers supported by the 200 response code on this resource
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	



Table 9.2.2.2.3.1-6: Links supported by the 200 Response Code on this endpoint
	Name
	Resource name
	HTTP method or custom operation
	Link parameter(s)
	Description

	n/a
	
	
	
	



* * * Next Change * * * *
[bookmark: _Toc85734606][bookmark: _Toc89431905][bookmark: _Toc97042821][bookmark: _Toc97045965][bookmark: _Toc97155710]11	Security
This clause will provide the security aspects.
The authentication and authorization between EES and ECS shall be as specified in 3GPP TS 33.558 [r33558].
The authentication and authorization in EES capability exposure shall be as specified in 3GPP TS 33.558 [r33558]. When CAPIF is used, the aspects specified in clause 10 shall be used.
The security credentials to be used for verification and authorization of various API requests from EAS and EES shall be as specified in 3GPP TS 33.558 [r33558].
* * * End of Changes * * * *
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