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	Reason for change:
	Due to the security reasons SA3 specified within the eCryptPr work item the usage of the latest IETF RFCs for ICE:
· RFC 8445 and RFC 8839 are used instead of obsoleted RFC 5245;
RFC 5245 specified ICE procedures, and the SDP offer/answer specific details.
However, IETF decided to make the ICE procedures independent of the signaling protocol and therefore RFC 8445 specifies procedures that are common to all usages of ICE while RFC 8839 specifies how the ICE candidate exchange is used within SDP offer/answer exchange.

The same change is needed in this specification.

RFC 8445, changes from RFC 5245:
-	Aggressive nomination removed.
-	The procedures for calculating candidate pair states and scheduling connectivity checks modified.
-	Procedures for calculation of Ta and RTO modified.
-	Active checklist and Frozen checklist definitions removed.
-	’ice2’ ICE option added.
-	IPv6 considerations modified.
-	Usage with no-op for keepalives, and keepalives with non-ICE peers, removed.
However, these changes do not impact the current text in TS 29.213.

RFC 8839, changes from RFC 5245:
-	SDP offer/answer realization and usage of 'ice2' option specified.
-	Definition and usage of SDP "ice-pacing" attribute.
-	Explicit text that an ICE agent must not generate candidates with FQDNs, and must discard such candidates if received from the peer agent.
-	Relax requirement to include SDP "rtcp" attribute.
-	Generic clarifications of SDP offer/answer procedures.
-	ICE mismatch is now optional, and an agent has an option to not trigger mismatch and instead treat the default candidate as an additional candidate.
-	FQDNs and "0.0.0.0"/"::" IP addresses with port "9" default candidates do not trigger ICE mismatch.
However, these changes do not impact the current text in TS 29.213.
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*** First Change ***
[bookmark: _Toc28000049][bookmark: _Toc36035982][bookmark: _Toc44588399][bookmark: _Toc44588683][bookmark: _Toc45131879][bookmark: _Toc83112888]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication and/or edition number or version number) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.
[2]	3GPP TS 23.203: “Policy Control and charging architecture”.
[3]	3GPP TS 23.060: “General Packet Radio Service (GPRS); Service description; Stage 2”.
[4]	3GPP TS 23.107: “Quality of Service (QoS) concept and architecture”.
[5]	3GPP TS 24.229: “IP Multimedia Call Control Protocol based on SIP and SDP; Stage 3”.
[6]	3GPP TS 26.234: “End-to-end transparent streaming service; Protocols and codecs”.
[7]	Void.
[8]	Void
[9]	3GPP TS 29.212: “Policy and Charging Control (PCC); Reference points”.
[10]	3GPP TS 29.214: “Policy and Charging Control over Rx reference point”.
[11]	IETF RFC 2327: “SDP: Session Description Protocol”.
[12]	IETF RFC 3264: “An Offer/Answer model with the Session Description Protocol (SDP)”.
[13]	IETF RFC 3556: “Session Description Protocol (SDP) Bandwidth Modifiers for RTP Control Protocol (RTCP) Bandwidth”.
[14]	Void.
[bookmark: _Hlk94799611][15]	Void.IETF RFC 5245: “Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal for Offer/Answer Protocols”.
[16]	IETF RFC 4145: “TCP-Based Media Transport in the Session Description Protocol (SDP)”.
[17]	IETF RFC 4975: “The Message Session Relay Protocol (MSRP)”.
[18]	3GPP2 C.S0046-0 v1.0: “3G Multimedia Streaming Services”.
[19]	3GPP2 C.S0055-A v1.0: “Packet Switched Video Telephony Services (PSVT/MCS)”.
[20]	Void
[21]	3GPP TS 23.402: “Architecture Enhancements for non-3GPP accesses”.
[22]	3GPP TS 29.215: “Policy and Charging Control over S9 reference point”.
[23]	IETF RFC 3890: “A Transport Independent Bandwidth Modifier for the Session Description Protocol (SDP) “.
[24]	3GPP TS 24.292: “IP Multimedia (IM) Core Network (CN) subsystem Centralized Services (ICS); Stage 3”.
[27]	3GPP TS 23.216: “Single Radio Voice Call Continuity (SRVCC); Stage 2”.
[28]	3GPP TS 29.219: “Policy and Charging Control over Sy reference point”.
[29]	3GPP TS 26.114: “IP Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and interaction”
[30]	3GPP TS 26.247: “Transparent end-to-end Packet-switched Streaming Service (PSS) Progressive Download and Dynamic Adaptive Streaming over HTTP (3GP-DASH) “.
[31]	Void.
[32]	Broadband Forum WT-134: “Policy Control Framework” (work in progress).
[33]	IETF RFC 7683: "Diameter Overload Indication Conveyance".
[34]	3GPP TS 23.468: "Group Services and System Aspects; Group Communication System Enablers for LTE (GCSE LTE).
[35]	3GPP TS 23.380: "IMS Restoration Procedures".
[36]	3GPP TS 29.217: “Policy and Charging Control: Congestion Reporting over Np reference point”.
[37]	3GPP TS 23.003: "Numbering, addressing and identification".
[38]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[39]	IETF RFC 5761: "Multiplexing RTP Data and Control Packets on a Single Port".
[40]	IETF RFC 7944: "Diameter Routing Message Priority".
[bookmark: _Hlk434574183][51]	3GPP TS 23.335: "User Data Convergence (UDC); Technical realization and information flows; Stage 2".
[52]	3GPP TS 29.335: "User Data Convergence (UDC); User Data Repository Access Protocol over the Ud interface; Stage 3".
[53]	3GPP TS 29.201: "Representational State Transfer (REST) reference point between Application Function (AF) and Protocol Converter (PC)".
[54]	3GPP TS 29.155: "Traffic Steering Control; Representational State Transfer (REST) over St reference point".
[55]	3GPP TS 32.240: "Telecommunication management; Charging management; Charging architecture and principles".
[56]	3GPP TS 29.154: "Service Capability Exposure Function over Nt reference point".
[57]	Void.
[58]	3GPP TS 22.153: "Multimedia Priority Service".
[59]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[60]	IETF RFC 8583: "Diameter Load Information Conveyance".
[61]	IETF RFC 6733: "Diameter Base Protocol".
[62]	3GPP TS 29.250: "Nu reference point between SCEF and PFDF for sponsored data connectivity".
[63]	3GPP TS 29.251: "Gw and Gwn reference points for sponsored data connectivity".
[64]	3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
[65]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane of EPC Nodes; Stage 3".
[66]	3GPP TS 23.221: "Architectural requirements".
[bookmark: _Hlk94817023][nb1]	IETF RFC 8445: "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal".
[nb2]	IETF RFC 8839: "Session Description Protocol (SDP) Offer/Answer Procedures for Interactive Connectivity Establishment (ICE)".

*** Next Change ***
[bookmark: _Toc28000207][bookmark: _Toc36036140][bookmark: _Toc44588557][bookmark: _Toc44588841][bookmark: _Toc45132037][bookmark: _Toc83113046]C.1	Support for media traversal of NATs using ICE
[bookmark: _Hlk94819755]The IMS calls out procedures for NAT traversal for media and signallingvailabili within IMS. One of the methods supported by IMS for media traversal of NATs is a UE controlled NAT traversal solution based on the IETF Interactive Connectivity Establishment (ICE) protocol, IETF RFC 8445 [nb1]IETF RFC 5245 [15]. When a UE uses the ICE protocol for media traversal of NATs, additional enhancements to the existing PCC procedures are necessary to allow for proper ICE operation.
This annex presents a set of rules that PCC network elements use to build flow descriptors, identify the proper UE IP addresses used by the PCRF for session and bearer binding, and gating control when the ICE procedures are invoked by the UE.
In order for the ICE procedures to work a static, preconfigured PCC rule needs to be in place at the PCEF which allows the UE to perform STUN binding requests prior to offering or answering an SDP.
NOTE 1:	Predefined PCC rules can be created to allow the UE to communicate with the STUN relay much in the same way the UE is allowed to communicate with the IMS network for session management.
NOTE 2:	Given that a STUN relay is a forwarding server under the direction of the UE, necessary precaution needs to be taken by the operator in how it chooses to craft these rules. It is recommended that such predefined rules only guarantee the minimal amount of bandwidth necessary to accomplish the necessary UE to STUN relay communication. Such an approach helps reduce the resources required to support NAT traversal mechanisms. Finally, such an approach allows the preconfigured rule to be over-ridden by dynamic rules which allow for the necessary bandwidth needed by the session.
NOTE 3:	The dynamic PCC rule will need to differentiate between different media traffic between UE and STUN relay (e.g. voice vs. video), which can be identified by the different ports assigned by the residential NAT. Session bindings need to take into account that the relevant terminal IP address may be contained within the ICE candidates contained in the session description, rather than in the normal media description.
NOTE 4:	It is assumed that the NAT device is located between the UE and the PCEF. NAT traversal outside of IMS in FBI services is considered FFS in the current 3GPP stage 2 specifications.
NOTE 5:	When a NAT device is located between the UE and the PCEF, it is assumed that the IP CAN session signalling will contain the IP address assigned by the residential NAT, rather than the UE IP address.
NOTE 6:	It is assumed that NAT devices that assign multiple IP addresses for the UE are outside the scope of release 7.
NOTE 7:	In this release, only one IP address per subscription is supported by session binding at the PCRF. Multiple Ues behind a NAT will use the same IP CAN session and IP address.

*** Next Change ***
[bookmark: _Toc28000209][bookmark: _Toc36036142][bookmark: _Toc44588559][bookmark: _Toc44588843][bookmark: _Toc45132039][bookmark: _Toc83113048]C.2.1	General
[bookmark: _Hlk94798235]The procedures in clause C.2 are only invoked in the case where the local UE (uplink SDP) has utilized the ICE protocol for media traversal of NATs. The P-CSCF can determine this by inspecting the UE provided SDP (uplink) for the "“a=candidate"” attribute(s). If such attributes are present this is an indication that the UE has invoked the ICE procedures as defined in IETF RFC 8445 [nb1] and IETF RFC 8839 [nb2]IETF RFC 5245 [15] for media traversal of NATs and the P-CSCF shall follow the requirements in clause C.2.

*** Next Change ***
[bookmark: _Toc28000216][bookmark: _Toc36036149][bookmark: _Toc44588566][bookmark: _Toc44588850][bookmark: _Toc45132046][bookmark: _Toc83113055]C.3.2	Deriving additional flow descriptions
The PCRF may need to develop additional flow descriptions (beyond those provided by the P-CSCF) for a media component based on additional candidate addresses present in the SDP offer/answer exchange. The PCRF shall follow the procedures defined in IETF RFC 8445 [nb1] and IETF RFC 8839 [nb2]IETF RFC 5245 [15] for forming candidate pairs based on the data contained within the received cCodec-dData AVP. For each candidate pair created based on the ICE procedures and not already present in the received flow descriptions, the PCRF shall add an uplink and downlink flow description for each media component.
NOTE 1:	The uplink SDP represents the local candidates while the downlink SDP represents the remote candidates.
Following the ICE procedures for forming candidate pairs will result in some flow descriptions which would never be exercised. In particular, while the UE will send connectivity checks (and ultimately its media stream) from its host candidate, from the PCEF perspective, this will appear as being from the server reflexive address. Given this, the PCRF should not form flow descrptions using host candidate addresses and should only form additional flows based on server reflexive addresses and relay addresses.
As candidates are removed from the SDP via subsequent offer/answer exchanges, the PCRF shall update its candidate pair list and shall remove any flow descriptors no longer being used.
NOTE 2:	If the default candidate (the candidate used to populate the "“c="” and "“m="” lines of both the uplink and downlink SDP) is chosen, then an updated SDP offer/answer will not be done, and any extra flow descriptions not being used by the session will not be removed.

*** End of Changes ***

