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1. Introduction
The pCR provides Naf_Authentication API data model updates.
2. Reason for Change
Providing Naf_Authentication API data model updates with both structed and simple data types used in both AuthenticateAuthorize and ReauthNotify service operations based on agreed SA2 updates (S2-2107963).
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.255.

[bookmark: _Toc79498462][bookmark: _Toc510696632][bookmark: _Toc35971427][bookmark: _Toc67903543][bookmark: _Toc70598466][bookmark: _Toc85786467][bookmark: _Toc510696600]*** First change ***
5.1.6	Data Model
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc67903544][bookmark: _Toc70598467][bookmark: _Toc85786468]5.1.6.1	General
This clause specifies the application data model supported by the Naf_Authentication API.
Table 5.1.6.1-1 specifies the data types defined for the Naf_Authentication service based interface protocol.

Table 5.1.6.1-1: Naf_Authentication specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	[bookmark: _Hlk71560146]UAVAuthInfo
	5.1.6.2.2
	Information within Authenticate Request
	

	UAVAuthResponse
	5.1.6.2.4
	Information within Authenticate Response
	

	AuthResult
	5.1.6.3.3
	Enumeration indicating authentication result
	

	ReauthRevokeNotify
	5.1.6.2.3
	Information within notification
	

	NotifyType
	5.1.6.3.4
	Enumeration Notification type
	

	ProblemDetailsAuthenticateAuthorize
	5.1.6.4.1
	Data type that extends ProblemDetails.
	



Table 5.1.6.1-2 specifies data types re-used by the Naf_Authentication service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the Naf_Authentication service based interface.
Table 5.1.6.1-2: Naf_Authentication re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	Pei
	3GPP TS 29.571 [15]
	Permanent Equipment Identifier
	

	Uri
	3GPP TS 29.571 [15]
	Uri
	

	Gpsi
	3GPP TS 29.571 [15]
	GPSI
	

	IpAddr
	3GPP TS 29.571 [15]
	IPv4 address
	

	UserLocationLocationInfo
	3GPP TS 29.571 [15]3GPP TS 29.122 [16]
	User locationLocation Information 
	

	SupportedFeatures
	3GPP TS 29.571 [15]
	Used to negotiate the applicability of the optional features defined in table 5.1.8-1.
	



[bookmark: _Toc510696634][bookmark: _Toc35971429][bookmark: _Toc67903545][bookmark: _Toc70598468][bookmark: _Toc85786469]5.1.6.2	Structured data types
[bookmark: _Toc510696635][bookmark: _Toc35971430][bookmark: _Toc67903546][bookmark: _Toc70598469][bookmark: _Toc85786470]5.1.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc67903547][bookmark: _Toc70598470][bookmark: _Toc85786471]5.1.6.2.2	Type: UAVAuthInfo<TypeName 1>
"Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON member names in a JSON object.
"Data type": Data type of the attribute values. If the data type is indicated as "<type>", the attribute value shall be of data type <type>. If the data type is indicated as "array(<type>)", the attribute value shall be an array (see IETF RFC 825]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the attribute value shall be an object (see IETF RFC 8259) encoded in the corresponding OpenAPI specification as a map which values are data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"P": Presence condition of a data structure in request body. It shall be one of "M" (for Mandatory), "C" (for Conditional) and "O" (for Optional).
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0 and M. For data type "<type>", the cardinality shall be set to "0..1" if the Presence condition is "C" or "O", and to "1" if the Presence condition is "M".
"Description": Describes the meaning and use of the attribute and may contain normative statements.
Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.If no optional features are defined for an API, the applicability column can be omitted for that API
Table 5.1.6.2.2-1: Definition of type UAVAuthInfo<TypeName 1>
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	<attribute name>
	"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"
	"0..1", "1" or "M..N"
	<only if applicable>
	

	
	
	
	
	
	

	
	
	
	
	
	



	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	[bookmark: _Hlk79407407]gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	[bookmark: _Hlk79407517]serviceLevelId
	string
	M
	1
	[bookmark: _Hlk71618417]Service Level Device Identity of the UAV
	

	ipAddr
	IpAddr
	O
	0..1
	When present, this attribute indicates the IP address associated with the PDU session.
	

	authMsg
	string
	O
	0..1
	Contains the authentication message or authorization data (which is not present in the initial request) used in the subsequent request messages during multiple round trip message exchanges.
	

	[bookmark: _Hlk79408228]pei
	Pei
	O
	0..1
	PEI associated with the UAV.
	

	notifyUri
	Uri
	C
	0..1
	This attribute shall be present in the initial authentication message.

It carries the notification URI to receive reauthentication, reauthorization or revocation related notifications
	

	uavLocInfo
	UserLocation
	O
	0..1
	This attribute shall contain the UE location information if it is available.
	

	suppFeat
	SupportedFeatures
	C
	0..1
	This IE shall be present if at least one optional feature defined in clause 5.1.8 is supported.
	



[bookmark: _Toc510696637][bookmark: _Toc35971432][bookmark: _Toc67903548][bookmark: _Toc70598471][bookmark: _Toc85786472]5.1.6.2.3	Type: ReauthRevokeNotify

Table 5.1.6.2.3-1: Definition of type ReauthRevokeNotify
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	serviceLevelId
	string
	M
	1
	Service Level Device Identity of the UAV
	

	authMsg
	string
	C
	0..1
	Contains the authentication message or authorization data.
This attribute shall be present when notifyType is set to REAUTHORIZE
	

	ipAddr
	IpAdd
	O
	0..1
	When present, this IE indicates the IP address associated with the PDU session.
	

	authSesCorId
	string
	O
	0..1
	When present, this attribute shall contain the authentication Session Correlation Id.

	

	notifyType
	NotifyType
	M
	1
	This attribute shall contain the notification type.
	

	revokeCause
	RevokeCause
	C
	0..1
	This attribute shall contain the cause of revocation.
This attribute shall be present if the notifyType is set to REVOKE.

	


5.1.6.2.3	Type: <TypeName 2>
And so on if there are more types to specify.
*** Next change ***

5.1.6.2.4	Type: UAVAuthResponse
Table 6.1.6.2.4-1: Definition of type UAVAuthResponse
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	gpsi
	Gpsi
	M
	1
	GPSI of the UAV
	

	[bookmark: _Hlk71566201]authResult
	AuthResult
	O
	0..1
	Conveys the UAV authentication result (success/failure)
	

	[bookmark: _Hlk71618598]authMsg
	string
	O
	0..1
	[bookmark: _Hlk71619244]Contains the authentication message or authorization data.
	

	serviceLevelId
	string
	O
	0..1
	This attribute contains the authorized Service Level Device Identity
	

	suppFeat
	SupportedFeatures
	O
	0..1
	This IE shall be present if at least one optional feature defined in clause 5.1.8 is supported.
	



*** Nextchange ***

[bookmark: _Toc510696641][bookmark: _Toc35971436][bookmark: _Toc67903552][bookmark: _Toc70598475][bookmark: _Toc85786476]5.1.6.3.3	Enumeration: AuthResult<EnumType1>
The enumeration AuthResult <EnumType1> represents the result of authentication and/or authorization .<something>. It shall comply with the provisions defined in table 5.1.6.3.3-1.
Table 5.1.6.3.3-1: Enumeration AuthResult< EnumType1>
	Enumeration value
	Description
	Applicability

	AUTH_SUCCESS
	The UAV authentication and/or authorization has succeeded.
	



[bookmark: _Toc510696642][bookmark: _Toc35971437][bookmark: _Toc67903553][bookmark: _Toc70598476][bookmark: _Toc85786477]5.1.6.3.4	Enumeration: NotifyType
The enumeration NotifyType represents the type of notification. It shall comply with the provisions defined in table 5.1.6.3.4-1.
Table 5.1.6.3.4-1: Enumeration NotifyType
	Enumeration value
	Description
	Applicability

	REAUTHENTICATE
	The UAV needs to be reauthenticated.
	

	REAUTHORIZE
	Authorization data needs to be updated to UAV.
	

	REVOKE
	Revoke UAV authentication and authorization
	



5.1.6.3.5	Enumeration: RevokeCause
The enumeration RevokeCause represents cause of UAV revocation. It shall comply with the provisions defined in table 5.1.6.3.5-1.
Table 5.1.6.3.5-1: Enumeration RevokeCause
	Enumeration value
	Description
	Applicability

	UNSPECIFIED
	The value is used for unspecified reasons.
	



Editor's note:	It is FFS if any other revoke cause to be added.
*** End of changes ***

