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1. Introduction
Define API definition for Naanf_AKMA_AnchorKey_Register.
2. Reason for Change
Define API definition for Naanf_AKMA_AnchorKey_Register.
3. Conclusions
Define API definition for Naanf_AKMA_AnchorKey_Register.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 29.535 v0.1.0.
* * * 1st Change * * * *
[bookmark: _Toc510696579][bookmark: _Toc35971371][bookmark: _Toc36812102][bookmark: _Toc56632328][bookmark: _Toc56755812][bookmark: _Toc59193935][bookmark: _Toc510696586][bookmark: _Toc35971378][bookmark: _Toc36812109]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
[5]	3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".
[6]	OpenAPI: "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-Specification/blob/master/versions/3.0.0.md.
[7]	3GPP TR 21.900: "Technical Specification Group working methods".
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[10]	3GPP TS 29.510: "5G System; Network Function Repository Services; Stage 3".
[11]	IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
[12]	IETF RFC 8259: "The JavaScript Object Notation (JSON) Data Interchange Format".
[13]	IETF RFC 7807: "Problem Details for HTTP APIs".
[14]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS)".
[TS29571]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[TS29522]	3GPP TS 29.522: "5G System; Network Exposure Function Northbound APIs; Stage 3".

* * * Next Change * * * *
[bookmark: _Toc510696623][bookmark: _Toc35971414][bookmark: _Toc36812145][bookmark: _Toc56632372][bookmark: _Toc56755856][bookmark: _Toc59193979]5.1.4.1	Overview
This clause will specify custom operations without any associated resource (i.e. RPC) supported by this API.
Table 5.1.4.1-1: Custom operations without associated resources
	Operation
	Custom operation URI
	Mapped HTTP method
	Description

	Register
	<custom operation URI>/anchorkeyregister
	e.g.POST
	Request to store AKMA related key material in the AAnF<Operation executed by Custom operation>

	
	
	
	




* * * Next Change * * * *
[bookmark: _Toc510696624][bookmark: _Toc35971415][bookmark: _Toc36812146][bookmark: _Toc56632373][bookmark: _Toc56755857][bookmark: _Toc59193980]5.1.4.2	Operation: Register<operation 1>
Where <operation 1> is to be replaced by the name of the custom operation, e.g. Authentication_Information_Request.
It will describe, for each custom operation, the use and the URI of the operation, the HTTP method on which it is mapped, request and response data structures and response codes, and if applicable, HTTP headers specific to the operation.
[bookmark: _Toc510696625][bookmark: _Toc35971416][bookmark: _Toc36812147][bookmark: _Toc56632374][bookmark: _Toc56755858][bookmark: _Toc59193981]5.1.4.2.1	Description
The custom operation allows a NF service consumer to store AKMA related key material in the AAnF.
This sublause will describe the custom operation and what it is used for, and the custom operation's URI.
[bookmark: _Toc510696626][bookmark: _Toc35971417][bookmark: _Toc36812148][bookmark: _Toc56632375][bookmark: _Toc56755859][bookmark: _Toc59193982]5.1.4.2.2	Operation Definition
This clause will specify the custom operation and the HTTP method on which it is mapped.
This operation shall support the response data structures and response codes specified in tables 5.1.4.2.2-1 and 5.1.4.2.2-2.
Table 5.1.4.2.2-1: Data structures supported by the <e.g. POST> Request Body on this resource
	Data type
	P
	Cardinality
	Description

	AkmaKeyInfo"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"M
	"0..1", "1", or "M..N", or <leave empty>1
	AKMA related key material<only if applicable> which is requested to be stored in the AAnF



Table 5.1.4.2.2-2: Data structures supported by the <e.g. POST> Response Body on this resource
	Data type
	P
	Cardinality
	Response
codes
	Description

	AkmaKeyInfo"<type>" or "array(<type>)" or "map(<type>)"
	"M", "C" or "O"M
	"0..1", "1" or "M..N", or <leave empty>1
	200 OK<list applicable codes with name from the applicable RFCs>
	The AKMA related key material was stored successfully.<Meaning of the success case>
or
<Meaning of the error case with additional statement regarding error handling>

	NOTE:	The manadatory HTTP error status code for the <e.g. POST> method listed in Table 5.2.7.1-1 of 3GPP TS 29.500 [4] also apply.




* * * Next Change * * * *
[bookmark: _Toc510696633][bookmark: _Toc35971428][bookmark: _Toc36812159][bookmark: _Toc56632386][bookmark: _Toc56755870][bookmark: _Toc59193993]5.1.6.1	General
This clause specifies the application data model supported by the Naanf_AKMA API.
Data types that may be common to multiple APIs (offered by the same or different NFs) should be specified in a new separate TS (similar approach as for TS 29.230 for Diameter AVPs).
Table 5.1.6.1-1 specifies the data types defined for the Naanf_AKMAN<NF> service based interface protocol.
Table 5.1.6.1-1: Naanf_AKMAN<NF> specific Data Types
	Data type
	Clause defined
	Description
	Applicability

	
	
	
	



Table 5.1.6.1-2 specifies data types re-used by the Naanf_AKMAN<NF> service based interface protocol from other specifications, including a reference to their respective specifications and when needed, a short description of their use within the N<NF> service based interface.
Table 5.1.6.1-2: Naanf_AKMAN<NF> re-used Data Types
	Data type
	Reference
	Comments
	Applicability

	AKId
	3GPP TS 29.522 [TS29522]
	
	

	Supi
	3GPP TS 29.571 [TS29571]
	
	

	SupportedFeatures
	3GPP TS 29.571 [TS29571]
	Used to negotiate the applicability of the optional features.
	




* * * Next Change * * * *
[bookmark: _Toc510696634][bookmark: _Toc35971429][bookmark: _Toc36812160][bookmark: _Toc56632387][bookmark: _Toc56755871][bookmark: _Toc59193994]5.1.6.2	Structured data types
This clause will specify the structured data types.
[bookmark: _Toc510696635][bookmark: _Toc35971430][bookmark: _Toc36812161][bookmark: _Toc56632388][bookmark: _Toc56755872][bookmark: _Toc59193995]5.1.6.2.1	Introduction
This clause defines the structures to be used in resource representations.
[bookmark: _Toc510696636][bookmark: _Toc35971431][bookmark: _Toc36812162][bookmark: _Toc56632389][bookmark: _Toc56755873][bookmark: _Toc59193996]5.1.6.2.2	Type: AkmaKeyInfo<TypeName 1>
"Attribute name": Name of attributes that belong to the specified data type. The attribute names within a structured data type shall be unique, and their relative order inside the structured data type shall not imply any specific ordering of the corresponding JSON member names in a JSON object.
"Data type": Data type of the attribute values. If the data type is indicated as "<type>", the attribute value shall be of data type <type>. If the data type is indicated as "array(<type>)", the attribute value shall be an array (see IETF RFC 825]) that contains elements of data type <type>. If the data type is indicated as "map(<type>)", the attribute value shall be an object (see IETF RFC 8259) encoded in the corresponding OpenAPI specification as a map which values are data type <type>. <type> can either be "integer", "number", "string" or "boolean" (as defined in the OpenAPI specification [4]), or a data type defined in a 3GPP specification.
"P": Presence condition of a data structure in request body. It shall be one of "M" (for Mandatory), "C" (for Conditional) and "O" (for Optional).
"Cardinality": Defines the allowed number of occurrence of data type <type>. A cardinality of "M..N", is only allowed for data types "array(<type>)" and "map(<type>)" and indicates the number of elements within the array or map; the values M and N can either be the characters "M" and "N", respectively, or integer numbers; with M being greater than or equal 0, and N being greater than 0 and M. For data type "<type>", the cardinality shall be set to "0..1" if the Presence condition is "C" or "O", and to "1" if the Presence condition is "M".
"Description": Describes the meaning and use of the attribute and may contain normative statements..
Applicability: If the attribute is only applicable for optional feature(s) negotiated using the mechanism defined in clause 6.6 of 3GPP TS 29.500 [4], the name of the corresponding feature(s) shall be indicated in this column. If no feature is indicated. the attribute can be used with any feature.If no optional features are defined for an API, the applicability column can be omitted for that API
Table 5.1.6.2.2-1: Definition of type AkmaKeyInfo<TypeName 1>
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	<attribute name>supi
	"<type>" or "array(<type>)" or "map(<type>)"Supi
	"M", "C" or "O"M
	"0..1", "1" or "M..N"1
	SUPI of UE<only if applicable>
	

	aKId
	AKId
	M
	1
	A-KID
	

	kAkma
	string
	M
	1
	KAKMA
	

	suppFeat
	SupportedFeatures
	O
	0..1
	Indicates the list of Supported features used as described in subclause 5.1.8.
	




* * * Next Change * * * *
[bookmark: _Toc36812183][bookmark: _Toc56632409][bookmark: _Toc56755893][bookmark: _Toc59194017]A.2	Naanf_AKMA API
openapi: 3.0.0
info:
  title: 3gpp-akma
  version: 1.0.0-alpha.1
  description: |
    API for Naanf_AKMA.
    © 2021, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
externalDocs:
  description: 3GPP TS 29.535 V17.1.0; 5G System; AKMA Anchor Services.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.535/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/naanf-akma/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in clause 4.4 of 3GPP TS 29.501.
paths:
  /anchorkeyregister:
    post:
      summary: Store AKMA related key material.
      requestBody:
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/AkmaKeyInfo'
      responses:
        '200':
          description: The requested information was returned successfully.
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/AkmaKeyInfo'
        '400':
          $ref: 'TS29571_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29571_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29571_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29571_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29571_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29571_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29571_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29571_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29571_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29571_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29571_CommonData.yaml#/components/responses/default'

components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{nrfApiRoot}/oauth2/token'
          scopes:
            naanf_akma: Access to the Naanf_AKMA API
  schemas: 
    AkmaKeyInfo:
      type: object
      properties:
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
        supi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Supi'
        aKId:
          $ref: 'TS29522_AKMA.yaml#/components/schemas/AKId'
        kAkma:
          type: string
      required:
        - supi
        - aKId
        - kAkma



* * * End of Changes * * * *

