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Additional discussion(if needed):
Proposed changes:

[bookmark: _Hlk32241584][bookmark: _Hlk32443572]*** 1st Change ***
[bookmark: _Toc28005540][bookmark: _Toc36041415][bookmark: _Toc45134714][bookmark: _Toc51764007][bookmark: _Toc59019924][bookmark: _Toc28005575][bookmark: _Toc36041450][bookmark: _Toc45134750][bookmark: _Toc51764043][bookmark: _Toc59019960][bookmark: _Toc28012828][bookmark: _Toc36040219][bookmark: _Toc44692836][bookmark: _Toc45134297][bookmark: _Toc49607361][bookmark: _Toc51763333][bookmark: _Toc49763254][bookmark: _Toc49764009][bookmark: _Toc51316323][bookmark: _Toc51746503][bookmark: _Toc28007710][bookmark: _Toc44682786][bookmark: _Toc11247840][bookmark: _Toc27044984][bookmark: _Toc36034026][bookmark: _Toc45132173]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5G-BRG	5G Broadband Residential Gateway
5G-CRG	5G Cable Residential Gateway
BBF	Broadband Forum 
CHAP	Challenge Handshake Authentication Protocol
CSMA/CD	Carrier Sense Multiple Access/Collision Detection 
DHCPv4	Dynamic Host Configuration Protocol version 4
DHCPv6	Dynamic Host Configuration Protocol version 6
DN	Data Network
DR	Designated Router
DSL	Digital Subscriber Line 
FN-BRG	Fixed Network Broadband RG
FN-CRG	Fixed Network Cable RG
GGSN	Gateway GPRS Support Node
GPSI	Generic Public Subscription Identifier
HFC	Hybrid Fiber Coax
ISP	Internet Service Provider
N3IWF	Non-3GPP InterWorking Function 
NGAP	NG Application Protocol
NSS	Network Slice Specific
NSSAAF 	Network Slice-Specific Authentication and Authorization Function
PAP	Password Authentication Protocol
PIM	Protocol-Independent Multicast
PIM-DM	Protocol-Independent Multicast- Dense Mode
PIM-SM	Protocol-Independent Multicast- Sparse Mode
PON	Passive Optical Network
PtP	Point-to-Point
RG	Residential Gateway
RP	Rendezvous Point 
SD	Slice Differentiator
SFD	Start Frame Delimiter
SGSN	Serving GPRS Support Node
SMF	Session Management Function 
S-NSSAI	Single Network Slice Selection Assistance Information 
SNPN	Stand-alone Non-Public Network
SSC	Session and Service Continuity 
SST	Slice/Service Type
TNAP	Trusted Non-3GPP Access Point
TWAP	Trusted WLAN Access Point
UPF	User Plane Function
WAN	Wide Area Network

*** 2nd Change ***
11.2.1	Authentication, Authorization and Accounting procedures
The SMF also represents the H-SMF in the home routed scenario in this subclause unless specified otherwise.
When an SMF receives an initial access request (i.e. the SMF receives the Nsmf_PDUSession_CreateSMContext request with type "Initial request" for non-roaming case or local breakout case, or the H-SMF receives the Nsmf_PDUSession_Create Request with type "Initial request" for home routed case) message for a given DNN, the SMF may (depending on the configuration for this DNN) send a RADIUS Access-Request message with EAP extension to an DN-AAA server. Upon receipt of the Access-Request message, the DN-AAA server shall respond with an Access-Challenge message. Multi-round authentication using the Access-Challenge (sent by DN-AAA) and Access-Request messages may be used. The DN-AAA server finally authenticates and authorizes the user by replying with an Access Accept message. If the DN-AAA server is also responsible for IPv4 address and/or IPv6 prefix allocation, the DN-AAA server shall return the allocated IPv4 address and/or IPv6 prefix in the Access-Accept message.
For re-authentication and re-authorization, the SMF shall send a RADIUS Access-Request message with EAP extension and the DN-AAA shall respond with an Access-Challenge message. Multi-round authentication using the Access-Challenge (sent by DN-AAA) and Access-Request messages may be used. The DN-AAA server finally authenticates and authorizes the user by replying with an Access Accept message.
The SMF may initiate RADIUS re-authorization procedures for the purpose of IPv4 address and/or IPv6 prefix allocation (or renew the lease). In this case, the SMF shall set the Service-Type attribute to "Authorize Only" and the 3GPP-Allocate-IP-Type subattribute to the type of IP address to be allocated in the Access-Request message sent to the DN-AAA server. If the SMF is using DHCP signalling towards the UE and the DN-AAA server includes the Session-Timeout attribute in the Access-Accept, the SMF may use the Session-Timeout value as the DHCP lease time. The SMF shall not set the DHCP lease time value higher than the Session-Timeout value. The SMF may renew the DHCP lease to the UE without re-authorization towards the DN-AAA server providing that the new lease expiry is no later than the Session-Timeout timer expiry. If the SMF wishes to extend the lease time beyond the current Session-Timeout expiry, it shall initiate a new AAA re-authorization.
Even if the SMF was not involved in user authentication, it may send a RADIUS Accounting-Request (START) message to a DN-AAA server. This message may contain parameters, e.g. the tuple which includes the user ID and IPv4 address and/or IPv6 prefix, to be used by application servers (e.g. WAP gateway) in order to identify the user. This message also indicates to the AAA server that the user session has started. The user session is uniquely identified by the Acct-Session-Id that is composed of the Charging ID and the SMF IP address.
NOTE:	If the accounting session is required by the DN-AAA server to be created per QoS flow, how to identify the different accounting sessions is implementation specific. The SMF can include the Acct-Session-Id which is extended to include the QFI of the QoS flow or the Acct-Session-Id without QFI extension and with 3GPP-NSAPI combination in the RADIUS Accounting-Request (START).
If some external applications require RADIUS Accounting-Request (START) information before they can process user packets, then the selected DNN (SMF) may be configured in such a way that the UPF is instructed to drop user data until the Accounting-Response (START) is received from the AAA server. The SMF may wait for the Accounting-Response (START) before sending the final authentication response message in Namf_Communication_N1N2MessageTransfer service operation. The SMF may reject the initial access request if the Accounting-Response (START) is not received. The authentication and accounting servers may be separately configured for each DNN.
For IPv4 PDU type, if IPv4 address is allocated via DHCPv4 signalling between the UE and the DN-AAA after PDU session establishment, the SMF may wait to send the Accounting-Request (START) message until the UE receives its IPv4 address in a DHCPACK.
When the SMF receives a message indicating a QoS flow or PDU session release request and providing a RADIUS Accounting-Request (START) message was sent previously, the SMF shall send a RADIUS Accounting-Request (STOP) message to the DN-AAA server, which indicates the termination of this particular QoS flow or PDU session. The SMF shall immediately send the corresponding response (e.g. Nsmf_PDUSession_UpdateSMContext response) to the AMF, without waiting for an Accounting-Response (STOP) message from the DN-AAA server.
The DN-AAA server shall deallocate the IPv4 address and/or IPv6 prefix initially allocated to the subscriber, if there is no session for the subscriber.
Accounting-Request (ON) and Accounting-Request (OFF) messages may be sent from the SMF to the DN-AAA server to ensure the correct synchronization of the session information in the SMF and the DN-AAA server.
The SMF may send an Accounting-Request (ON) message to the DN-AAA server to indicate that a restart has occurred. The DN-AAA server may then release the associated resources.
Prior to a scheduled restart, the SMF may send Accounting-Request (OFF) message to the DN-AAA server. The DN-AAA server may then release the associated resources.
The following figure 11.2.1-1 is an example message flow to show the procedure of RADIUS Authentication and Accounting between an SMF and a DN-AAA server:
1.	UE initiates the PDU Session Establishment procedure, including authentication/authorization information.
2.	The AMF sends Nsmf_PDUSession_CreateSMContext Request including the authentication/authorization information to the SMF and the SMF responds to the service operation.
	According to the configuration in the SMF, step 6 to step 9 are executed before step 3 if the SMF needs to send an EAP-Request message to the UE.
	In the case of home routed, the AMF sends Nsmf_PDUSession_CreateSMContext Request including the authentication/authorization information to the V-SMF and the V-SMF sends Nsmf_PDUSession_Create Request including the authentication/authorization information to the H-SMF.
3.	If the N4 session has not been established before, the SMF triggers the N4 Session Establishment procedure to the UPF.
In the case of home routed, the V-SMF triggers the N4 Session Establishment procedure to the V-UPF and the H-SMF triggers the N4 Session Establishment procedure to the H-UPF.
4.	The SMF sends the Access-Request message to the DN-AAA via the UPF, the message is forwarded from the SMF to the DN-AAA by the UPF in N4 user plane message.
In the case of home routed, the H-SMF sends the Access-Request message to the DN-AAA via the H-UPF, the message is forwarded from the H-SMF to the DN-AAA by the H-UPF in N4 user plane message.
5-10.	The DN-AAA responds with the Access-Challenge message to the SMF via the UPF, the message is forwarded from the DN-AAA to the SMF by the UPF in N4 user plane message. The authentication/authorization information is further transferred to UE via Namf_Communication_N1N2MessageTransfer service and NAS SM Transport message. UE responds to the received authentication/authorization data and such information is transferred in NAS SM Transport message and Nsmf_PDUSession_UpdateSMContext service, then finally sent to the DN-AAA by the SMF, via the UPF, in the Access-Request message.
In the case of home routed, the DN-AAA responds with the Access-Challenge message to the H-SMF via the H-UPF, the message is forwarded from the DN-AAA to the H-SMF by the H-UPF in N4 user plane message. The authentication/authorization information is transferred to V-SMF via Nsmf_PDUSession_Update service and is further transferred to UE via Namf_Communication_N1N2MessageTransfer service and NAS SM Transport message. UE responds to the received authentication/authorization data and such information is transferred in NAS SM Transport message, Nsmf_PDUSession_UpdateSMContext service and Nsmf_PDUSession_Update servic, then finally sent to the DN-AAA by the H-SMF, via the H-UPF, in the Access-Request message.
NOTE:	Step 5 to step 10 can be repeated depending on the authentication/authorization mechanism used (e.g. EAP-TLS).
11.	The SMF receives the final result of authentication/authorization from the DN-AAA in the Access-Accept message, via the UPF.
12.	The SMF requests to start accounting by sending the Accounting-Request (START) message to the DN-AAA via the UPF.
13.	The SMF proceeds with the PDU session establishment procedure and includes the authentication/authorization information in Namf_Communication_N1N2MessageTransfer service.
In the case of home routed, the H-SMF proceeds with the PDU session establishment procedure and includes the authentication/authorization information is transferred to V-SMF via Nsmf_PDUSession_Update service and is further transferred to the AMF via Namf_Communication_N1N2MessageTransfer service.
14.	The DN-AAA responds with the Accounting-Response (START) message. The SMF may wait for the Accounting-Response (START) before sending the Namf_Communication_N1N2MessageTransfer request in step 13.
In the case of home routed, the H-SMF may wait for the Accounting-Response (START) before sending the Nsmf_PDUSession_Update service in step 13.
15.	The AMF sends the NAS PDU Session Establishment Request with the authentication/authorization information to the UE.
16.	The UE sends a NAS message Deregistration Request to the AMF.
17.	The AMF sends Nsmf_PDUSession_ReleaseSMContext Request to the SMF and the SMF responds to the service operation.
	In the case of home routed, the AMF sends Nsmf_PDUSession_ReleaseSMContext Request to the V-SMF and the V-SMF sends the Nsmf_PDUSession_Release Request to the H-SMF.
18-19. The SMF requests to stop accounting by sending the Accounting-Request (STOP) message to the DN-AAA via the UPF and the DN-AAA responds with the Accounting-Response (STOP) message.


[bookmark: _Hlk502758207]Figure 11.2.1-1: RADIUS Authentication and Accounting example (successful case)
[bookmark: OLE_LINK6][bookmark: OLE_LINK7]When PAP/CHAP is used as the authentication protocol with the external DN-AAA server which does not support EAP, the RADIUS Authentication procedures refer to the non transparent access procedures in clause  11.2.1 and the related description in clause  16 in 3GPP  TS 29.061 [5] are reused with the following differences:
-	the UE performs the actions specified for the MS;
-	the SMF performs the actions specified for the GGSN;
-	the external DN-AAA server performs the actions specified for ISP;
-	PDU Session Establishment request is sent from the UE to the SMF instead of the Activate PDP context request being sent from the UE to the SGSN and the Create PDP context req being sent from the SGSN to the GGSN;
-	PDU Session Establishment accept is sent from the SMF to the UE instead of the Create PDP Context Response message being sent from the GGSN to the SGSN and the Activate PDP Context Accept being sent from the SGSN to the UE; and
-	PDU Session Establishment reject is sent from the SMF to the UE instead of the Create PDP Context Response message being sent from the GGSN to the SGSN and the Activate PDP Context Reject being sent from the SGSN to the UE.

*** End of Changes ***

image1.wmf
 

 

 

UE

 

S

MF

 

DN

-

AAA

 

 

4

.

Access

-

Request

 

 

7.

NAS SM Transport 

(Authentication message)

 

 

AMF

 

9

.

N

smf_PDUSession_Update

SMContext

 

(Authentication 

message)

 

6

.

Namf_Communication_

N1N2MessageTransfer

 

(Authentication message)

 

 

3

.

N4 

Ses

sion Establishment

 

5

.

Access

-

Challenge

 

 

 

UPF

 

8

.

NAS SM Transport 

(Authentication message)

 

10

.

Access

-

Request

 

 

1

1

.

Access

-

Accept

 

 

1

.

N

AS

 

PDU Session 

Establishment Request

 

(Authentication message)

 

2

.

N

smf_PDUSession_Create

SMContext

 

(Authentication 

message)

 

1

3

.

Namf_Communication_

N1N2MessageTransfer 

(A

uthentication message) 

 

1

5

.

N

AS

 

PDU Session 

Establishment Accept

 

(Authentication message)

 

User data

 

12.

Acco

unting

-

Request (START

)

 

 

1

4

.

Accounting

-

Response (START

)

 

 

18.

Accounting

-

Request (STOP

)

 

 

19.

Accounting

-

Response (STOP

)

 

 

1

6

.

N

AS

 

Deregistration Request

 

17

.

N

smf_PDUSession_Release

SMContext

 


oleObject1.bin


 

16.NAS Deregistration Request







17.Nsmf_PDUSession_ReleaseSMContext







2.Nsmf_PDUSession_CreateSMContext (Authentication message)







13.Namf_Communication_N1N2MessageTransfer (Authentication message) 







9.Nsmf_PDUSession_UpdateSMContext (Authentication message)







6.Namf_Communication_N1N2MessageTransfer (Authentication message) 







18.Accounting-Request (STOP)











19.Accounting-Response (STOP)











14.Accounting-Response (START)











12.Accounting-Request (START)











8.NAS SM Transport (Authentication message)







User data







15.NAS PDU Session Establishment Accept (Authentication message)







11.Access-Accept











10.Access-Request











5.Access-Challenge 











4.Access-Request











3.N4 Session Establishment







1.NAS PDU Session Establishment Request (Authentication message)







DN-AAA 







7.NAS SM Transport (Authentication message) 







UPF







SMF







AMF







UE














