

	
3GPP TSG-CT WG3 Meeting #113e	C3-210233
E-Meeting, 25th – 29th January 2021											(Revision of C3-20xxxx)
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	29.522
	CR
	0266
	rev
	-
	Current version:
	16.6.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Correction to mtcProviderId in LpiParameterProvision API

	
	

	Source to WG:
	[bookmark: _GoBack]Ericsson

	Source to TSG:
	CT3

	
	

	Work item code:
	5G_eLCS
	
	Date:
	2021-01-06

	
	
	
	
	

	Category:
	F
	
	Release:
	 Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	TS 29.503 add mtcProviderInformation attribute in data type LcsPrivacy in clause 6.5.6.2.17 and the OpenAPI file.
LpiParameterProvision API in this specification also need to add mtcProviderInformation attribute for NEF to check and send send to UDM, so as to avoid different MTC Providers can perform operations on devices belonging to different MTC Providers with security leakage.

	
	

	Summary of change:
	Add mtcProviderId attribute in data type "LpiParametersProvision", with Note in table specify the NEF checking the MTC Provider behaviour.

	
	

	Consequences if not approved:
	MTC provider information cannot be validated which leads security leakage of external access on not allowed services.

	
	

	Clauses affected:
	5.10.2.2, 5.10.2.3.2, A.8

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR introduces backward compatible corrections into the OpenAPI files applicable to LpiParameterProvision API.

	
	

	This CR's revision history:
	



Page 1


Additional discussion(if needed):
Proposed changes:

[bookmark: _Hlk32241584][bookmark: _Hlk32443572]*** 1st Change ***
[bookmark: _Toc36040345][bookmark: _Toc44692965][bookmark: _Toc45134426][bookmark: _Toc49607490][bookmark: _Toc51763462][bookmark: _Toc58849599][bookmark: _Toc28012828][bookmark: _Toc36040219][bookmark: _Toc44692836][bookmark: _Toc45134297][bookmark: _Toc49607361][bookmark: _Toc51763333][bookmark: _Toc49763254][bookmark: _Toc49764009][bookmark: _Toc51316323][bookmark: _Toc51746503][bookmark: _Toc28007710][bookmark: _Toc44682786][bookmark: _Toc11247840][bookmark: _Toc27044984][bookmark: _Toc36034026][bookmark: _Toc45132173]5.10.2.2	Reused data types
The data types reused by the LpiParameterProvision API from other specifications are listed in table 5.10.2.2-1. 
Table 5.10.2.2-1: Re-used Data Types
	Data type
	Reference
	Comments

	ExternalGroupId
	3GPP TS 29.122 [4]
	External Group Identifier for a user group.

	Gpsi
	3GPP TS 29.571 [8]
	Identifies a GPSI.

	Link
	3GPP TS 29.122 [4]
	Identifies a referenced resource.

	Lpi
	3GPP TS 29.503 [17]
	Identifies the Location Privacy Indication information.

	MtcProviderInformation
	3GPP TS 29.571 [8]
	Indicates MTC provider information for LCS privacy parameter configuration authorization.

	SupportedFeatures
	3GPP TS 29.571 [8]
	Used to negotiate the applicability of the optional features defined in table 5.10.3-1.



*** 2nd Change ***
[bookmark: _Toc36040348][bookmark: _Toc44692968][bookmark: _Toc45134429][bookmark: _Toc49607493][bookmark: _Toc51763465][bookmark: _Toc58849602]5.10.2.3.2	Type: LpiParametersProvision
Table 5.10.2.3.2-1: Definition of type LpiParametersProvision
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	self
	Link
	C
	0..1
	Identifies the individual parameters provisioning resource.
This attribute shall be supplied by the NEF in HTTP responses that include an object of LpiParametersProvision type.
	

	exterGroupId
	ExternalGroupId
	O
	0..1
	Identifies a group of UEs.
(NOTE)
	

	gpsi
	Gpsi
	O
	0..1
	Identifies an UE with GPSI.
(NOTE 1))
	

	lpi
	Lpi
	M
	1
	Location Privacy Indication parameters
	

	mtcProviderId
	MtcProviderInformation
	O
	0..1
	Indicates MTC provider information for LCS privacy parameter configuration authorization. (NOTE x))
	

	suppFeat
	SupportedFeatures
	M
	1
	Indicates the negotiated supported features.
	

	NOTE 1:		Only one of the "gpsi" or "exterGroupId" attribute shall be provided.
NOTE x:	The NEF should check received MTC Provider Id information and then the NEF may: 
-	override it with local configured value and send it to UDM;
-	send it directly to the UDM; or
-	reject the LPI Parameter Provisioning request.



*** 3rd Change ***
[bookmark: _Toc36040413][bookmark: _Toc44693061][bookmark: _Toc45134522][bookmark: _Toc49607586][bookmark: _Toc51763558][bookmark: _Toc58849695]A.8	LpiParameterProvision API
openapi: 3.0.0
info:
  title: 3gpp-lpi-pp
  version: 1.0.0
  description: |
    API for Location Privacy Indication Parameters Provisioning.
    © 2020, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, TTC).
    All rights reserved.
externalDocs:
  description: 3GPP TS 29.522 V16.4.0; 5G System; Network Exposure Function Northbound APIs.
  url: 'http://www.3gpp.org/ftp/Specs/archive/29_series/29.522/'
security:
  - {}
  - oAuth2ClientCredentials: []
servers:
  - url: '{apiRoot}/3gpp-lpi-pp/v1'
    variables:
      apiRoot:
        default: https://example.com
        description: apiRoot as defined in subclause 5.2.4 of 3GPP TS 29.122.
paths:
  /{afId}/provisionedLpis:
    get:
      summary: read all of the active LPI Parameters Provisioning resources for the AF
      tags:
        - LPI Parameters Provisionings
      parameters:
        - name: afId
          in: path
          description: Identifier of the AF
          required: true
          schema:
            type: string
      responses:
        '200':
          description: OK (Successful get all of the active resources for the AF)
          content:
            application/json:
              schema:
                type: array
                items:
                  $ref: '#/components/schemas/LpiParametersProvision'
                minItems: 1
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29122_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

    post:
      summary: Creates a new LPI Parameters Provisioning resource
      tags:
        - LPI Parameters Provisionings
      parameters:
        - name: afId
          in: path
          description: Identifier of the AF
          required: true
          schema:
            type: string
      requestBody:
        description: new resource creation
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/LpiParametersProvision'
      responses:
        '201':
          description: Created (Successful creation)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/LpiParametersProvision'
          headers:
            Location:
              description: 'Contains the URI of the newly created resource'
              required: true
              schema:
                type: string
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

  /{afId}/provisionedLpis/{provisionedLpiId}:
    get:
      summary: read an active LPI Parameters Provisioning resource for the AF and the provisioned LPI Id
      tags:
        - Individual LPI Parameters Provisioning
      parameters:
        - name: afId
          in: path
          description: Identifier of the AF
          required: true
          schema:
            type: string
        - name: provisionedLpiId
          in: path
          description: Identifier of the provisioned LPI parameter resource
          required: true
          schema:
            type: string
      responses:
        '200':
          description: OK (Successful get the active resource)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/LpiParametersProvision'
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '406':
          $ref: 'TS29122_CommonData.yaml#/components/responses/406'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

    put:
      summary: Updates/replaces an existing LPI Parameters Provisioning resource
      tags:
        - Individual LPI Parameters Provisioning
      parameters:
        - name: afId
          in: path
          description: Identifier of the AF
          required: true
          schema:
            type: string
        - name: provisionedLpiId
          in: path
          description: Identifier of the provisioned LPI parameter resource
          required: true
          schema:
            type: string
      requestBody:
        description: Parameters to update/replace the existing resource
        required: true
        content:
          application/json:
            schema:
              $ref: '#/components/schemas/LpiParametersProvision'
      responses:
        '200':
          description: OK (Successful update of the existing resource)
          content:
            application/json:
              schema:
                $ref: '#/components/schemas/LpiParametersProvision'
        '204':
          description: Successful case. The resource has been successfully updated and no additional content is sent in the response message.
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '411':
          $ref: 'TS29122_CommonData.yaml#/components/responses/411'
        '413':
          $ref: 'TS29122_CommonData.yaml#/components/responses/413'
        '415':
          $ref: 'TS29122_CommonData.yaml#/components/responses/415'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'

    delete:
      summary: Deletes an already existing LPI Parameters Provisioning resource
      tags:
        - Individual LPI Parameters Provisioning
      parameters:
        - name: afId
          in: path
          description: Identifier of the AF
          required: true
          schema:
            type: string
        - name: provisionedLpiId
          in: path
          description: Identifier of the provisioned LPI parameter resource
          required: true
          schema:
            type: string
      responses:
        '204':
          description: No Content (Successful deletion of the existing resource)
        '400':
          $ref: 'TS29122_CommonData.yaml#/components/responses/400'
        '401':
          $ref: 'TS29122_CommonData.yaml#/components/responses/401'
        '403':
          $ref: 'TS29122_CommonData.yaml#/components/responses/403'
        '404':
          $ref: 'TS29122_CommonData.yaml#/components/responses/404'
        '429':
          $ref: 'TS29122_CommonData.yaml#/components/responses/429'
        '500':
          $ref: 'TS29122_CommonData.yaml#/components/responses/500'
        '503':
          $ref: 'TS29122_CommonData.yaml#/components/responses/503'
        default:
          $ref: 'TS29122_CommonData.yaml#/components/responses/default'
components:
  securitySchemes:
    oAuth2ClientCredentials:
      type: oauth2
      flows:
        clientCredentials:
          tokenUrl: '{tokenUrl}'
          scopes: {}
  schemas: 
    LpiParametersProvision:
      type: object
      properties:
        self:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/Link'
        exterGroupId:
          $ref: 'TS29122_CommonData.yaml#/components/schemas/ExternalGroupId'
        gpsi:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/Gpsi'
        lpi:
          $ref: 'TS29503_Nudm_SDM.yaml#/components/schemas/Lpi'
        mtcProviderId:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/MtcProviderInformation'
        suppFeat:
          $ref: 'TS29571_CommonData.yaml#/components/schemas/SupportedFeatures'
      required:
        - lpi
        - suppFeat

*** End of Changes ***

