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1. Introduction
This P-CR introduces the changes to support Private Call Key Distribution between MCPTT clients in TS 24.379 for on-network operation.
2. Reason for Change
TS 33.179 describes the process to allow two MCPTT UEs to create an end-to-end security context to protect an MCPTT private call. To create the security context, the initiating MCPTT UE generates a Private Call Key (PCK) and securely transfers this key, along with a key identifier (PCK-ID), to the terminating MCPTT UE. 
The process involves:

1)
Generation of the PCK and encryption of the PCK using the terminating users' URI and time-related specific parameters. The PCK is unique within the MCPTT system.

2)
Generation of a 32-bit PCK-ID. The 4 most significant bits of the PCK-ID shall indicate the purpose of the PCK is to protect Private call communications; the other 28-bits shall be randomly generated.
3)
Signing the payload with a KMS-provisioned key associated to the identity of the initiating user. The initiating user’s URI is added to the message. 
4)
Encoding this information in a MIKEY payload within the SDP content of the Private Call Request. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in RFC 6509 [11], which ensures the confidentiality, integrity and authenticity of the payload.
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5)
Distributing the encapsulated PCK and PCK-ID to the terminating client.
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6)
At the terminating MCPTT UE, the signature of the MIKEY-SAKKE I_MESSAGE is checked using the URI of the initiating user.

7)
If valid, the UE extracts and decrypts the encapsulated PCK using the (KMS-provisioned) user's key. The MCPTT UE also extracts the PCK-ID. 
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3. Proposal
The process for generation of the PCK and PCK-ID is described in detail in TS 33.179 and RFC 6509 with encoding into the SDP offer in RFC 4567. It is proposed to refer to these three documents in TS 24.379. Consideration need to be made for both "on-demand" and "pre-established" session establishment for private call.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.179: "Mission Critical Push To Talk (MCPTT) over LTE; Stage 1".

[3]
3GPP TS 23.179: "Functional architecture and information flows to support mission critical communication services; Stage 2".

[4]
3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[5]
3GPP TS 24.380: "Mission Critical Push To Talk (MCPTT) floor control Protocol specification".

[6]
IETF RFC 3841 (August 2004): "Caller Preferences for the Session Initiation Protocol (SIP)".

[7]
IETF RFC 4028 (April 2005): "Session Timers in the Session Initiation Protocol (SIP)".

[8]
IETF RFC 4574 (August 2006), "The Session Description Protocol (SDP) Label Attribute".

[9]
IETF RFC 6050 (November 2010), "A Session Initiation Protocol (SIP) Extension for the Identification of Services".

[10]
IETF RFC 3550: "RTP: A Transport Protocol for Real-Time Applications".

[11]
IETF RFC 2974: "Session Announcement Protocol".

[12]
IETF RFC 4566: "Session Description Protocol".

[13]
IETF RFC 3605: "Real Time Control Protocol (RTCP) attribute in Session Description Protocol (SDP)".

[14]
IETF RFC 3325: "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Networks".

[15]
IETF RFC 5626 (October 2009): "Managing Client-Initiated Connections in the Session Initiation Protocol (SIP)".

[16]
IETF RFC 3840 (August 2004): "Indicating User Agent Capabilities in the Session Initiation Protocol (SIP)".

[17]
IETF RFC 5245 (April 2010): "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal for Offer Answer Protocols".

[18]
IETF RFC 5373 (November 2008): "Requesting Answering Modes for the Session Initiation Protocol (SIP)".

[19]
IETF RFC 5364 (October 2008): "Extensible Markup Language (XML) Format Extension for Representing Copy Control Attributes in Resource Lists".

[20]
IETF RFC 5366 (October 2008): "Conference Establishment Using Request-Contained Lists in the Session Initiation Protocol (SIP)".

[21]
IETF RFC 2046 (November 1996): "Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types".

[22]
IETF RFC 4488 (May 2006): "Suppression of Session Initiation Protocol (SIP) REFER Method Implicit Subscription".

[23]
IETF RFC 4538 (June 2006): "Request Authorization through Dialog Identification in the Session Initiation Protocol (SIP)".

[24]
IETF RFC 3261 (June 2002): "SIP: Session Initiation Protocol".

[25]
IETF RFC 3515: "The Session Initiation Protocol (SIP) Refer Method".

[26]
IETF RFC 6665 (July 2012): "SIP-Specific Event Notification".
[27]
IETF RFC 7647 (September 2015): "Clarifications for the use of REFER with RFC6665".

[28]
3GPP TS 24.334: "Proximity-services (ProSe) User Equipment (UE) to Proximity-services (ProSe) Function Protocol aspects; Stage 3".

[29]
IETF RFC 4412 (February 2006): "Communications Resource Priority for the Session Initiation Protocol (SIP)".

[30]
IETF RFC 4575 (August 2006): "A Session Initiation Protocol (SIP) Event Package for Conference State".

[31]
3GPP TS 24.381: "Mission Critical Push To Talk (MCPTT) group management Protocol specification".

[32]
IETF RFC 4483: "A Mechanism for Content Indirection in Session Initiation Protocol (SIP) Messages.

[33]
IETF RFC 3428 (December 2002): "Session Initiation Protocol (SIP) Extension for Instant Messaging".

[34]
IETF RFC 4964 (October 2007): "The P-Answer-State Header Extension to the Session Initiation Protocol for the Open Mobile Alliance Push-to-talk over Cellular".

[35]
IETF RFC 7614 (August 2015): "Explicit Subscriptions for the REFER Method".

[36]
IETF RFC 5318 (December 2008): "The Session Initiation Protocol (SIP) P-Refused-URI-List Private-Header (P-Header)".

[37]
IETF RFC 3903 (October 2004): "Session Initiation Protocol (SIP) Extension for Event State Publication".

[38]
IETF RFC 5368: "Referring to Multiple Resources in the Session Initiation Protocol (SIP)".

[39]
IETF RFC 5761: "Multiplexing RTP Data and Control Packets on a Single Port".

[40]
3GPP TS 23.003: "Numbering, addressing and identification".

[41]
3GPP TS 23.203: "Policy and charging control architecture".

[42]
3GPP TS 29.468: "Group Communication System Enablers for LTE (GCSE_LTE); MB2 Reference Point; Stage 3".

[43]
3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols; Stage 3".
[xx]
3GPP TS 33.179: "Security of Mission Critical Push-To-Talk (MCPTT);
[yy]
IETF RFC 4567 (July 2006): "Key Management Extensions for Session Description Protocol (SDP) and Real Time Streaming Protocol (RTSP)"
* * * Next Change * * * *

4.4.2
Warning texts

The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4.4.2-1 

Table 4.4.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcptt-warn-code SP warn-mcptt-text DQUOTE

mcptt-warn-code = DIGIT DIGIT DIGIT 

mcptt-warn-text = *( qdtext | quoted-pair )

Table 4.4.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP INVITE request as specified in subclause 4.4.1.

Table 4.2.2-2: Warning texts defined for the Warning header field

	Code
	Explanatory text
	Description

	100
	function not allowed due to <detailed reason>
	The function is not allowed to this user.

The <detailed reason> will be either "group definition", "access policy", 'local policy", or "user authorisation", or can be a free text string.

	101
	TBD
	TBD

	102
	too many simultaneous affiliations
	The MCPTT user already has N2 maximum number of simultaneous affiliations.

	103
	maximum simultaneous MCPTT group calls reached
	The number of maximum simultaneous MCPTT group calls supported for the MCPTT user has been exceeded.

	104
	isfocus not assigned
	A controlling MCPTT function has not been assigned to the MCPTT session.

	105
	maximum simultaneous MCPTT sessions reached
	The number of maximum simultaneous MCPTT sessions supported for the MCPTT user has been exceeded.

	106
	user not authorised to join chat group
	The MCPTT user is not authorised to join this chat group.

	107
	user not authorised to make private calls
	The MCPTT user is not authorised to make private calls.

	108
	user not authorised to make chat group calls
	The MCPTT user is not authorised to make chat group calls.

	109
	user not authorised to make pre-arranged group calls
	The MCPTT user is not authorised to make group calls to a pre-arranged group.

	110
	user declined the call invitation
	The MCPTT user declined to accept the call.

	111
	group call proceeded without all required group members"
	The required members of the group did not responded within the acknowledged call time, but the call still went ahead.

	112
	group call abandoned due to required group members not part of the group session
	The group call was abandoned, as the required members of the group did not respond within the acknowledged call time.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCPTT server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCPTT group
	The group exists on the group management server but the requesting user is not part of this group.

	117
	the group id indicated in the <Request-URI> is a pre-arranged group
	The group id that is indicated in the <Request-URI> is for a pre-arranged group, but did not match the request from the MCPTT user,

The <Request-URI> is replaced with the contents of the "Request-URI". 

	118
	the group id indicated in the <Request-URI> is a chat group
	The group id that is indicated in the <Request-URI> is for a chat group, but did not match the request from the MCPTT user,

The <Request-URI> is replaced with the contents of the "Request-URI".

	119
	user is not authorised to initiate the group call
	The MCPTT user identified by the MCPTT ID is not authorised to initiate the group call.

	120
	user is not affiliated to this group
	The MCPTT user is not affiliated to the group.

	121
	user is not authorised to join the group call
	The MCPTT user identified by the MCPTT ID is not authorised to join the group call.

	122
	too many participants
	The group call has reached its maximum number of participants.

	123
	MCPTT session already exists
	Inform the MCPTT user that the group call is currently ongoing. 

	124
	maximum number of private calls reached
	The maximum number of private calls allowed at the MCPTT server for the MCPTT user has been reached.

	125
	user not authorised to make private call with automatic commencement
	The MCPTT user is not authorised to make a private call with automatic commencement.

	126
	user not authorised to make private call with manual commencement
	The MCPTT user is not authorised to make a private call with manual commencement.

	127
	user not authorised to be called in private call
	The called MCPTT user is not allowed to be part of a private call.

	128
	isfocus already assigned
	The MCPTT server owning an MCPTT group received a SIP INVITE request destined to the MCPTT group from another MCPTT server already assigned as the controlling MCPTT function and the MCPTT server owning the MCPTT group does not support mutual aid or supports trusted mutual aid but does not authorise trusted mutual aid.

	129
	group not authorised for emergency group call, authorised for emergency alert
	The MCPTT group is not authorised for emergency group call, but is authorised for emergency alert.

	130
	group not authorised for emergency group call, not authorised for emergency alert
	The MCPTT group is not authorised for both emergency group call and emergency alert.

	131
	group not authorised for emergency group call
	The MCPTT group is not authorised for emergency group call.

	132
	emergency group call authorised, emergency alert not authorised
	The MCPTT group is authorised for emergency group call but is not authorised for emergency alert.

	133
	in-progress emergency group state not cancelled
	The in-progress emergency group state was not cancelled.

	134
	in-progress emergency group state not cancelled, emergency alert cancelled.
	The in-progress emergency group state was not cancelled but the emergency alert was cancelled.

	135
	in-progress emergency group state not cancelled, but emergency alert sent
	The in-progress emergency group state was not cancelled but the emergency alert was sent.

	136
	authentication of the MIKEY-SAKE I_MESSAGE failed
	The client received the "mikey" attribute value but the authentication failed.


Editor's Note [CT1#94, C1-153731]: It is proposed that the Editor of the TS assign the warning codes when new warning codes are introduced when implementing P-CRs.

* * * Next Change * * * *

5.2
MCPTT client

To be compliant with the procedures in this document, an MCPTT client shall:

-
acts as the user agent for all MCPTT application transactions (e.g. initiation of a group call);

To be compliant with the on-network procedures in this document, an MCPTT client shall:

-
support the MCPTT client on-network procedures defined in 3GPP TS 23.179 [3];

-
act as a SIP UA as defined in 3GPP TS 24.229 [4];

-
generate SDP offer and SDP answer in accordance with 3GPP TS 24.229 [4] and subclause 6.2 of the present document;

-
act as a floor participant responsible for floor requests and implement the on-network procedures for floor requests as specified in 3GPP TS 24.380 [5];

-
for service authorisation, implement the procedures specified in subclause 7.2;

-
for support of pre-established sessions, implement the procedures specified in subclause 8.2.1, subclause 8.3.1, subclause 8.4.1, and the procedures specified in 3GPP TS 24.380 [5];

-
for affiliation, implement the procedures specified in subclause 9.2;

-
dependent on the desired functionality for group call, implement the MCPTT client procedures specified in subclause 10.1; and

-
dependent on the desired functionality for private call, implement the MCPTT client procedures specified in subclause 11.1.

To be compliant with the off-network procedures in this document, an MCPTT client shall:

Editor's Note [CT1#94, C1-153802]: A reference is required to the role of the MCPTT client related to the protocol for off-network. However the protocol for off-network is still to be specified.

-
support the MCPTT client off-network procedures defined in 3GPP TS 23.179 [3];

-
act as a floor participant for floor requests and implement the off-network procedures for floor requests as specified in 3GPP TS 24.380 [5];

-
act as a floor control server providing distributed floor control and implement the off-network procedures for floor control as specified in 3GPP TS 24.380 [5];

-
implement the procedures for ProSe direct discovery for public safety use as specified in 3GPP TS 24.334 [28];

-
implement the procedures for one-to-one ProSe direct communication for Public Safety use as specified in 3GPP TS 24.334 [28];

-
dependent on the desired functionality for group call, implement the MCPTT client procedures specified in subclause 10.2; and

-
dependent on the desired functionality for private call, implement the MCPTT client procedures specified in subclause 11.2.

To be compliant with the service continuity procedures in the present document, an MCPTT client shall:

-
implement the procedures for UE-to-network relay functionality as specified in 3GPP TS 24.334 [28]; and

-
implement the procedures specified in subclause [TBD].
To be compliant with the on-network and off-network procedures in this document requiring private call key distribution, an MCPTT client shall support the procedures specified in 3GPP TS 33.179 [xx];
Editor's Note [CT1#94, C1-153802]: A reference is required to an appropriate subclause when available.

Editor's Note: [CT1#94, C1-153802]: The term "dependent on the desired functionality" may be removed dependent on the discussion in SA6 regarding what aspects of functionality are mandatory and what are optional.
5.3
MCPTT server

An MCPTT server can perform the controlling role for group calls and private calls as defined in 3GPP TS 23.179 [3].

An MCPTT server can perform the participating role for group calls and private calls as defined in 3GPP TS 23.179 [3].

An MCPTT server can perform a non-controlling role for group calls involving groups from multiple MCPTT systems as specified in 3GPP TS 23.179 [3].

An MCPTT server performing the participating role can serve an originating MCPTT user.

An MCPTT server performing the participating role can serve a terminating MCPTT user.

The same MCPTT server can perform the participating role and controlling role for the same group session. 

When referring to the procedures in this document for the MCPTT server acting in a participating role for the served user, the term, "participating MCPTT function" is used.

When referring to the procedures in this document for the MCPTT server acting in a controlling role for the served user, the term "controlling MCPTT function" is used.

When referring to the procedures in this document for the MCPTT server acting in a non-controlling role for a group call, the term "non-controlling MCPTT function of an MCPTT group" is used.

To be compliant with the procedures in this document, an MCPTT server shall:

-
support the MCPTT server procedures defined in 3GPP TS 23.179 [3];

-
implement the role of an AS performing 3rd party call control acting as a routeing B2BUA as defined in 3GPP TS 24.229 [4];

-
generate SDP offer and SDP answer in accordance with 3GPP TS 24.229 [4] and subclause 6.3 of this document;

-
implement the role of a centralised floor control server and implement the on-network procedures for floor control as specified in 3GPP TS 24.380 [5];

-
for service authorisation, implement the procedures specified in subclause 7.3;

-
for support of pre-established sessions, implement the procedures specified in subclause 8.2.2, subclause 8.3.2, subclause 8.4.2 and the procedures specified in 3GPP TS 24.380 [5];

-
for affiliation, implement the procedures specified in subclause 9.3;

-
dependent on the desired functionality for group call, implement the MCPTT server procedures specified in subclause 10.1; and

-
dependent on the desired functionality for private call, implement the MCPTT server procedures specified in subclause 11.1.

Editor's Note [CT1#94, C1-153803]: The term "dependent on the desired functionality" may be removed dependent on the discussion in SA6 regarding what aspects of functionality are mandatory and what are optional.

To be compliant with the procedures in this document requiring the distribution of private call keying material between MCPTT clients as specified in 3GPP TS 33.179 [xx], an MCPTT server shall ensure that the keying material is copied from incoming SIP messages into the outgoing SIP messages.
* * * Next Change * * * *

6.2.1
SDP offer generation

The SDP offer shall contain only one SDP media-level section for MCPTT speech containing an "m=audio" line with the "a=label" attribute having a unique value as specified in IETF RFC 4574 [8] and an "i=" field associated with the "m=audio" line set to "speech" according to 3GPP TS 24.229 [4].

When composing an SDP offer according to 3GPP TS 24.229 [4] the MCPTT client:

1)
shall set the IP address of the MCPTT client for the offered media stream and for the offered media-floor control entity, if any;

NOTE:
If the MCPTT client is behind a NAT the IP address and port can be a different IP address and port than the one of the MCPTT client depending on NAT traversal method used by SIP/IP Core.

2)
shall include the media-level section for the media stream consisting of:

a)
the port number for the media stream selected as specified in 3GPP TS 24.380 [5]; and

b)
the codec(s) and media parameters; 
3)
shall include the media-level section of the offered media-floor control entity, if any, consisting of:

a)
an "m=application" line, including the port number for the media-floor control entity selected as specified in 3GPP TS 24.380 [5], the transport protocol and floor control protocol; and

b)
if the MCPTT client has its MCPTT emergency state set and is originating an emergency call, shall include an mc_priority attribute set to the level specified for MCPTT emergency group calls; and
4)
shall include the MIKEY-SAKKE I_MESSAGE, if generated by the MCPTT client,  in an "a=key-mgmt" attribute as a "mikey" attribute value in the SDP offer as specified in IETF RFC 4567 [yy];
Editor's Note [CT1#95, C1-154551]:
What is the emergency level for mc_priority? Is it "well-known" or configured? An alternative mechanism to provide elevated floor control priority would be to include an emergency indication in the floor control request which the MCPTT server could use to provide the appropriate floor control priority based upon policy.

Editor’s Note:
the "floor control protocol" name as mentioned above is TBD.

Editor’s Note: the use of preconditions is FFS.
* * * Next Change * * * *

6.3.2.1.1
SDP offer generation

6.3.2.1.1.1
On-demand session

NOTE:
This subclause is referenced from other subclauses.

The SDP offer is generated based on the received SDP offer. The SDP offer generated by the participating MCPTT function:

1)
shall contain only one SDP media-level section for MCPTT speech as contained in the received SDP offer; 
2)
shall contain an SDP media-level section for one media-floor control entity, if present in the received SDP offer; and
3)
shall contain an "a=key-mgmt" attribute field with a "mikey" attribute value, if present in the received SDP offer;
When composing the SDP offer according to 3GPP TS 24.229 [4], the participating MCPTT function:

1)
shall replace the IP address and port number for the offered media stream in the received SDP offer with the IP address and port number of the participating MCPTT function if required for call recording, lawful interception or other reasons; and

2)
shall replace the IP address and port number for the offered media floor control entity, if any, in the received SDP offer with the IP address and port number of the participating MCPTT function;

6.3.2.1.1.2
Pre-established session

NOTE:
This subclause is referenced from other subclauses.

When composing an SDP offer according to 3GPP TS 24.229 [4], the participating MCPTT function:
1)
shall set the IP address of the participating MCPTT function for MCPTT speech from the SDP negotiated during the pre-established session establishment;

2)
shall set the IP address of the participating MCPTT function for the offered media-floor control entity from the SDP negotiated during the pre-established session establishment, if present in the received SDP offer;

3)
shall contain only one SDP media-level section for MCPTT speech obtained from the SDP negotiated during the pre-established session establishment consisting of:

a)
the port number for the MCPTT speech; and
b)
the codec(s) and media parameters as in the SDP negotiated during the pre-established session establishment; 
4) 
shall include the media-level section of the offered media-floor control entity from the SDP negotiated during the pre-established session establishment, if any media-floor control entity is offered consisting of:

a)
the media-floor control entity parameters as in the SDP negotiated during the pre-established session establishment; and

b)
the port number for the selected media-floor control entity selected as specified in 3GPP TS 24.229 [4]; and
5)
shall contain an "a=key-mgmt" attribute field with a "mikey" attribute value if present in the received SDP offer.
* * * Next Change * * * *

11.1.1.2.1.1
Client originating procedures

Upon receiving a request from a MCPTT user to establish a MCPTT private call the MCPTT client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [4], with the clarifications given below.

The MCPTT client:

1)
shall set the Request-URI of the SIP INVITE request to a public service identity identifying the private call service on the MCPTT server;

2)
shall, if privacy is requested, include the value "id" in the Privacy header field according to 3GPP TS 24.229 [4];
3)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [4];

4)
shall include the g.3gpp.mcptt media feature tag in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref contain with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];
8)
shall insert in the SIP INVITE request a MIME resource-lists body with the MCPTT ID of the invited MCPTT user, according to rules and procedures of IETF RFC 5366 [20];

9)
 if the URI is requested to be anonymous and not to be presented to the invited MCPTT user, shall, for the URI in the MIME resource-list body, set the "copyControl" attribute to "to", and set the "anonymize" attribute to "true" according to rules and procedures of IETF RFC 5364 [19]; 
10)
if an end-to-end security context needs to be established then:
a)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.179 [xx];
b)
shall use the keying material to generate a PCK as described in 3GPP TS 33.179 [xx];
c)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.179 [xx];

d)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in in 3GPP TS 33.179 [xx];
e)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.179 [xx]; and
g)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [xx]; and
f)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in in 3GPP TS 33.179 [xx].
11)
shall include an SDP offer according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1 and with a media stream of the offered media-floor control entity;

12)
if implicit floor control is required shall comply with the conditions specified in subclause 6.4;



13)
if automatic commencement mode at the invited MCPTT client is requested, shall include in the SIP INVITE request an Answer-Mode header field with the value "Auto" according to the rules and procedures of IETF RFC 5373 [18];

14)
if manual commencement mode at the invited MCPTT client is requested is requested, shall include in the SIP INVITE request an Answer-Mode header field with the value "Manual " according to the rules and procedures of IETF RFC 5373 [18]; 

Editor's Note [CT1#94, C1-153762]: The Answer-mode can include a"require" modifier that allows the originating client to request that the terminating client reject the call if the answering policy of the terminating client is different from what was indicated in the request. RFC 5373 also defines the "Priv-Answer-Mode" header field. Priv-Answer-Mode may be required for dispatchers support. This would require the terminating client to support the ability to override the preferred answer mode. It is FFS if these aspects are required for MCPTT.

15)
shall contain an "application/vnd.3gpp.mcptt-info" MIME body with the <mcpttinfo> element containing the <mcpttclient-Params> element with the <session-type> element set to a value of "chat"; and

16)
shall send SIP INVITE request towards the MCPTT server according to 3GPP TS 24.229 [4].

Upon receiving a SIP 183(Session progress) response to the SIP INVITE request the MCPTT client:

1)
may indicate the progress of the session establishment to the inviting MCPTT user.

Upon receiving a SIP 200 (OK) response to the SIP INVITE request the MCPTT client:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5]; and

2)
shall notify the user that the call has been successfully established.

Editor's Note [CT1#94, C1-153762]: RFC 4964 provides the ability for the MCPTT caller to send media early prior to the MCPTT callee having answered the call. This requires the MCPTT server to (based on knowledge that the user will answer automatically) sending a 200 (OK) response to the initial SIP invite with the P-Answer-State header set to "Unconfirmed". The media packets are sent from the caller to the MCPTT server and are buffered until the callee send back the 200 (OK) response containing a P-Answer-State header with the value of "Confirmed". It is still to be determined if this header is required in a 200 OK response and whether the UE is able to send media early.

11.1.1.2.1.2
Client terminating procedures

Upon receipt of an initial SIP INVITE request, the MCPTT client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [4] with the clarifications below.
The MCPTT client:

1)
may reject the SIP INVITE request if either of the following conditions are met:

a)
MCPTT client is already occupied in another session and the number of simultaneous sessions exceeds the maximum simultaneous MCPTT session;

b)
MCPTT client does not have enough resources to handle the call;

c)
the requested answer mode in the received SIP INVITE is not supported by the client; or

d)
any other reason outside the scope of this specification.
2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCPTT function either with appropriate reject code as specified in 3GPP TS 24.229 [4] and warning texts as specified in subclause 4.4.2 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure and skip the rest of the steps of this subclause;
Editor's Note [CT1#95-bis, C1-160466]: The configuration parameter name "authorised to restrict the reason for failure" need to be aligned with 3GPP TS 24.384.

3)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [xx]; 
b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.179 [xx];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.179 [xx];
d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [xx], and include warning text set to "136 authentication of the MIKEY-SAKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4; and
e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.179 [xx]; and
ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.179 [xx];
NOTE:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.
4)
may check if a Resource-Priority header field is included in the incoming SIP INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [4];

5)
may display to the MCPTT user the MCPTT ID of the inviting MCPTT user;

6)
shall perform the automatic commencement procedures specified in subclause 6.2.3.1.1 if the following conditions are met:
a)
SIP INVITE request contains an Answer-Mode header field with the value "Auto"; or

b)
SIP INVITE request does not contain an Answer Mode header field and the policy for answering the call at the invited MCPTT client is to use automatic commencement mode; and

7)
shall perform the manual commencement procedures specified in subclause 6.2.3.2.1 if the following conditions are met:
a)
SIP INVITE request contains an Answer-Mode header field with the value "Manual"; or

b)
SIP INVITE request does not contain an Answer Mode header field and the policy for answering the call at the invited MCPTT client is to use manual commencement mode.

Editor's Note [CT1#94, C1-153762]: In 5) and 6), the terminating client may need to check for existence of the "require" modifier, and Priv-Answer-Mode header field may be included instead of Answer-Mode. This is FFS.

11.1.1.2.2
Private call using pre-established session

11.1.1.2.2.1
Client originating procedures

Upon receiving a request from a MCPTT user to establish a MCPTT private call within a pre-established session the MCPTT client shall generate a SIP REFER request outside a dialog in accordance with the procedures specified in 3GPP TS 24.229 [4], IETF RFC 4488 [22] and IETF RFC 3515 [25] as updated by IETF RFC 6665 [26] and IETF RFC 7647 [27], with the clarifications given below.
Editor's Note [CT1#94, C1-153765]: The procedures of MCPTT client is FFS when the media resource allocation for the pre-established session is not active.

If an end-to-end security context needs to be established the MCPTT client:

1)
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.179 [xx];

2)
shall use the keying material to generate a PCK as described in 3GPP TS 33.179 [xx];

3)
shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the the purpose of the PCK is to protect private call communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.179 [xx];

4)
shall encrypt the PCK to a UID associated to the MCPTT client using the MCPTT ID of the invited user and a time related parameter as described in in 3GPP TS 33.179 [xx];

5)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.179 [xx];

6)
shall add the MCPTT ID of the originating MCPTT to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [xx]; and
7)
shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCPTT user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in in 3GPP TS 33.179 [xx].

The MCPTT client populates the SIP REFER request as follows:

1)
shall include the Request-URI set to the public service identity identifying the pre-established session on the MCPTT server serving the MCPTT user;

2)
shall include the Refer-Sub header field with value "false" according to rules and procedures of IETF RFC 4488 [22];

3)
shall include the Supported header field with value "norefersub" according to rules and procedures of IETF RFC 4488 [22];

Editor's Note [CT1#94, C1-153765]: Need to discuss if the MCPTT client includes the "norefersub" in a Supported header field and the Refer-Sub header field with value "false" as specified in RFC 4488 or whether the MCPTT server should also or instead use the Explicit Subscription mechanism in RFC 7614 with the "explicitsub" and "nosub" option tag in the Require header field, of the REFER request, or both.

4)
shall include the option tag "multiple-refer" in the Require header field;

5)
shall include the Refer-To header field containing a public service identity identifying the private call service on the MCPTT server and the following header fields in the headers portion of the SIP containing information related to the private call as follows;

a)
shall include a "body" parameter in the headers portion in the SIP URI in the Refer-To header field containing the MIME resource-lists body (specified in IETF RFC 5366 [20]) with the invited MCPTT user;

b)
if automatic commencement mode at the invited MCPTT client is requested, shall include an Answer-Mode header field with the value "Automatic" according to rules and procedures of IETF RFC 5373 [18];

c)
if manual commencement mode at the invited MCPTT client is requested, shall include an Answer-Mode header field with the value "Manual" according to rules and procedures of IETF RFC 5373 [18];

Editor's Note [CT1#94, C1-153765]: The Answer-mode can include a"require" modifier that allows the originating client to request that the terminating client reject the call if the answering policy of the terminating client is different from what was indicated in the request. RFC 5373 also defines the "Priv-Answer-Mode" header field. Priv-Answer-Mode may be required for dispatchers support. This would require the terminating client to support the ability to override the preferred answer mode. It is FFS if these aspects are required for MCPTT.
d)
shall include a Content-Type header field containing "application/sdp" MIME type of the "body" parameter in the headers portion in the SIP URI containing SDP parameters according to 3GPP TS 24.229 [4] with the clarification given in subclause 6.2.1 and: 
i)
with a media-level section of the offered media-floor control entity, and 
ii)
with a "a=key-mgmt" attribute with a "mikey" attribute value as specified in IETF RFC 4567 [yy] containing a MIKEY-SAKKE I_MESSAGE if generated by the MCPTT client as specified in 3GPP TS 33.179 [xx];

NOTE:
The MIKEY-SAKKE I_MESSAGE is generated from time-limited key information at the start of the private call which can only be attributed to the private call when sending the SIP REFER request. Consequently the client always includes an SDP offer in a "body" in the SIP REFER request. The "body" can also include changes to SDP parameters since the establishment of the pre-established session.

e)
shall, if privacy is requested, include value "id" in the Privacy header field according to 3GPP TS 24.229 [4]; and

f)
shall include a Content-Type URI header field containing an "application/vnd.3gpp.mcptt-info"MIME type of the "body" URI header field with a body containing the <mcpttinfo> element with the <mcpttclient-Params> element and with the <session-type> element set.

6)
if implicit floor control is required, shall comply with the conditions specified in subclause 6.4;

7)
shall include a MIME resource-lists body as specified in IETF RFC 5366 [20c] containing the MCPTT ID of the invited MCPTT user;
8)
shall include a Content-Type header field with "application/resource-lists+xml";

9)
may include a Resource-Priority header field according to rules and procedures of IETF RFC 4412 [29] in the SIP REFER request as well as the Refer-to URI parameter; and

Editor's Note [CT1#94, C1-153765]: The values of Resource-Priority header field and the detailed conditions for inclusion are FFS.

10) shall include a Target-Dialog header field as specified in IETF RFC 4538 [23] identifying the pre-established session.
The MCPTT client shall send the SIP REFER towards the MCPTT server according to 3GPP TS 24.229 [4].
Upon receiving a SIP 2xx final response to the SIP REFER request the MCPTT client shall interact with media plane as specified in 3GPP TS 24.380 [5].

* * * End Changes * * * *
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