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Introduction:

23.179 has descried user authentication in section 10.2.1. Accroding to stage-2, 3rd party REGISTER will be used for service authorization. This document discusses the system reaction when service authorizatio fials, especially in conjunction with an underlying IMS core network.
Discussion:

23.179 10.2.1 specifies user authentication as follows
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Figure 10.2-1: MCPTT user authentication and registration, single domain

1.
In this optional step the identity management client begins the user authorization procedure. The MCPTT user supplies the user credentials (e.g. biometrics, secureID, username/password) for verification with the identity management server.

2.
The signalling user agent establishes a secure connection to the SIP core for the purpose of SIP level authentication and registration.

3.
The signalling user agent completes the SIP level registration with the SIP core (and an optional third-party registration with the MCPTT server). The MCPTT client performs the MCPTT service authorization for the user. Step 3 may utilize the results of step 1 depending on the authentication mechanism for the MCPTT user.

It is clear from the above figure, that step 2) is the normal IMS SIP level registration which includes authentication on IMS level. This step can employ any appropriate security mechanism as defined in 24.229, e.g. IMS AKA with IPSec.

Step 3 above describes the authorization of the MCPTT user to use MCPTT service provided by the MCPTT server. According to 23.179 the signalling between SIP core and MCPTT server is based on 3rd party registration. 
The question that is not answered in 23.179 (and in in 33.179 either) is the system behaviour when service authorization in stage 3) fails.

In such situation, the MCPTT server will send a negative SIP response to the 3rd party REGISTER, but this is terminated in S-CSCF, i.e.regular IMS behaviour is followed.
It needs to be clarified whether there is a need that the MCPTT client gets aware of the situation, i.e. do we have to inform the client about failed service authorization?
The IMS system behaviour for failed 3rd party REGISTER is dependent on default handling defined in the filter criteria.
Case 1:

the filter criteria indicates the value "SESSION_TERMINATED" as specified in 29.228. In this case, the negative SIP response for the 3rd party REGISTER will cause the S-CSCF to initiate the network-initiated deregistration. I.e. due to the failed MCPTT service authorization the IMS registration is terminated. This behaviour seems appropriate where MCPTT is the only service provided to the registered contact, e.g. would be suitable for cases where a MCPTT specific APN is used.

Case 2: 

The filter criteria indicates the value "SESSION_CONTINUED” as specified in 29.228. In this case, the negative SIP response for the 3rd party REGISTER will NOT cause network initiated deregister. This could typically be used for cases where the IMS provide services in addition to MCPTT.

· SUBSCRIBE/NOTIFY seems like a natural fit, i.e. the MCPTT UE would subscribe for this event at the MCPTT server.  However, the event package is not obvious, further question is whether we want to establish yet another dialog for this

· one could inform the MCPTT UE only when the MCPTT UE wants to setup a session, i.e. sends an INVITE with g.3gpp.mcptt feature tag, i.e. MCPTT server sends negative SIP response to such a request
It is proposed to discuss the above listed alternatives and any other alternative on how to handle failed service authorization. Based on the outcome CRs against 24.379 will be written for the next CT1 meeting.
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