
3GPP TSG-CT WG1 adhoc meeting on MCPTT
C1ah-160032
Dubrovnik (Croatia) , 3-5 February 2016
Source:
Motorola Solutions, Inc
Title:
Pseudo-CR on user authentication framework
Spec:
3GPP TS 24.382 v0.1.1
Agenda item:
13.6.5
Document for:
Discussion and Agreement
1. Introduction
OpenID Connect (OIDC) has been agreed to by SA3 as the MCPTT User Authentication Framework as described in 3GPP TS 33.179. This pCR, using the procedure described in subclause 5.5.1 of 3GPP TS 33.179 as its basis (as well as work going on in parallel in SA3), provides a stage 3 procedure for 3GPP TS 24.382 v0.1.1. 

Subclause 5.5.1 of 3GPP TS 33.179 is shown below.
5.5.1
OpenID Connect (OIDC) Example Using Username/Password 

The following figure describes the MCPTT User Authentication Framework.  Specifically, it describes the steps by which an MCPTT user authenticates to the Identity Management server (IdMS), resulting in a set of credentials delivered to the UE uniquely identifying the MCPTT user’s identity.  The means by which these credentials are sent from the UE to the MCPTT services are out of scope of this authentication framework.  The authentication framework supports extensible user authentication solutions between steps 2 and 5.  Password-based user authentication (illustrated in steps 3 and 4) is shown as a mandatory to support authentication solution.  Other user authentication solutions (running between steps 2 and 5) are possible but not defined here.
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Figure 5.5.1-1: OpenID Connect (OIDC) Example Using Username/Password
Step 1: 
UE establishes a secure tunnel with the Identity Management server (IdMS).

Step 2: 
UE sends an OpenID Connect Authentication Request to the IdMS.  The request may contain an indication of authentication methods supported by the UE.

Step 3: 
IdMS sends an HTML form to UE prompting the user for their username & password

Step 4: 
UE sends the username & password (as provided by the user) to the IdMS

Step 5: 
IdMS sends an OpenID Connect Authentication Response to the UE containing an authorization code  

Step 6: 
UE sends an OpenID Connect Token Request to the IdMS, passing the authorization code

Step 7: 
IdMS sends an OpenID Connect Token Response to the UE containing an id_token and an access_token (each which uniquely identify the user of the MCPTT service).  The id_token is consumed by the UE to personalize the MCPTT client for the MCPTT user, and the access_token is used by the UE to communicate the identity of the MCPTT user to the MCPTT server. 
As the above highlighted material indicates, OIDC is designed to allow for the use of multiple authentication methods. As username/password is specified in 33.179 as being mandatory, the prodedures described in this pCR provide a method to support username/password while noting that other authentication mechanisms may be employed.
Also included in this pCR are:

1)
references to 33.401 for LTE attach and network security establishment and a brief description of the IdM client registration with the IdM server.
2)
an informative annex containing the proposed MCPTT authentication profile parameters and their description for the OIDC messages used in the procedure. Note that all parameters are OIDC-defined parameters except for mcptt_id which is an addition made for the MCPTT profile. This content is sourced from contribution S3-160014. The procedure is written to determine which parameters to use from 33.179.
CT1 is asked to:
1)
decide if the style of procedural documentation herein is desirable for 24.382 or if referencing the OIDC profile in 33.179 is sufficient.

2)
if 1) is agreed to, to agree to this pCR

2. Reason for Change
To provide stage 3 documentation for the MCPTT user authentication framework for 24.382.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.382 v0.1.1.
* * * First Change * * * *
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3
Definitions and abbreviations

3.1
Definitions
For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.179 [2] apply:
MCPTT UE
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

HTTP
Hypertext Transfer Protocol

IdM
Identity Management
LTE
Long Term Evolution
MCPTT
Mission Critical Push To Talk
OIDC
OpenID Connect
TLS
Transport Layer Security
UE
User Equipment
* * * Next Change * * * *
6
Authentication procedures
6.1
General
6.1.1
LTE authentication 

Upon power-up, the MCPTT UE performs LTE authentication as specified in TS 33.401 [21].
NOTE:
performing this procedure is a pre-requisite for all other MCPTT UE related procedures in this specification.
6.2
Identity management client procedures
6.2.1
IdM client registration
By a mechanism outside of the scope of this specification, the IdM client shall register with the IdM server as specified in 3GPP TS 33.179 [2]. The MCPTT client:
1)
shall register the client’s redirect URIs;

2)
may register other information as specified in 3GPP TS 33.179 [2]; and
3)
is issued a client identifier.  The client identifier represents the client’s registration with the authorisation server, and enables the IdM server to reference parameters associated with that client’s registration when being requested for an access token by the IdM client.
NOTE:
this registration procedure is assumed to be performed one-time only, e.g., not upon each power-up. 
6.2.2
User authentication procedure
NOTE 1:
 it is assumed that the IdM client has registered with the IdM server and performed the actions in subclause 6.1.1 prior to performing this procedure.
Upon an indication from the MCPTT client to initiate MCPTT user authentication, the IdM client shall perform the user authentication procedure according to 3GPP TS 33.179 [2] with the following clarifications:

1)
shall establish a TLS tunnel to the IdM server as specified in 3GPP TS 33.179 [2];
NOTE 2:
whether or not there is an HTTP proxy in the path between the IdM client and IdM server is deployment-dependent. This is the only interface where the MCPTT user provides their exposes primary credentials and thus the security concerns are heightened.
Editor's Note [CT1onMCPTT, C1ah-160032]:  how is the URL of the IdM server obtained?
2)
shall generate an OIDC authentication request as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP GET request according to IETF RFC 2616 [4]; and
b)
shall include the required parameters as specified in 3GPP TS 33.179 [2] in the query component of the authorization endpoint’s URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7].
Editor's Note [CT1onMCPTT, C1ah-160032]: the required parameters to be included are assumed to be specified in 3GPP TS 33.179 [2] but are not there as of this writing. To allow for review they are included in informative Annex X for now.

3)
shall send the HTTP GET request towards the IdM server.
NOTE 3:
the OpenID Connect 1.0 [6] specification allows for an alternative mechanism for sending the OIDC authentication request using an HTTP POST request which may be used in place of steps 1, 2, and 3 above. 
Editor's Note [CT1onMCPTT, C1ah-160032]: need a reference for the send above.
Upon receipt of an HTTP POST request from the IdM server, the MCPTT client:
1)
shall prompt the MCPTT user for their username and password;

 NOTE 4:
other types of authentication are supported and are not defined by the OIDC specifications. 3GPP TS 33.179 [2] has defined username and password as a mandatory authentication method to be supported, hence a procedure to realize that method is included here.  
2)
shall generate an HTTP POST request containing the MCPTT user's username and password; and
3)
shall send the HTTP POST request towards the IdM server.
Upon receipt of an OIDC authentication response, the IdM client:

1)
shall generate an OIDC Token request message as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:
a)
shall generate an HTTP POST request according to IETF RFC 2616 [4]; and
b)
shall include the grant_type parameter set to a value of "authorization_code" and the other required parameters in the entity body of the HTTP POST request using the using the application/x-www-form-urlencoded format as specified in 3GPP TS 33.179 [2]; and
Editor's Note [CT1onMCPTT, C1ah-160032]: the required parameters to be included are assumed to be specified in 3GPP TS 33.179 but are not there as of this writing. To allow for review they are included in informative Annex X for now.
2)
shall send the HTTP Post request towards the IdM server.
Upon receipt of an OIDC Token response messsage, the IdM client:
1)
shall validate the id_token, access_token and refresh token in the received Token Response message as specified in the OpenID Connect 1.0 [6] specification; and
2)
shall provide the id_token and access_token in the received Token Response message to the MCPTT client.
NOTE 5:
the method in which the IdM client provides the id_token and access_token to the MCPTT client is implementation specific.
6.3
Identity management server procedures
* * * Next Change * * * *

Annex X (informative):
OpenID Connect profile

X.1
General

This Annex is a temporary subclause for the purposes of review while the basis of this work (and the source material for this Annex) is being done in SA3. It is expected that this specification will reference 3GPP 33.179 [2] directly and will not need this annex.
X.1
OIDC authorisation request parameters
The parameters in the table below are REQUIRED. Other parameters defined by the OpenID Connect specification are optional.
	Parameter

	Values

	response_type
	REQUIRED.  For native MCPTT clients the value shall be set to “code”

	client_id
	REQUIRED.  The identifier of the MCPTT client making the API request.  It must match the value that was previously registered with the IdM server of the MCPTT service provider.

	scope
	REQUIRED.  Scope values are expressed as a list of space-delimited, case-sensitive strings which indicate which MCPTT resource servers the client is requesting access to (e.g. MCPTT, KMS, etc.)  If authorized, the requested scope values will be bound to the access token returned to the client.  

The scope value “openid” is defined by the OpenID Connect standard and is mandatory, to indicate that the request is an OpenID Connect request, and that an ID token should be returned to the MCPTT client.

This profile further defines the following additional authorisation scopes:

  “3gpp:mcptt:ptt_server” (service authorisation)

  “3gpp:mcptt:key_management_server” (key management authorisation)

  “3gpp:mcptt:config_management_server” (config mgmt authorisation)

  “3gpp:mcptt:group_management_server” (group mgmt authorisation)

Others may be added in the future as new MCPTT resource servers are introduced by 3GPP.  (Note: the order in which they are expressed does not matter).

	redirect_uri
	REQUIRED.  The URI of the MCPTT client to which the IdM server will redirect the MCPTT client’s user agent in order to return the authorization code to the MCPTT client.  The URI must match the redirect URI registered with the IdM server during the client registration phase.

	state
	REQUIRED.  An opaque value used by the MCPTT client to maintain state between the authorization request and authorization response.  The IdM server includes this value in its authorization response back to the MCPTT client.

	acr_values
	REQUIRED.  Space-separated string that specifies the acr values that the IdM server is being requested to use for processing this authorisation request, with the values appearing in order of preference.  For minimum interoperability requirements, a password-based ACR value is mandatory to support.  ”3gpp:acr:password”.

	code_challenge
	REQUIRED.  The base64url-encoded SHA-256 challenge derived from the code verifier that is sent in the authorisation request, to be verified against later.

	code_challenge_method
	REQUIRED.  The hash method used to transform the code verifier to produce the code challenge.  This profile current requires the usage of “S256”


X.2
OIDC authorisation response parameters
The parameters in the table below are REQUIRED.

	Parameter

	Values

	code
	REQUIRED. The authorization code generated by the authorization endpoint and returned to the MCPTT client via the authorization response.

	state
	REQUIRED.  The value must match the exact value used in the authorization request.  If the state does not match exactly, then the NGMI API client is under a Cross-site request forgery attack and MUST reject the authorization code by ignoring it and must not attempt to exchange it for an access token.  No error is returned.


X.3
OIDC token request parameters

The parameters in the table below are REQUIRED.

	Parameter

	Values

	grant_type
	REQUIRED.  The value shall be set to ”authorization_code”.

	code
	REQUIRED.  The authorization code previously received from the IdM server as a result of the authorisation request and subsequent successful authentication of the MCPTT user.

	client_id
	REQUIRED.  The identifier of the client making the API request.  It must match the value that was previously registered with the OAuth Provider during the client registration phase of deployment, or as obtained by the Motorola Solutions development portal

	redirect_uri
	REQUIRED.  The value MUST be identical to the "redirect_uri" parameter included in the authorization request

	code_verifier
	REQUIRED.  A cryptographically random string that is used to correlate the authorization request to the token request.


X.3
OIDC token response parameters
The parameters in the table below are REQUIRED.

If the access token request is valid and authorized, the IdM server returns an ID token, access token and refresh token to the MCPTT client; otherwise it will return an error.
* * * Next Change * * * *
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