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1. Reason for change
There are some editor's notes related to encryption of media streams that can be solved:
[8.2.1]
Editor's note:
As the floor control messages may carry location info or identity information, they must be able to be encrypted. In that case SRTCP should be used. The impact on the coding is FFS.

[10.2.3.2]

Editor's note [CT1#95, C1-154483-3]: If encryption of the floor control message is part of this procedure or described elsewhere is FFS.
[10.2.3.3]

Editor's note [CT1#95, C1-154483-5]: If encryption of the floor control message is part of this procedure or described elsewhere is FFS.
2. Summary of change
[8.2.1]
Media plane security is introduced using SRTCP and the subclause 8.1.2 is updated to show how the floor control message is impacted. The EN is removed.
[10.2.3.2] and [10.2.3.3]

Media plane security is introduced using SRTCP and subclause 10.1 is updated to reference the media plane security clause 13 (introduced by another pCR).

Additional the clause 5 is updated to mandate the support of media plane security in the MCPTT client, participating MCPTT function, controlling MCPTT function and the non-controlling MCPTT function.

Additional the subclause 6.1 is updated to reference mediaplane security in clause 13.
3. Consequences if not approved
Incomplete specification.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.380 1.1.1.
* * * 1st Change * * * *

5.2.1
Introduction

To be compliant with the procedures in this document, an MCPTT client shall:

1.
support the role of an MCPTT client as specified 3GPP TS 23.179 [3];

2.
support the on-network MCPTT client role as specified in 3GPP TS 24.379 [2];
3.
support the off-network MCPTT client role as specified in 3GPP TS 24.379 [2]; and
4.
support media plane security as specified in clause 13.
To be compliant with on-network procedures in this document, a MCPTT client shall:

1.
provide the role of a floor participant in on-network mode as specified in subclause 5.1.2;

2.
provide the media mixer function as described in subclause 4.2.2 and support the related procedures in subclause 6.2;

3.
when operating in systems that support MBMS functionality, provide the MBMS interface described in subclause 4.2.2 and support the related MBMS subchannel control procedure specified in subclause 10.3;

4.
provide PTT button events towards the on-network floor participant as specified in subclause 6.2;

5.
provide means (sound, display, etc.) for indications towards the MCPTT user as specified in subclause 6.2;

6.
support negotiating media plane control channel media level attributes as specified in subclause 4.3; and

7.
support call setup control over pre-established session as specified in subclause 9.2.

To be compliant with on-network procedures in this document, a MCPTT client shall:

1.
provide the role of a floor participant in off-network mode as specified in subclause 5.1.3;

2.
support the role of an off-network floor participant as specified 3GPP TS 23.179 [3] and in the present specification;

3.
provide the media mixer function as described in subclause 4.2.2 and the related procedures in clause 7;

4.
provide PTT button events towards the off-network floor participant as specified in clause 7; and

5.
provide means (sound, display, etc.) for indications towards the MCPTT user as specified in clause 6.2.

* * * 2nd Change * * * *

5.3
Controlling MCPTT function

An MCPTT server providing the controlling MCPTT function shall:

1.
support the role of a controlling MCPTT function as specified 3GPP TS 23.179 [3];

2.
support negotiating media plane control channel media level attributes as specified in subclause 4.3;

3.
provide floor control arbitration logic with an interface to MCPTT clients as described in subclause 4.2.1 and support associated procedures described in subclause 6.3;

4.
provided a network media interface as described in subclause 4.2.1 and support associated procedures as specified in subclause 6.3;

5.
provide a media distributor with an floor control interface towards the MCPTT clients as described in subclause 4.2.1 and support associated procedures in subclause 6.3;
6.
support the on-network mode floor control protocol elements in the subclause 8; and
7.
support media plane security as specified in clause 13.
An MCPTT server providing the controlling MCPTT function may:

1.
provide a floor request queue as specified in subclause 4.2.1 and support associated procedures specified in subclause 6.3 and subclause 4.3.

* * * 3rd Change * * * *

5.4
Participating MCPTT function

An MCPTT server providing the participating MCPTT function shall:

1.
support the role of a participating MCPTT function as specified 3GPP TS 23.179 [3];

2.
distribute floor control messages as described in subclause 5.3 and support associated procedures as specified in subclause 6.4;

3.
support call setup control over pre-established session as specified in subclause 9.3;
4.
when operating in systems that support MBMS functionality, provide MBMS bearer management as described in subclause 6.4 and associated MBMS subchannel control procedures as specified in subclause 10.2; and

5.
support media plane security as specified in clause 13.
* * * 4th Change * * * *

5.5
Non-controlling MCPTT function

An MCPTT server providing the non-controlling MCPTT function of an MCPTT group shall:

1.
support floor control involving groups from multiple MCPTT systems as specified 3GPP TS 24.379 [2];

2.
provide an floor control interface towards the controlling MCPTT function as described in subclause 4.2.4 and support associated procedure as specified in subclause 6.5;

3.
provide an media interface towards the controlling MCPTT function as described in subclause 4.2.4 and support associated procedure as specified in subclause 6.5;
4.
provide a media distributor as described in subclause 4.2.4 and associated procedures as specified in subclause 6.5; and
5.
support media plane security as specified in clause 13.
* * * 5th Change * * * *

6.1
General
Editor's note: Another pCR will add additional text not related to media plane security.
If media plane security is required, the MCPTT client, the controlling MCPTT function, the participating MCPTT function and the non-controlling MCPTT function shall perform the procedures in subclause 13.
8.1.2
RTCP: APP message format

The definition of the fields in the RTCP APP packet is found in IETF RFC 3550 [3].

Table 8.1.2-1 shows the RTCP APP packet format.

Table 8.1.2-1: RTCP: APP message format.

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|V=2|P| Subtype |   PT=APP=204  |            length             |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           SSRC                                |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                          name (ASCII)                         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                 application-dependent data                    |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                    Secure RTCP message part                   |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

P

The padding bit P shall be set to 0.

Subtype:

Any of the message types in table 8.2.2-1.

Length

The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.

Name

The 4-byte ASCII string in the RTCP header shall be used to define the set of media control messages to be unique with respect to other APP packets that the media plane might receive.

The present document specified the use of the following names:

1.
For the floor control protocol specified in present document the ASCII name string shall be: MCPT (Mission Critical Push-to-Talk).

2.
For the pre-established session call control protocol specified in present document the ASCII name string shall be: MCPC (Mission Critical Pre-established session Control).

3.
For the MBMS subchannel control protocol specified in present document the ASCII name string shall be: MCMC (Mission Critical MBMS subchannel Control).

Application-dependent data

The use of application dependent data is specified in the following subclauses. If the length of the application dependent data is not a multiple of 4 bytes, the application dependent data shall be padded to a multiple of 4 bytes. The value of the padding bytes should be set to zero. The receiver of padding bytes in a message shall ignore the value of the padding bytes.
This part is encrypted if SRTCP is used.
Secure RTCP message part
The content of the secure RTCP message part is in specified in clause 13 and in IETF RFC 3711 [www].
* * * 6th Change * * * *

8.2.1
Introduction

The floor control messages shall be coded as described in subclause 8.1.2 where the floor control message is part of the application-dependent data.

For the floor control protocol the ASCII name string shall be: MCPT (Mission Critical Push-to-Talk).

A list of floor control messages can be found in subclause 8.2.2.

Editor's note:
The transport of the floor control messages should be multicast for off-network. The transport of the floor control messages may be unicast, in which case UDP transport is appropriate, but it may also be broadcast (see 3GPP TS 23.179 [5] subclause 10.9.1.6). The impact on the coding and this specification from the broadcast is FFS.
Editor's note:
The use of SSRC as provided in the description is not compatible with the multiplexing which may occur both on broadcast channels (several call may share the same TMGI) and on unicast (when there is a NAT traversal for the media, a session is pre-established and several calls may share the same 5-tuple (IP addresses and port numbers). Various techniques may be foreseen for the multiplexing, for example using the SSRC as a multiplexing index, or adding a MIS header extension in the RTCP packet. The impact on the coding from the multicast and NAT traversal is FFS.

The same floor control messages are used for on-network, off-network floor control and over the MBMS subchannel control channel.

NOTE:
In case of off-network, the floor participant that has the floor acts as the floor control server in the following subclauses.

The floor control specific fields are specified in subclause 8.2.3.

* * * 7th Change * * * *

9.1
General

The procedures described in this clause are applicable only after a pre-established session is established between the participating MCPTT function and the MCPTT client.

Once the use of an existing pre-established session is decided for a pre-arranged group call or for a chat group call or for a private call, as specified in 3GPP TS 24.379 [2], the participating MCPTT function shall inform the MCPTT client that this pre-established session is to be used as described in subclause 9.3 and the MCPTT client shall respond as described in subclause 9.2. 

When a pre-arranged group call or a chat group call or a private call which uses a pre-established session is released as specified in 3GPP TS 24.379 [2], the participating MCPTT function shall inform the MCPTT client that the use of this pre-established session has ended as described in subclause 9.3 and the MCPTT client shall respond as described in subclause 9.2.

Media and media control procedures between a participating MCPTT function and MCPTT client for a pre-arranged group call or for a chat group call or for a private call and setup over a pre-established session are not affected by the use of the pre-established session.
Media plane security procedures for pre-established call control messages are specified in clause 13.
* * * 8th Change * * * *

10.1
General

A participating MCPTT function sending floor control messages and RTP media packets over a MBMS bearer shall support the procedures in the following subclauses.

The MBMS bearer can be used for conversations in group calls. Prior to using the MBMS bearer the participating MCPPT function need to activate the MBMS bearer and announce the MBMS bearer as described in subclause 4.3.4.

Floor control messages and RTP media packets received over the MBMS subchannel are used as input to the floor participant state machine in the same way as floor control messages and RTP media packets received over the unicast bearer.
Media plane security procedures for media and floor control messages sent over the MBMS subchannels are specified in clause 13.
* * * 9th Change * * * *

10.2.3.2
Send Floor Idle message (R: Floor Idle)

When a Floor Idle message destined to a floor participant listening to the MBMS subchannel is received, the participating MCPTT function:

1.
shall for each received Floor Idle message, check if there is a stored message-sequence-number value associated with the conversation;

2.
if a message-sequence-number value associated with the conversation is stored, compared the value of the stored message-sequence-number value with the value in the received Floor Idle message;

a.
if the received message-sequence-number value is higher than the stored value:

i)
shall replace the stored message-sequence-number value with the received message-sequence-number field;

ii)
shall set the acknowledgment bit to 0 as specified in subclause 8.2.2.2, if not already set; and

iii)
shall send the received Floor Idle message over the MBMS subchannel; and

b.
if the received message-sequence-number value is lower or the same as the stored value, shall discard the received Floor Idle message;

3.
if a message-sequence-number value associated with the conversation is not stored (i.e. this is the first floor control message received in the conversation):

a.
shall store the received message-sequence-number value and associate the value with the conversation;

b.
shall set the acknowledgment bit to 0 as specified in subclause 8.2.2.2, if not already set; and

c.
shall send the received Floor Idle message over the MBMS subchannel;

4.
if the received Floor Idle message indicates that a Floor Ack message is expected (i.e. the acknowledgment bit is set to 1 as specified in subclause 8.2.2), shall send a Floor Ack message towards the controlling MCPTT function with the Source field set to '1' (participating MCPTT function is the source);


5.
restart the T15 (conversation) timer; and

6.
remain in the 'M: A conversation is active' state.

10.2.3.3
Send Floor Taken message (R: Floor Taken)

When a Floor Taken message destined to a floor participant listening to the MBMS subchannel is received, the participating MCPTT function:

1.
shall for each received Floor Taken message, check if there is a stored message-sequence-number value associated with the conversation;

2.
if a message-sequence-number value associated with the conversation is stored, compare the value of the stored message-sequence-number value with the value in the received Floor Taken message;

a)
if the received message-sequence-number value is higher than the stored value:

i)
shall replace the stored message-sequence-number value with the received message-sequence-number field;

ii)
shall set the acknowledgment bit to 0 as specified in subclause 8.2.2.2, if not already set; and

iii)
shall send the received Floor Taken message over the MBMS subchannel; and

b)
if the received message-sequence-number value is lower or the same as the stored value, shall discard the received Floor Taken message;

3.
if a message-sequence-number value associated with the conversation is not stored (i.e. this is the first floor control message received in the conversation):

a)
shall store the received message-sequence-number value and associate the value with the conversation;

b)
shall set the acknowledgment bit to 0 as specified in subclause 8.2.2.2, if not already set; and

c)
shall send the received Floor Taken message over the MBMS subchannel;
4.
if the received Floor Taken message indicates that a Floor Ack message is expected (i.e. the acknowledgment bit is set to 1 as specified in subclause 8.2.2), shall send a Floor Ack message towards the controlling MCPTT function with the Source field set to '1' (participating MCPTT function is the source);


5.
restart the T15 (conversation) timer; and

6.
remain in the 'M: A conversation is active' state.

* * * End Change * * * *

