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1.
Background

TS 33.179 describe end-to-end media plane security. The intention is to create a secure context between end points.
However, it is not clear who is the end-point in some traffic scenarios and what shall be end-to-end.

This paper tries to show some models that needs to discuss before finalizing stage 3.

2.
End-to-end media plane security models

2.1
Group calls

The figure below shows an assumed end-to-end media security model for group calls.
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Assumptions:

1.
GMS distributes keys during affiliation

2.
Participating MCPTT function (PF) are transparent, only forwards received RTP media packets and floor control messages.

3.
MCPTT clients acts end points for RTP media

4.
The controlling MCPTT function acts as end-point for floor control and RTCP.

At the moment I see no issue with the above, if the assumptions above are correct.

2.2
Private calls

The figure below shows an assumed end-to-end media security model for private calls.
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Assumptions:

1.
Keys are distributed during call establishment. Is the intention to use RFC 4567 for this (i.e. the use of a=key-mgmt:mikey in the "m=audio …" media stream)?

2.
Participating MCPTT function (PF) are transparent, only forwards received RTP media packets and floor control messages.

3.
MCPTT clients acts end points for RTP media and possible RTCP

4.
The controlling MCPTT function acts as end-point for floor control and RTCP Is the intention to use RFC 4567 for this (i.e. the use of a=key-mgmt:mikey in the "m=application …" media stream)?.

With the exception of which RFC to use for this I see no bigger issue with this if the assumptions above is correct.

2.3
MBMS

It is assumed that it is mandatory to encrypt media streams (RTP media and floor control messages) over MBMS.

The following models shall be viewed only from an MBMS point of view, no unicast aspects are described. Unicast aspects are the same as in the group calls described in subclause 2.1!

It is assumed that private calls are never using MBMS.

Subclause 2.3.1 shows the case when end-to-end media security is used in a group call.

Subclause 2.3.2 shows the case when end-to-end media security is used in a group call.

2.3.1
End-to-End media security is not used
The figure below shows an assumed end-to-end media security model for group calls using MBMS.
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Assumptions:

1.
GMS distributes keys during affiliation. The participating MCPTT function (PF) receives the keys in the NOTIFY from the controlling MCPTT function (CF).

2.
Participating MCPTT function (PF) are transparent, only forwards received RTP media packets and floor control messages with the exception of the Floor Taken and Floor Idle message.

3.
MCPTT clients act end points for RTP media

4.
The controlling MCPTT function acts as end-point for floor control.

At the moment I see no issue with the above, if the assumptions above are correct.

2.3.1
End-to-End media security is not used
If end-to-end media security is not used then then the participating MCPTT function needs to act as the endpoint for both RTP media and floor control messages as shown in the figure below.
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Assumptions:

1.
GMS distributes keys during affiliation. The participating MCPTT function (PF) receives the keys in the NOTIFY from the controlling MCPTT function (CF).

2.
Participating MCPTT function (PF) are acting as an endpoint for both RTP media and floor control messages (Floor Idle and Floor Taken).

3.
MCPTT clients act end points for RTP media and floor control messages.

4.
The controlling MCPTT function acts as end-point for floor control.

At the moment I see no issue with the above, if the assumptions above are correct.

2.4
Pre-established session

If end-to-end media security shall apply for a group session using a pre-established session it starts to be complicated.
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1. The pre-established session is set-up using PCK and PCK-ID maybe using RFC 4567?

2. An group call is established over the pre-established session. The GMK and GUK-ID is distributed during the affiliation.

3. PF needs to decrypt and encrypt using different keys or …????

Is the above assumption correct or not?

3.
Other issues

The following other issues are identified:

1.
What is the condition for using end-to-end media security? Local policy, configuration (e.g. a group data)

2.
….
4.
Summary of issues

The major issues are:

1.
Which mechanism shall be used to transfer PCK and PCK-ID in private calls. RFC 4567???

2.
How do we handle group calls over pre-established session?

3.
What is the condition for using end-to-end media security? Local policy, configuration (e.g. a group data)

5.
Proposal

Discuss the end-to-end models and the issues in clause 4 and if possible agree on something.
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