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1. Abstract
This document discusses on how to fulfill stage-2 requirements on HTTP infrastructure and TLS.
2. Discussion
In IETF, the TLS security for HTTP is set up between HTTP client and HTTP server (as specified in RFC2818).
If an HTTP proxy is necessary for the HTTPS communication, the HTTP proxy is used according to RFC2817. An example is shown in Figure 1 - HTTP client requests HTTP proxy to setup a TCP connection to HTTP server owning the accessed URL using CONNECT request, and when done so, the HTTP proxy logically joins two TCP connections (the one used for CONNECT request, and the one created as result of HTTP CONNECT request) and passes received IP packets between them. The HTTP client sets up the TLS tunnel with the HTTP server on top of the joined TCP connections. When the HTTP client receives X.509 certificate, the HTTP client checks the X.509 certificate against the host portion of accessed HTTP URL. Once TLS tunnel is setup, the HTTP proxy cannot modify and cannot descrypt the HTTP messages sent over the TLS tunnel.
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Figure 1: HTTPS communication setup

Observation-1:
in IETF definition of HTTPS, the TLS tunnel is set up between the HTTP client and the HTTP server.

TS 23.179 states that "The HTTP proxy terminates the TLS session on HTTP-1 with the HTTP client of the MCPTT UE ...".
Observation-2:
in 23.179, the TLS tunnel is expected to be set up between the HTTP client and the HTTP proxy.
Conclusion-1:
HTTP proxy specified in 23.179 does not act as a regular IETF HTTP proxy supporting HTTPS transaction.

3. Possible solutions for TS 23.179 requirements

This section gives possible solutions depending on where the accessed resource.
3.1 HTTP client accessing a resource in HTTP server of own MCPTT provider

When HTTP client accesses a resource in HTTP server of own MCPTT provider, then HTTP entities participating in the communication are shown in figure-2.
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Figure 2: HTTP communication when accessing a resource in own MCPTT provider

To fulfill TS 23.179 requirements on TLS setup, there are two options on how the system could work:
3.1.1 Option-1

The HTTP client acts as a regular IETF HTTP client including TLS tunnel handling.

The HTTP proxy:
-
acts as a reverse proxy;
NOTE:
TS 33.222 defines: Reverse Proxy: A reverse proxy is a web server system that is capable of serving web pages sourced from other web servers (AS), making these pages look like they originated at the reverse proxy. 

-
terminates the TLS tunnel;

-
provides the X.509 certificate of the MCPTT provider to the HTTP client during TLS tunnel setup; and
-
forwards the HTTP request to HTTP server according to local policy.

DNS server is configured so that host portion of all resources accessed by the HTTP client resolve to the HTTP proxy IP address.

Since the accessed HTTP URL identifies a resource in MCPTT provider, the HTTP client successfully checks the received X.509 certificate against the accessed HTTP URL.
3.1.2 Option-2

The HTTP client:

-
is configured with HTTPS proxy FQDN;

-
accesses the HTTT proxy using the HTTPS proxy FQDN, i.e. sets up a TLS tunnel to the HTTPS proxy FQDN and send HTTP request over the TLS tunnel, HTTP CONNECT is not used; and

-
checks the X.509 certificate received during TLS tunnel setup against the HTTPS proxy FQDN (rather than against the accessed HTTP URL).
The HTTP proxy:

-
terminates the TLS tunnel;
-
provides the X.509 certificate of the MCPTT provider to the HTTP client during TLS tunnel setup; and
-
either acts as a regular IETF proxy and forwards the HTTP request based on the Request-URI or acts as a reverse proxy and forwards the HTTP request based on local policy.

Since the HTTP client performs modified checks of the received X.509 certificate, the HTTP client successfully checks the received X.509 certificate against the HTTPS proxy FQDN.
3.2. HTTP client accessing a resource in HTTP server of another MCPTT provider

When HTTP client accesses a resource in HTTP server of another MCPTT provider, then HTTP request can be routed via one or two HTTP proxies as shown in figure 3. TS 24.179 does not clearly identify which of the routing possibility is to be used in MCPTT.
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Figure 3: Possible routing when accessing a resource in partner MCPTT provider
If the HTTP proxy of MCPTT provider Y takes part in the communication, HTTP proxy of MCPTT provider Y using one of the options described in section 3.1.

If the HTTP proxy of MCPTT provider X takes part in the communication, the HTTP proxy of MCPTT provider X act according to one of the following Option-A or Option-B.

If the HTTP proxy of MCPTT provider X does not take part in the communication, MCPTT provider X cannot inspect the HTTP communication and HTTP client of the MCPTT provider X has to be able to send IP packets carrying the HTTP messages towards HTTP proxy of the partner MCPTT provider.

3.2.1 Option-A
The HTTP client:

-
rewrites the HTTP URL so that it points to the HTTP proxy of MCPTT provider X (e.g. http://server.mcptt2.net/segment1/segment2 will be converted to http://reverseproxy.mcptt1.net/partner/server.mcptt2.net/segment1/segment2).

-
acts as regular HTTPS client for the re-written URL.

The HTTP proxy of MCPTT provider X 

-
acts as a reverse proxy;

-
terminates TLS tunnel towards the HTTP client using own certificate.

- 
rewrites the HTTP URL back; and

-
accesses the rewritten HTTP URL.
Since the rewritten HTTP URL identifies a resource in HTTP proxy of MCPTT provider X, the HTTP client successfully checks the received X.509 certificate against the rewritten HTTP URL.

3.2.2 Option-B

The HTTP client:

-
is configured with HTTPS proxy FQDN;

-
accesses the HTTT proxy using the HTTPS proxy FQDN, i.e. sets up a TLS tunnel to the HTTPS proxy FQDN and send HTTP request over the TLS tunnel, HTTP CONNECT is not used; and

-
checks the X.509 certificate received during TLS tunnel setup against the HTTP proxy FQDN (rather than against the accessed HTTP URL).

The HTTP proxy:

-
terminates the TLS tunnel; and

-
provides the X.509 certificate of the MCPTT provider to the HTTP client during TLS tunnel setup; and
-
acts as a regular IETF proxy, i.e. forwards the HTTP request based on the Request-URI.

Since the HTTP client performs modified checks of the received X.509 certificate, the HTTP client successfully checks the received X.509 certificate against the HTTPS proxy FQDN.
4. Conclusions

Observation-1:
in IETF definition of HTTPS, the TLS tunnel is set up between the HTTP client and the HTTP server.

Observation-2:
in 23.179, the TLS tunnel is expected to be set up between the HTTP client and the HTTP proxy.
Conclusion-1:
HTTP proxy specified in 23.179 does not act as a regular IETF HTTP proxy supporting HTTPS transaction.

5. Proposal

Proposal-1:
Decide whether the MCPTT system works according to Option-1 or Option-2 (or any other option) when accessing a resource in own MCPTT provider.

Proposal-2:
Decide whether one or two HTTP proxies take part in HTTP communication when accessing a resource in partner MCPTT provider. If only one HTTP proxy takes part in HTTP communication, define whether this is the HTTP proxy of the home MCPTT provider or the HTTP proxy of the partner MCPTT provider.

Proposal-3:
When accessing a resource in partner MCPTT provider, if the HTTP proxy of the home MCPTT provider participates in the HTTP communication, decide whether the HTTP proxy of the home MCPTT provider acts according to Option-A or Option-B (or any other option).
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