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***** Next change *****
[bookmark: _Toc454523988]4.4.3.4	Ciphering and deciphering
The sender shall use its locally stored NAS COUNT as input to the ciphering algorithm.
The receiver shall use the NAS sequence number included in the received message (or estimated from the 5 bits of the NAS sequence number received in the message) and an estimate for the NAS overflow counter as defined in subclause 4.4.3.1 to form the NAS COUNT input to the deciphering algorithm.
The input parameters to the NAS ciphering algorithm are the constant BEARER ID, DIRECTION bit, NAS COUNT, NAS encryption key and the length of the key stream to be generated by the encryption algorithm. When an initial plain NAS message for transport of user data via control plane (i.e. CONTROL PLANEDATA SERVICE REQUEST message) is to be partially ciphered, the length of the key stream is set to the length of the part of the initial plain NAS message (i.e. the value part of the ESM message container IE) that is to be ciphered.
***** Next change *****
[bookmark: _Toc454524361]6.6.4.1	General
The purpose of the transport of user data via the control plane procedure is to transfer user data via the control plane in an encapsulated form between the UE and the MME. 
The procedure may be initiated by the UE or the network when the UE is in EMM-CONNECTED mode.
The procedure may also be initiated by the UE in EMM-IDLE mode by including the ESM DATA TRANSPORT message in a CONTROL PLANEDATA SERVICE REQUEST message.
***** Next change *****
[bookmark: _Toc454524362]6.6.4.2	UE initiated transport of user data via the control plane
Upon receipt of a request to transfer user data via the control plane, if the UE is in EMM-CONNECTED mode, the UE initiates the procedure by sending the ESM DATA TRANSPORT message including the user data to be sent in the User data container IE.
If the UE is in EMM-IDLE mode, the UE initiates the procedure by sending the ESM DATA TRANSPORT message included in a CONTROL PLANEDATA SERVICE REQUEST message.
Based on information provided by the upper layers, the UE may include a Release assistance indication IE in the ESM DATA TRANSPORT message to inform the network that
1)	subsequent to the current uplink data transmission a downlink data transmission (e.g. an acknowledgement or response) is not expected; i.e. the upper layers indicated that data exchanges have completed with the current UL data transfer; or
2)	subsequent to the current uplink data transmission a downlink data transmission is expected; i.e. the upper layers indicated that data exchanges will have completed with the next downlink data transmission.
[bookmark: _GoBack]When receiving the ESM DATA TRANSPORT message, the MME shall identify the PDN connection to the SCEF or to the PDN GW, based on the EPS bearer identity included in message, and forward the contents of the User data container IE accordingly. If the ESM DATA TRANSPORT message includes a Release assistance indication IE, then ESM layer indicates to the EMM layer to initiate release of the NAS signalling connection,
1)	if the release assistance indication indicates that a downlink data transmission subsequent to the uplink data transmission is not expected; or,
2)	upon subsequent delivery of the next received downlink data transmission to the UE if the release assistance indication indicates that a downlink data transmission subsequent to the uplink data transmission is expected.



Figure 6.6.4.2.1: Transport of user data via the control plane procedure
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