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1. Introduction
As stated in C1-160348: CT plenary has approved a new Rel-13 WID on CT Aspects of Architecture enhancements for Cellular Internet of Things (CIoT-CT). Additionally, SA2 has been working on the TR 23.720 to document studies and to evaluate the architecture enhancements to support CIoT. SA2 achieved progress and conclusions to several key issues were agreed and documented in clause 8. Further to that, CT1 received an LS in C1-154066/S2-153695 which provides the agreements on the normative work. This includes a request to progress the solution 2 from the TR 23.720 as a mandatory feature for the UE and the network and the solution 18 as an optional feature.

SA2 also technically endorsed a number of P-CRs based on the agreements reached by the group. 

Details of the handling of data sent via the MME have however not been addressed in detail by SA2: in part, this is because SA2 has left the data handling mechanisms of the existing RATs to other committees (i.e. RAN 2 for the RLC and PDCP protocols for UTRAN and E-UTRAN, and CT 1 for the LLC and SNDCP protocols for GPRS).

This paper introduces some aspects that Vodafone believe CT 1 can, and should, consider and on which CT 1 may well be able to agree and/or to provide guidance to other groups such as SA3 and SA2. 


2. Key attributes of “Solution 2” from TR23.720
The rather rapid generation of TR 23.720 over the last 8 months has meant that some of the background to solution 2 in SA2’s earlier TR(s) has been omitted.
However, the key to its NB-IoT battery life gains (and its reasonable ‘exception reporting’ latency) over “release 12” EPS mechanisms lie in the ability to send/receive data by reusing the NAS security context in MME & UE, and maintaining the IP header compression context during long periods of inactivity.

Note: there can be considerable confusion caused by different usages of terminology. The author prefers to try and use the term “data via the MME” rather than terms such as “data over NAS”. 


3. Required Functionality
3.1	Requirements
“Solution 2” results in a ‘user plane’ running between the MME and the UE. As a consequence it is useful to review the UE’s existing user plane protocols (e.g. TSs 36.321, 36.322, 36.323, 44.064, 44.065) and the functional split between MME, SGW and E-UTRAN (TS 23.401) to check what functionality needs to be provided.

In general, 3GPP should attempt to create future proof designs and specifications. While success in this area cannot be guaranteed, likely eventualities should be catered for, e.g.:

a) much earlier in Rel 13, RAN 2 envisaged that normal complexity devices (e.g. smart phones) could support the eMTC coverage extension (perhaps to support a “smart phone finder” capability when your phone would otherwise be out of coverage). It is therefore logical to imagine that smartphones could have NB-IoT capability added to them in the future.

b) the new [SA2] ‘data service’ provided by the connection of the Service Capability Exposure Function (SCEF – see TS 23.682) to the UE via the MME aims to provide services to all devices, not just NB-IoT devices. Hence it has to be imagined that the UE-SCEF connection will be running in parallel with the “internet” and “IMS” PDN connections of a VoLTE smartphone.


3.2	Mapping data to correct PDN connection

Following on from 3.1, above, the NAS functionality needs to support the mapping of the user plane data to the correct PDN connection and/or to the SCEF connection.

This requires the Protocol Discriminator (e.g. ESM vs SCEF data) and (for ESM) the EPS bearer ID to be derivable from each SDU packet.

It should be noted that TS 23.401’s NAS Transport and Generic NAS Transport messages are EMM messages and do not natively support this capability.

Proposal 1)	A new ESM message is used for data transfer for PDN connections. (ESM messages carry the EPS bearer ID in their header fields)

Proposal 2) 	A new Protocol Discriminator is assigned for data sent to/from SCEF (and any associated signalling protocol)


3.3	Error detection
The MME’s NAS integrity check functionality provides this capability.

Proposal 3)	the MME’s NAS integrity check capability is used to discard erroneous packets


3.4	Error Correction / retransmission
Since the LTE MAC and RLC layers provide some reasonable quality, and there seems to have been very little usage of GPRS’ LLC acknowledged mode (e.g. see section 4.8.1 of TS 23.401), it is suggested that only un-acknowledged data transfer mode is used between MME and UE. 

Proposal 4)	the data link protocol between UE and MME does not need to provide error correction or retransmission of erroneous/lost packets.


3.5	in-sequence delivery / duplicate packet detection
For E-UTRAN, GTP does not guarantee in-sequence delivery between PDN-GW and eNB. Hence it is assumed that the UE <-> MME protocol does not need to guarantee in-sequence delivery “as a service”

However, the current NAS security protocols do seem to require out-of sequence packets to be discarded.

NB-IoT is intended to support mobility at up to 30 km/h (see Annex A of TR 45.820), and the [future] use of “solution 2” by e.g. smartphones could require much higher velocities to be supported.

With any stream of downlink packets, inter-cell mobility could lead to out of sequence delivery to the UE at cell change. Hence any requirement to discard (non-duplicated) out of sequence packets should be revisited.

Proposal 5) In contrast to what seems to be implied by current TS 24.301 procedures (section 4.4.3), out of sequence packets should not be discarded unless they are duplicates, or, they are “quite old” (e.g. with a packet number more than [16] behind the highest numbered received packet). 


3.6 Maximum SDU size / handling of signalling queued behind data packets
An undocumented assumption is that the “data via MME” should not normally cause IP-level IP packet fragmentation, i.e. “small data via MME” must handle a payload of “1500 bytes plus a small number of bytes” (e.g. 1600 bytes).

This raises the question as to whether a segmentation/reassembly function is needed.

At extreme coverage, NB-IoT can have a rather low data rate, e.g. perhaps only 160 bit/s (Annex A, TR 45.820). At this data rate, a 1600 byte packet would take 80 seconds to be delivered!

The NB-IoT radio interface will use a very simple RLC protocol that only transports one “thing” at a time – either ‘data’ or ‘signalling’, not both. (See the RAN 2 running CR to 36.300 which captures their agreements in R2-157187 on “solution 2” in section x.3.6.2 , “DL information transfer and UL information transfer messages are used to carry small data and carried over SRB1;…..; Data radio bearer (DRB) is not used”)

Having a signalling (or SMS) message queued for potentially 80 seconds behind one data packet does not seem to be a great solution.

Note that this problem/issue can be much worse because downlink data is buffered in the eNB and signalling could get queued behind multiple maximum size data packets.


Hence it is suggested that (at least for NB-IoT) a SDU segmentation/reassembly function is used with e.g. a default payload size of [200] bytes, and that the RAN/UE should prioritise transmission of signalling packets ahead of queued data PDUs.


Proposal 6) it is proposed that a SDU segmentation/reassembly function is used with e.g. a default payload size of [200] bytes, and that the RAN/UE should prioritise transmission of signalling packets ahead of queued data packets.

Proposal 7) as a consequence of proposal 6, it is proposed that separate NAS COUNT sequences are used for the ‘signalling’ and ‘data’ streams.

Note that study of TS 33.401 section 8 on “BEARER” and subsequent study of TSs 36.323 (PDCP), 36.331 (RRC), 24.301 and 24,007 indicates that that the EPS bearer ID (specified to only have values 5-15) could be  used in the existing NAS level key derivation formulae.


3.7	Negotiation of [IP] header compression parameters
As different PDN connections could be supported (e.g. IP and non-IP), this should be a per-bearer ESM level function (not an EMM level function).

Whether or not a new ESM message is needed to provide feedback on the header compression status is FFS.

Proposal 8) Header compression is handled on a per EPS bearer basis at ESM level.


3.8	buffer status report / last packet to send / no reply expected
The existing SA2 endorsed CRs propose the signalling of indications about whether a reply to the data is expected. This has similarities to the RAN level “Buffer Status Reports”.

Proposal 9) it is proposed that the “last packet to send” / “no reply expected” style indications are sent as ESM indications (rather than EMM) (and hence on a per EPS bearer basis).


3.9	Confidentiality and integrity

The MME’s NAS security functionality provides this capability.

Proposal 10) the MME’s NAS security functionality is reused where possible 


4. Summary
It is requested that the above proposals are discussed and, if possible, agreed. 

Any consequential LSs (either to communicate CT 1’s agreements, or, to engage other groups in resolving open points) should then be generated.

**************

Annex:	Extracts from specifications

For NAS transport (of SMS)

[bookmark: _Toc423072082]From 24.301:

8.2.12	Downlink NAS Transport

This message is sent by the network to the UE in order to carry an SMS message in encapsulated format. See table 8.2.12.1.
Message type:	DOWNLINK NAS TRANSPORT
Significance:		dual
Direction:			network to UE
Table 8.2.12.1: DOWNLINK NAS TRANSPORT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Downlink NAS transport message identity
	Message type
9.8
	M
	V
	1

	
	NAS message container
	NAS message container
9.9.3.22
	M
	LV
	3-252




[bookmark: _Toc423072330]9.9.3.22	NAS message container
This information element is used to encapsulate the SMS messages transferred between the UE and the network.The NAS message container information element is coded as shown in figure 9.9.3.22.1 and table 9.9.3.22.1.
The NAS message container is a type 4 information element with a minimum length of 4 octets and a maximum length of 253 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS message container IEI
	octet 1

	Length of NAS message container contents
	octet 2

	
	octet 3

	NAS message container contents
	

	
	octet n



Figure 9.9.3.22.1: NAS message container information element
Table 9.9.3.22.1: NAS message container information element
	NAS message container contents (octet 3 to octet n)

	

	This IE can contain an SMS message (i.e. CP-DATA, CP-ACK or CP-ERROR) as defined in subclause 7.2 in 3GPP TS 24.011 [13A]. 

	



[bookmark: _Toc232216268]From 24.011:

7.2.1	CP‑DATA
The CP‑DATA message is sent between an MSC and an MS, in both directions. The message contains the user data to be relayed between the CM‑users, and associated parameters. See table 7.1/ 3GPP TS 24.011.
Table 7.1/3GPP TS 24.011: CP‑DATA message content
	
	Information element
	Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	3GPP TS 24.007
	M
	V
	1/2 octet

	
	Transaction identifier
	3GPP TS 24.007
	M
	V
	1/2 octet

	
	Message type
	Subclause 8.1.3
	M
	V
	1 octet

	
	CP‑User data
	Subclause 8.1.4.1
	M
	LV
	 249 octets





Generic NAS transport


[bookmark: _Toc423072166]8.2.31	Downlink generic NAS transport
[bookmark: _Toc423072167]8.2.31.1	Message definition
This message is sent by the network to the UE in order to carry an application message in encapsulated format. See table 8.2.31.1.
Message type:	DOWNLINK GENERIC NAS TRANSPORT
Significance:		dual
Direction:			network to UE
Table 8.2.31.1: DOWNLINK GENERIC NAS TRANSPORT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Downlink generic NAS transport message identity
	Message type
9.8
	M
	V
	1

	
	Generic message container type
	Generic message container type
9.9.3.42
	M
	V
	1

	
	Generic message container
	Generic message container
9.9.3.43
	M
	LV-E
	3-n

	65
	Additional information
	Additional information
9.9.2.0
	O
	TLV
	3-n



[bookmark: _Toc423072168]8.2.31.2	Additional information
The MME may include this information element if the application wants to send any additional information.


*******
[bookmark: _Toc423072289]9.9.2.0	Additional information
The purpose of the Additional information information element is to provide additional information to upper layers in relation to the generic NAS message transport mechanism.
The Additional information information element is coded as shown in figure 9.9.2.0.1 and table 9.9.2.0.1.
The Additional information is a type 4 information element with a minimum length of 3 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Additional information IEI
	octet 1

	Additional information length
	octet 2

	Additional information value
	octets 3-n



Figure 9.9.2.0.1: Additional information information element
Table 9.9.2.0.1: Additional information information element
	Additional information value (octet 3 to octet n)

	

	The coding of the additional information value is dependent on the generic message container type.



********
[bookmark: _Toc423072354][bookmark: _Toc423072353]9.9.3.42	Generic message container type
The purpose of the generic message container type information element is to specify the type of message contained in the generic message container IE.
The generic message container type information element is coded as shown in table 9.9.3.42.1.
Table 9.9.3.42.1: Generic message container type information element
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	LTE Positioning Protocol (LPP) message container (see 3GPP TS 36.355 [22A] )

	0
	0
	0
	0
	0
	0
	1
	0
	
	Location services message container (see 3GPP TS 24.171 [13C])

	0
	0
	0
	0
	0
	0
	1
	1
	
	

	to
	
	Unused

	0
	1
	1
	1
	1
	1
	1
	1
	
	

	1
	0
	0
	0
	0
	0
	0
	0
	
	

	to
	
	Reserved

	1
	1
	1
	1
	1
	1
	1
	1
	
	

	
	
	
	
	
	
	
	
	
	

	



9.9.3.43	Generic message container
This information element is used to encapsulate the application message transferred between the UE and the network.The generic message container information element is coded as shown in figure 9.9.3.43.1 and table 9.9.3.43.1.
The generic message container is a type 6 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Generic message container IEI
	octet 1

	Length of generic message container contents
	octet 2

	
	octet 3

	
	octet 4

	Generic message container contents
	

	
	octet n



Figure 9.9.3.43.1: Generic message container information element
Table 9.9.3.43.1: Generic message container information element
	Generic message container contents (octet 4 to octet n); Max value of 65535 octets

	

	The coding of the contents of the generic message container is dependent on the particular application.

	






*********** Annex ends *********************
