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* * * 1st change * * * 
8.1.2.1
Generic
The IKEv2 Notify Message Type is specified in IETF RFC 5996 [28].
The Notify Message Type with a value (in decimal) between 8192 and 16383 is reserved for private error usage.
The Notify Message Type with a value (in decimal) between 40960 and 65535 is reserved for private status usage.
Only the private IKEv2 Notify Message Types used for this specification are specified in this subclause.
* * * next change * * * 
8.1.2.2
Private Notify Message - Error Types

The Private Notify Message, Error Types defined in table 8.1.2.2-1 are error notifications which indicates an error while negotiating an IKEv2 SA for the PDN connection to the APN requested by the UE. Refer to table 8.1.2.2-1 for more details on what each error type means.

Table 8.1.2.2-1: Private Error Types

	Notify Message
	Value
(in decimal)
	Descriptions

	PDN_CONNECTION_REJECTION
	8192
	With an IP address information in Notification Data field: 

The PDN connection corresponding to the IP address information has been rejected.

Without Notification Data field:

The PDN connection corresponding to the requested APN has been rejected. No additional PDN connections to the given APN can be established. 

If the rejected PDN connection is the first PDN connection for the given APN, this APN is not allowed for the UE.

	MAX_CONNECTION_REACHED
	8193
	The PDN connection has been rejected. No additional PDN connections can be established for the UE due to the network policies or capabilities. 

The maximum number of PDN connections per UE allowed to be established simultaneously is 11 due to a limitation in the network mobility procedures.

	NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED
	9000
	Corresponds to: 
- DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the UE is not allowed to use non-3GPP access to EPC.

	USER_UNKNOWN
	9001
	Corresponds to: 
- DIAMETER_ERROR_USER_UNKNOWN Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the the user identified by the IMSI is unknown.

	NO_APN_SUBSCRIPTION
	9002
	Corresponds to:

- DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the requested APN is not included in the user's profile, and therefore is not authorized for that user..

	AUTHORIZATION_REJECTED
	9003
	Corresponds to:

- DIAMETER_AUTHORIZATION_REJECTED Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the user is barred from using the non-3GPP access or the subscribed APN.

	NETWORK_FAILURE
	10500
	Corresponds to:

- DIAMETER_ERROR_UNABLE_TO_COMPLY Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the network has determined that the requested procedure cannot be completed successfully due to network failure. 

	RAT_TYPE_NOT_ALLOWED
	11001
	Corresponds to:

- DIAMETER_RAT_TYPE_NOT_ALLOWED Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the access type is restricted to the user.

	PLMN_NOT_ALLOWED
	11011
	Corresponds to:

- DIAMETER_ERROR_ROAMING_NOT_ALLOWED Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the UE requests service in a PLMN where the UE is not allowed to operate.


* * * next change * * * 
8.1.2.3
Private Notify Message - Status Types

The Private Notify Message, Status Types defined in table 8.1.2.3-1 are status notifications giving additional information in a Notify payload which may be added to an IKEV2 INFORMATIONAL message. Refer to table 8.1.2.3‑1 for more details on what each status type means.

Table 8.1.2.3-1: Private Status Types
	Notify Message
	Value
(in decimal)
	Descriptions

	REACTIVATION_REQUESTED_CAUSE 
	40961
	The IPsec tunnel associated to a PDN connection is released with a cause requesting the UE to re-establish the IPsec tunnel for the same PDN Connection after its release. 


* * * next change * * * 
8.1.4.1
Message

The message is coded according to figure 8.1.4.1-1 and table 8.1.4.1-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	
Message type
	octet 1

	
Item list
	octet 2

octet Z


Figure 8.1.4.1-1: Message
Table 8.1.4.1-1: Message
	Message type field is coded according to table 8.1.4.1-2. When values other than those listed in table 8.1.4.1-2 are indicated, the message is ignored.

Optional item list field contains sequence of items, each of which is coded according to subclause 8.1.4.2. The receiving entity does not assume that a certain order of items will be used in the item list. When the receiving entity does not recognize an item in the item list, that particular item is ignored, and the receiving entity continues to process the rest of the items in the item list. The item list field includes at maximum one item of each type described in subclause 8.1.4.2.


Table 8.1.4.1-2: Message type

	Message type is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	CONNECTION_CAPABILITY

	0
	0
	0
	0
	0
	0
	1
	0
	
	SCM_REQUEST

	0
	0
	0
	0
	0
	0
	1
	1
	
	SCM_RESPONSE

	0
	0
	0
	0
	0
	1
	0
	0
	
	MCM_REQUEST

	0
	0
	0
	0
	0
	1
	0
	1
	
	MCM_RESPONSE


* * * next change * * * 
8.1.4.2
Item

The item is coded according to figure 8.1.4.2-1 and table 8.1.4.2-1:
	7
	6
	5
	4
	3
	2
	1
	0
	

	
Type
	octet 1

	
Length
	octet 2

	
Value
	octet 3

octet Z


Figure 8.1.4.2-1: Item

Table 8.1.4.2-1: Item

	Type field is coded according to the table 8.1.4.2-2. When the type field contains a type other than those specified in table 8.1.4.2-2, the item is ignored.



	Length field indicates the number of octets in the Value field.


	Value field contains the parameter value of the type of item.


Table 8.1.4.2-2: Types of item

	The type field is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	CONNECTIVITY_TYPE

	0
	0
	0
	0
	0
	0
	0
	1
	
	ATTACHMENT_TYPE

	0
	0
	0
	0
	0
	0
	1
	0
	
	APN

	0
	0
	0
	0
	0
	0
	1
	1
	
	PDN_TYPE

	0
	0
	0
	0
	0
	1
	0
	0
	
	AUTHORIZATIONS

	0
	0
	0
	0
	0
	1
	0
	1
	
	CONNECTION_MODE_CAPABILITY

	0
	0
	0
	0
	0
	1
	1
	0
	
	PROTOCOL_CONFIGURATION_OPTIONS

	0
	0
	0
	0
	0
	1
	1
	1
	
	CAUSE

	0
	0
	0
	0
	1
	0
	0
	0
	
	IPV4_ADDRESS

	0
	0
	0
	0
	1
	0
	0
	1
	
	IPV6_INTERFACE_IDENTIFIER

	0
	0
	0
	0
	1
	0
	1
	0
	
	TWAG_CP_ADDRESS

	0
	0
	0
	0
	1
	0
	1
	1
	
	TWAG_UP_MAC_ADDRESS

	0
	0
	0
	0
	1
	1
	0
	0
	
	SUPPORTED_WLCP_TRANSPORTS

	0
	0
	0
	0
	1
	1
	0
	1
	
	Tw1

	0
	0
	0
	0
	1
	1
	1
	0
	
	ACCESS CAUSE


* * * next change * * * 
8.1.4.3
CONNECTIVITY_TYPE item
When the type field of the item according to subclause 8.1.4.2 indicates the CONNECTIVITY_TYPE, then the length field of the item is set to 1 and the Value field of the item is coded according to table 8.1.4.3-1.

Table 8.1.4.3-1: CONNECTIVITY_TYPE value
	The connectivity type value is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	PDN connection connectivity type

	0
	0
	0
	0
	0
	0
	1
	0
	
	NSWO connectivity type

	All other values are interpreted as "PDN connection connectivity type".
When received by the 3GPP AAA server, then it indicates that the indicated connectivity type is requested. 
When received by the UE, then it indicates that the indicated connectivity type is authorized.


* * * next change * * * 
8.1.4.4
ATTACHMENT_TYPE item
When the type field of the item according to subclause 8.1.4.2 indicates the ATTACHMENT_TYPE, then the length field of the item is set to 1 and the Value field of the item is coded according to table 8.1.4.4-1.

Table 8.1.4.4-1: ATTACHMENT_TYPE value

	The attachment type value is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	Initial attach

	0
	0
	0
	0
	0
	0
	1
	0
	
	Handover attach

	All other values are interpreted as "Initial attach".


* * * next change * * * 
8.1.4.5
APN item
When the type field of the item according to subclause 8.1.4.2 indicates the APN, then the Value field of the item contains the APN as described in 3GPP TS 23.003 [3]. When received by the 3GPP AAA server, it indicates the requested APN. When received by the UE, it indicates the selected APN.

* * * next change * * * 
8.1.4.6
PDN_TYPE item
When the type field of the item according to subclause 8.1.4.2 indicates the PDN_TYPE, then the length field of the item is set to 1 and the Value field of the item is coded according to table 8.1.4.6-1.

Table 8.1.4.6-1: PDN_TYPE value

	The PDN type value is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	
	
	
	
	
	
	
	
	
	

	0


	0


	0


	0


	0


	0


	0


	1


	
	IPv4 - when received by the 3GPP AAA server, it indicates that IPv4 is requested. When received by the UE, it indicates that IPv4 is supported.

	
	
	
	
	
	
	
	
	
	

	0


	0


	0


	0


	0


	0


	1


	0


	
	IPv6 - when received by the 3GPP AAA server, it indicates that IPv6 is requested. When received by the UE, it indicates that IPv6 is supported.

	
	
	
	
	
	
	
	
	
	

	0


	0


	0


	0


	0


	0


	1


	1


	
	IPv4v6 - when received by the 3GPP AAA server, it indicates that IPv4, IPv6 or both are requested. When received by the UE, it indicates that both IPv4 and IPv6 are supported.

	All other values are interpreted as "IPv6".


* * * next change * * * 
8.1.4.7
AUTHORIZATIONS item
When the type field of the item according to subclause 8.1.4.2 indicates the AUTHORIZATIONS, then the length field of the item is set to 1 and the Value field of the item is coded according to figure 8.1.4.7-1 and table 8.1.4.7-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	NSWOA
	octet 1


Figure 8.1.4.7-1: AUTHORIZATIONS value

Table 8.1.4.7-1: AUTHORIZATIONS value

	The authorization value is coded as follows:



	UE authorization to use NSWO (NSWOA) (octet 1, bit 0)

	0
	
	UE is not authorized to use NSWO

	1
	
	UE is authorized to use NSWO

	
	
	

	Bit 1 to bit 7 of octet 1 are spare.


* * * next change * * * 
8.1.4.8
CONNECTION_MODE_CAPABILITY item
When the type field of the item according to subclause 8.1.4.2 indicates the CONNECTION_MODE_CAPABILITY, then the length field of the item is set to 1 and the Value field of the item is coded according to figure 8.1.4.8-1 and table 8.1.4.8-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	TSMCI
	MCMI
	SMCI
	octet 1


Figure 8.1.4.8-1: CONNECTION_MODE_CAPABILITY value

Table 8.1.4.8-1: CONNECTION_MODE_CAPABILITY value

	The connection mode capability value is coded as follows:



	Support of SCM (SCMI) (octet 1, bit 0)

	0
	
	SCM is not supported

	1
	
	SCM is supported

	
	
	

	Support of MCM (MCMI) (octet 1, bit 1)

	0
	
	MCM is not supported

	1
	
	MCM is supported

	
	
	

	Support of TSCM (TSCMI) (octet 1, bit 2)

	0
	
	TSCM is not supported

	1
	
	TSCM is supported

	
	
	

	Bit 3 to bit 7 of octet 1 are spare.


* * * next change * * * 
8.1.4.9
PROTOCOL_CONFIGURATION_OPTIONS item
When the type field of the item according to subclause 8.1.4.2 indicates the PROTOCOL_CONFIGURATION_OPTIONS, then the Value field of the item is coded as the value part (as specified in TS 24.007 [48] for type 4 IE) of the protocol configuration options information element defined in 3GPP TS 24.008 [46] subclause 10.5.6.3.

NOTE:
The protocol configuration options IEI field and the length of protocol configuration options contents field of the protocol configuration options information element are not included in the Value field of the PROTOCOL_CONFIGURATION_OPTIONS item.

* * * next change * * * 
8.1.4.10
CAUSE item

8.1.4.10.1
General

When the type field of the item according to subclause 8.1.4.2 indicates the CAUSE, then the length field of the item is set to 1 and the Value field of the item is coded according to table 8.1.4.10-1. If the CAUSE item is received by the 3GPP AAA server, the item is ignored.

Semantics of the Cause values are defined in subclause 8.1.4.10.2.

Table 8.1.4.10-1: CAUSE value

	The Cause value is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	1
	0
	0
	0
	
	Operator determined barring

	0
	0
	0
	1
	1
	0
	1
	0
	
	Insufficient resources

	0
	0
	0
	1
	1
	0
	1
	1
	
	Unknown APN

	0
	0
	0
	1
	1
	1
	0
	0
	
	Unknown PDN type

	0
	0
	0
	1
	1
	1
	1
	0
	
	Request rejected by PDN GW

	0
	0
	0
	1
	1
	1
	1
	1
	
	Request rejected, unspecified

	0
	0
	1
	0
	0
	0
	0
	0
	
	Service option not supported

	0
	0
	1
	0
	0
	0
	0
	1
	
	Requested service option not subscribed

	0
	0
	1
	0
	0
	0
	1
	0
	
	Service option temporarily out of order

	0
	0
	1
	0
	0
	1
	1
	0
	
	Network failure

	0
	0
	1
	1
	0
	0
	1
	0
	
	PDN type IPv4 only allowed

	0
	0
	1
	1
	0
	0
	1
	1
	
	PDN type IPv6 only allowed

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	0
	1
	1
	1
	0
	0
	0
	1
	
	Multiple accesses to a PDN connection not allowed

	All other values received by the UE are treated as 01101111, "Protocol error, unspecified".


* * * next change * * * 
8.1.4.11
IPV4_ADDRESS item

When the type field of the item according to subclause 8.1.4.2 indicates the IPV4_ADDRESS, then the length field of the item is set to 4 and the Value field of the item contains an IPv4 address allocated to the UE for the PDN connection.

* * * next change * * * 
8.1.4.12
IPV6_INTERFACE_IDENTIFIER item

When the type field of the item according to subclause 8.1.4.2 indicates the IPV6_INTERFACE_IDENTIFIER, then the length field of the item is set to 8 and the Value field of the item contains an IPv6 interface identifier allocated to the UE for the PDN connection to be used to build the IPv6 link local address.

* * * next change * * * 
8.1.4.13
TWAG_CP_ADDRESS item

When the type field of the item according to subclause 8.1.4.2 indicates the TWAG_CP_ADDRESS, then the Value field of the item contains one or two TWAG control plane addresses and is coded according to figure 8.1.4.13-1 and table 8.1.4.13-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	
TWAG CP address type
	octet 1

	
TWAG CP addresses
	octet 2

octet Z


Figure 8.1.4.13-1: TWAG_CP_ADDRESS item value
Table 8.1.4.13-1: TWAG_CP_ADDRESS item value

	

	

	The TWAG CP address type field (octet 1) is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	IPv4

	0
	0
	0
	0
	0
	0
	1
	0
	
	IPv6

	0
	0
	0
	0
	0
	0
	1
	1
	
	IPv4IPv6

	All other values of the TWAG CP address type field are interpreted as "IPv4".

	

	If the TWAG CP address type field indicates IPv4, then the TWAG CP addresses field contains one TWAG control plane address consisting of an IPv4 address in octet 2 to octet 5.

	

	If the TWAG CP address type field indicates IPv6, then the TWAG CP addresses field contains one TWAG control plane address consisting of an IPv6 address in octet 2 to octet 17.

	

	If the TWAG CP address type field indicates IPv4IPv6, then the TWAG CP addresses field contains two TWAG control plane addresses. The first TWAG control plane address consists of an IPv4 address in octet 2 to octet 5, the second TWAG control plane address consists of an IPv6 address in octet 6 to octet 21.


* * * next change * * * 
8.1.4.14
TWAG_UP_MAC_ADDRESS item

When the type field of the item according to subclause 8.1.4.2 indicates the TWAG_UP_MAC_ADDRESS, then the length field of the item is set to 6 and the Value field of the item contains a TWAG user plane MAC address allocated to the PDN connection. The MAC address is defined in subclause 8 of IEEE Std 802 [58].
* * * next change * * * 
8.1.4.15
SUPPORTED_WLCP_TRANSPORTS item

When the type field of the item according to subclause 8.1.4.2 indicates the SUPPORTED_WLCP_TRANSPORTS, then the length field of the item is set to 1 and the Value field of the item is coded according to figure 8.1.4.15-1 and table 8.1.4.15-1.

	7
	6
	5
	4
	3
	2
	1
	0
	

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	WLCPoUDPoIPv6
	WLCPoUDPoIPv4
	octet 1


Figure 8.1.4.15-1: SUPPORTED_WLCP_TRANSPORTS value
Table 8.1.4.15-1: SUPPORTED_WLCP_TRANSPORTS value

	The Supported WLCP transport value is coded as follows:

	

	WLCP over UDP over IPv4 support (WLCPoUDPoIPv4) (octet 1, bit 0)

	0
	
	WLCP over UDP over IPv4 is not supported.

	1
	
	WLCP over UDP over IPv4 is supported.

	
	
	

	WLCP over UDP over IPv6 support (WLCPoUDPoIPv6) (octet 1, bit 1)

	0
	
	WLCP over UDP over IPv6 is not supported.

	1
	
	WLCP over UDP over IPv6 is supported.

	
	
	

	Bit 2 to bit 7 of octet 1 are spare.


* * * next change * * * 
8.1.4.16
Tw1 item
When the type field of the item according to subclause 8.1.4.2 indicates the Tw1, then the Value field of the item is coded as the value part (as specified in TS 24.007 [48] for type 4 IE) of the GPRS timer 3 information element defined in 3GPP TS 24.008 [46] subclause 10.5.7.4a.

NOTE:
The GPRS Timer 3 IEI field and the length of GPRS Timer 3 contents field of the GPRS timer 3 information element are not included in the Value field of the Tw1 item.

* * * next change * * * 
8.1.4.17
ACCESS_CAUSE item
8.1.4.17.1
General

When the type field of the item according to subclause 8.1.4.2 indicates the ACCESS_CAUSE, then the length field of the item is set to 1 and the Value field of the item is coded according to table 8.1.4.17-1.

Table 8.1.4.17-1: ACCESS_CAUSE value
	The Access cause value is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	1
	0
	
	Non-3GPP access to EPC not allowed

	0
	0
	0
	0
	0
	0
	1
	1
	
	RAT type now allowed

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed


* * * next change * * * 
8.1.4.17.2
Access causes
Access cause #2- Non-3GPP access to EPC not allowed


This cause is used by the network to indicate that the requested service was rejected due to the user subscription data does not support EPS services from non-3GPP access.

Access cause #3- RAT type not allowed
This cause is used by the network to indicate that the requested service was rejected due to the WLAN is not allowed.
Access cause #11- PLMN not allowed

This cause is used by the network to indicate that the requested service was rejected due to the PLMN where the UE is roaming into is not allowed.
* * * end of changes * * * 
