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	Reason for change:
	Over 3GPP access and trusted WLAN access, it is possible to send a “Reactivation Requested” cause to the UE when the PGW releases the PDN connection, so that the UE can reestablish the PDN connection after its release.
This functionnality is used in particular:

- when the basic mechanism for a P-CSCF restoration is applied by the PGW as described in TS 23.380;
-in SIPTO, to re-establish the PDN connection over another PDN GW.
The transmission of the “Reactivation Requested” cause over the untrusted WLAN through IKEv2 is currently not specified.

It is proposed to offer the same functionality over the untrusted WLAN as over the 3GPP access or the trusted WLAN.

	
	

	Summary of change:
	An IKEV2 INFORMATIONAL MESSAGE with a DELETE paylaod may also contain a NOTIFY payload with a private status type indicating a reactivation requested cause.
A UE supporting this cause will reestablish the IPsec tunnel for the PDN connection.A UE supporting the P-CSCF restoration mechanism shall support this cause.

A new subclause describes Private Notify Message - Status Types for which IANA defines the 40960-65535 range for private use. Value 40961 is proposed for REACTIVATION_REQUESTED_CAUSE

	
	

	Consequences if not approved:
	The reactivation of a PDN connection by the UE cannot be requested by the PGW releasing the PDN connection, as done for the 3GPP access or the trusted WLAN.
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***** First change *****
7.2.4.2
UE behaviour towards ePDG initiated disconnection

On receipt of the INFORMATIONAL request message including "DELETE" payload, indicating that the ePDG is attempting tunnel disconnection, the UE shall:

i)
Close all security associations identified within the DELETE payload (these security associations correspond to outgoing security associations from the UE perspective). If no security associations were present in the DELETE payload, and the protocol ID was set to "1", the UE shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the ePDG; and

ii)
The UE shall delete the incoming security associations corresponding to the outgoing security associations identified in the "DELETE" payload.

The UE shall send an INFORMATIONAL response message. If the INFORMATIONAL request message contained a list of security associations, the INFORMATIONAL response message shall contain a list of security associations deleted in step (ii) above.

If the UE is unable to comply with the INFORMATIONAL request message, the UE shall send INFORMATION response message with either:

i)
A NOTIFY payload of type "INVALID_SPI", for the case that it could not identify one or more of the Security Parameters Indexes in the message from the ePDG; or

ii)
A more general NOTIFY payload type. This payload type is implementation dependent.
If the INFORMATIONAL request message including the DELETE payload contains a NOTIFY payload with a private status type indicating a reactivation requested cause, the UE shall re-establish the IPsec Tunnel for the corresponding PDN connection after its release.
NOTE:
For an IMS PDN connection, the re-establishment of the IPSec tunnel is part of the "Re-establishment of the IP-CAN used for SIP signalling procedure" specified in 3GPP TS 24.229 subclause R.2.2.1B.
***** Second change *****
7.4.3
Tunnel disconnection

7.4.3.1
ePDG initiated disconnection

The ePDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 5996 [28]) to disconnect an IPsec tunnel to the UE. The ePDG shall close the incoming security associations associated with the tunnel and instruct the UE to do likewise by sending the INFORMATIONAL request message including a "DELETE" payload. The DELETE payload shall contain either:

i)
Protocol ID set to "1" and no subsequent Security Parameter Indexes in the payload. This indicates that the IKE security association, and all IPsec ESP security associations that were negotiated within it between ePDG and UE shall be deleted; or

ii)
Protocol ID set to "3" for ESP. The SECURITY PARAMETERS INDEXES s included in the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the UE for the given tunnel in question.

The INFORMATIONAL request message, in addition of the DELETE payload, may include a NOTIFY payload .The NOTIFY payload contains a private status type indicating the following:

-
reactivation requested cause.
If the ePDG receives the reactivation requested cause in a Delete Bearer Request over S2b, the ePDG shall include a NOTIFY payload containing the reactivation requested cause in the INFORMATIONAL request message containing a DELETE payload.
***** Third change *****
8.1.2
IKEv2 Notify Message Type value

8.1.2.1
Generic
The IKEv2 Notify Message Type is specified in IETF RFC 5996 [28].
The value of Notify Message Type between 8192 and 16383 is reserved for private Error usage.
The value of Notify Message Type between 40960 and 65535 is reserved for private Status usage.
Only the private IKEv2 Notify Message Types used for this specification are specified in this subclause.
8.1.2.2
Private Notify Message - Error Types

The Private Notify Message, Error Types defined in table 8.1.2.2-1 are error notifications which indicates an error while negotiating an IKEv2 SA for the PDN connection to the APN requested by the UE. Refer to table 8.1.2.2-1 for more details on what each error type means.

Table 8.1.2.2-1: Private Error Types

	Notify Message
	Value
	Descriptions

	PDN_CONNECTION_REJECTION
	8192
	With an IP address information in Notification Data field: 

The PDN connection corresponding to the IP address information has been rejected.

Without Notification Data field:

The PDN connection corresponding to the requested APN has been rejected. No additional PDN connections to the given APN can be established. 

If the rejected PDN connection is the first PDN connection for the given APN, this APN is not allowed for the UE.

	MAX_CONNECTION_REACHED
	8193
	The PDN connection has been rejected. No additional PDN connections can be established for the UE due to the network policies or capabilities. 

The maximum number of PDN connections per UE allowed to be established simultaneously is 11 due to a limitation in the network mobility procedures.

	NO_APN_SUBSCRIPTION
	10004
	Corresponds to DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION failure specified in 3GPP TS 29.273 [17].


8.1.2.x
Private Notify Message - Status Types

The Private Notify Message, Status Types defined in table 8.1.2.x-1 are status notifications giving additional information in a Notify payload which may be added to an IKEV2 INFORMATIONAL message. Refer to table 8.1.2.x‑1 for more details on what each status type means.

Table 8.1.2.x-1: Private Status Types
	Notify Message
	Value
	Descriptions

	REACTIVATION_REQUESTED_CAUSE 
	40961
	The IPsec tunnel associated to a PDN connection is released with a cause requesting the UE to reestablish the IPsec tunnel for the same PDN Connection after its release. 


***** End of changes *****
