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1. Introduction

At the last CT1 meeting, there was a proposal from Vodafone, Deutsche Telekom, and Nokia Networks (C1‑153654) to modify the handling of NAS reject messages without integrity protection.
Purpose of that CR was to mitigate the effect of certain DoS attacks that are possible, because in certain cases the UE will, upon receipt of a NAS reject message without integrity protection, store the PLMN ID, the location area identity, or the tracking area identity of the cell where the reject was received in one of the lists:
- "forbidden PLMN" list,
- list of "forbidden PLMNs for GPRS service", 
- list of "forbidden LAs/TAs for roaming" ("cause #13/#15"), 
- list of "forbidden LAs/TAs for regional provision of service" ("cause #12"),
or the UE will set the USIM invalid for CS or PS services, or both. 

As consequence the UE will no longer be able to access the same PLMN or any cell in the same LA/TA, or to access any PLMN, at least for 12 hours or until the UE is switched off or the USIM is removed.
The idea of the proposal was to introduce a similar timer based mechanism as it was introduced with timer T3245 for machine-type communication in Rel-10: The first time one of the above "forbidden" lists is populated with a new entry or one of the "invalid" flags is set, the UE starts a timer with a random value from a certain range. For T3245 this range is 12 – 48 h, for the new timer T34445 the proposed range is 15 – 30 min. When T3445 expires, then the UE erases all the "forbidden" lists and resets the "invalid" flags.
(Note that in contrast to T3245, expiry of T3445 will is also result in erasing the forbidden TA/LA lists.)

According to the meeting report, 
After offline discussions, it was decided to do the change in Rel-13 only and for 24.008 as well. This CR will be postponed until the next CT1 meeting to give some time to interested companies to think about other solutions.
We think that for a proper assessment of the solution, CT1 should also consider the effects the proposal would have for the regular network operation – in the absence of any malicious base station/NodeB/eNodeB. I.e. in the following we will consider operations and behaviour of UEs with C1-153654 implemented in a network without the malicious DoS attacks mentioned above.
(For avoidance of doubt, in our understanding a proper functioning network can and does in its normal operation send non-integrity protected NAS reject messages to the UE. But a UE which has implemented C1-153654 will treat these normal network operations/messages in the same was as it is treating a DoS attack.)
2. Current handling of the "forbidden" lists and "invalid" flags

The table 1 below contains a list of the parameters that would be affected by the proposal in C1‑153654. For each parameter we also give the current criteria for erasing the respective list or removing individual elements from it, or for resetting the respective flag.
Note that we have added a list of "PLMNs with E-UTRAN not allowed" to the table which was not included in C1‑153654. As access via E-UTRAN is restricted for any PLMN on the list, and according to TS 23.122 the list can be stored in the UE for up to 8 hours, we think that it CT1 should consider whether the "PLMNs with E-UTRAN not allowed" list needs to be treated like the other lists that are proposed to be erased upon expiry of timer T3445.
Table 1: Current handling of "forbidden" lists and "invalid" flags according to TS 23.122, TS 24.008 and TS 24.301

	
	Parameter name
	Handling

	1
	"forbidden PLMN" list
	stored on the USIM; extension list stored in non-volatile memory;

PLMNs are deleted, 

- if manual PLMN selection of the specific PLMN is successful, or

- if UE is running out of storage space and overrides older entries;

- extension list: erased at switch off



	2
	list of " forbidden PLMNs for GPRS service"
	- list erased at switch off or when the USIM is removed

PLMNs are deleted, 

- if manual PLMN selection of the PLMN is successful, or

- if UE is running out of storage space and overrides older entries (minimum length of list: one entry); 



	3
	list of "forbidden LAs/TAs for regional provision of service" ("cause #12")
	- erased at switch off or when the USIM is removed, 

- and periodically (with period in the range 12 to 24 hours)



	4
	list of "forbidden LAs/TAs for roaming" ("cause #13, #15")
	- erased at switch off or when the USIM is removed, 

- and periodically (with period in the range 12 to 24 hours)



	5
	USIM invalid for CS/PS services
	- reset at switch off or when the USIM is removed



	6
	list of "PLMNs with E-UTRAN not allowed"

*)
	- erased at switch off or when the USIM is removed, 

- and upon expiry of timer TE (implementation specific, maximum value 8 hours)



	*) This list was not included in the proposal in C1 153654.


3. Impact of the proposed solution on "normal" network operation

A general consequence of the solution proposed in C1‑153654 will be that we will see "more" signalling. This signalling is caused by the fact that a UE that would normally be prevented from attempting/ re-attempting a certain procedure by the setting of one of the parameters listed in table 1 will reset all these parameters upon expiry of T3345.
"More signalling" means both more signalling load for the network and more battery drain for the UE. So we need to get an impression how much additional signalling can be caused by the proposed change.

In the following we will discuss a number of scenarios to see how the proposal is affecting the UE behaviour in certain cases. The discussion is not claiming to be exhaustive, and we are not able to provide numerical estimations for the increase in signalling load, nevertheless we think it is instructive as a starting point for further analysis.

3.1 "Forbidden PLMN" list:
a) In the country of the HPLMN
The "forbidden PLMN" list is stored on the USIM, and it is not affected by a switch off. The only way for the subscriber to remove a specific PLMN identity from this list is to select the PLMN via manual selection and successfully register to the PLMN. (Note that in the following we ignore the extension list mentioned in section 2 in order to simplify the discussion.)
Regarding the use of the "forbidden PLMN list" for a DoS attack, we note that there is a requirement in TS 23.122:

The HPLMN (if the EHPLMN list is not present or is empty) or an EHPLMN (if the EHPLMN list is present) shall not be stored on the list of "forbidden PLMNs".

So fortunately the most straightforward DoS attack involving the "forbidden PLMN" list (sending an Attach/RAU/TAU Reject with cause #11 "PLMN not allowed") will not work against a UE in its HPLMN.

But what is the effect, if the "forbidden PLMN" list is erased at relatively short time intervals, e.g. every 15 – 30 min?

We can assume that normally, if in a country there are networks PLMN B, C, and D besides the HPLMN A, and there are no agreements for national roaming, then the PLMNs B, C, and D will already be stored in the "forbidden PLMN" list, because at some point in the past the UE tried to register on the respective network, e.g. because the UE lost coverage of its HPLMN or the subscriber tried to select PLMN B, C or D manually.
So usually, after the first attempt (which happened long ago), a UE belonging to HPLMN A will "never again" bother PLMN B, C, and D– even if the UE loses coverage of its HPLMN A, or if the UE returns from abroad and for some reason it only finds PLMN B, C, or D, but not its HPLMN.
Especially for the case when e.g. PLMN B provides better coverage than the HPLMN A, this behaviour will change if the "forbidden PLMN" list is erased every 15 – 30 min. The PLMN B will then see more frequent registration attempts from the UE, in the worst case 2 – 4 attempts per UE and hour. – Or 48 – 96 attempts per day if the UE is so unfortunate to remain in an area out of coverage of its HPLMN.

Note also that in principle the UEs that need to be taken into account are not only those with a subscription for HPLMN A, but potentially also those with a subscription for PLMN C or D. And for the battery drain it is relevant vice versa that the UE with a subscription for HPLMN A might not only attempt registration on PLMN B, but also on PLMN C and/or D, if they are available.
We are not able to provide any measurements how often such an "out-of-coverage" situation occurs during regular every day operation, but we think it occurs more often than we are aware of. Sometimes it is sufficient to enter an elevator or an underground car park. – But actually, it might be easier to observe this effect abroad. E.g. as a 3GPP delegate you may have noticed that at some meeting places the PLMN to which your UE is registered at lunch time or in the evening is different from the PLMN the UE had selected in the morning.
b) Background scan in VPLMN for higher priority PLMN

The periodic background scan for a higher priority PLMN could become an issue, if the subscriber manages to put a forbidden PLMN on the "User Controlled PLMN Selector with Access Technology". But most UEs today do not offer such a list to the subscriber, and we assume that operators will not put a forbidden PLMN on the "Operator controlled PLMN Selector with Access Technology". So in practise, for most UEs the periodic background scan should not be affected by an erasure of the "forbidden PLMN" list.
c) In VPLMN in a different country

If the UE loses coverage of its RPLMN while roaming abroad, it will try to select a different PLMN. If the new selected PLMN was on the "forbidden PLMN" list that has just been erased, then it is 'bad luck' for both the UE and the PLMN – which could result in 2 – 4 registration attempts per UE and hour (and even more 'bad luck' if this is the only PLMN available). 
But generally, as operators are negotiating roaming agreements with more than one operator in the same visited country, the probability to find a forbidden PLMN is not as big as in the home country. Apart from that, the percentage of international roaming subscribers is still quite low so that we assume that the additional signalling cause by them can be neglected compared to the effects described in section 3.1a).
d) Interaction with the equivalent PLMN list

There is an interaction between equivalent PLMN list and "forbidden PLMN" list, because according to TS 24.008 and TS 24.301, before storing the equivalent PLMN list the UE shall remove any PLMN IDs from the equivalent PLMN list that are also included in the "forbidden PLMN" list.
This suggests that current network implementations (or configurations) are perhaps not so "picky" regarding the decision which PLMN IDs to include in an equivalent PLMN list. I.e. the equivalent PLMN list is not tailored to the subscription of the individual UE, but the network is rather using a "one-size-fits-all" approach. The UE will learn that a PLMN is forbidden when it tries to register with it and will memorize this for the future.
This can be interesting e.g. for network deployments where for regulatory reasons an operator is using different PLMN IDs for different RATs, and by subscription some UEs are allowed to use certain RATs only. Such an operator can provide the same equivalent PLMN list (PLMN IDGERAN, PLMN IDUTRAN, PLMN IDE-UTRAN) to all UEs, and the UEs that are not allowed to use E-UTRAN will learn this lesson soon and henceforward they will immediately remove PLMN IDE-UTRAN from the equivalent PLMN list provided by the network.
The same mechanism can be used, if the operator has a national roaming agreement with another operator of the same county, but only for certain RATs.
In such a situation, if the forbidden PLMN list is erased every 15 – 30 min, the operator will again see more attempts by the UE to use a "forbidden RAT", up to 48 – 96 attempts per day. (And in this case, the better the E-UTRAN coverage, the more attempts the operator will see.)
3.2 "Forbidden PLMNs for GPRS service" list
This list was introduced for the case when 2 operators have a roaming agreement for CS services only. We assume that today in practise such a scenario is no longer as relevant as it was at the time when GPRS was rolled out. But in principle, the effect of erasing this list every 15 – 30 min is so that once the list has been erased, a UE which is camping on GERAN or UTRAN in class A or B mode of operation and which is already registered for CS services can immediately initiate a new combined attach. I.e. the VPLMN could see up to 48 – 96 combined registration attempts per UE per day. (Again the effect is mitigated by the small percentage of international roaming subscribers.)
3.3 List of "forbidden LAs/TAs for regional provision of service" ("cause #12-list")
Currently these lists will be erased periodically every 12 – 24 hours. If the lists are erased every 15 – 30 min, this can increase the number of attach/RAU/TAU attempts by a factor of 48 – 96.

3.4 List of "forbidden LAs/TAs for roaming" ("cause #13/#15-list")
Currently these lists will be erased periodically every 12 – 24 hours. If the list is erased every 15 – 30 min, this can increase the number of attach/RAU/TAU attempts by a factor of 48 – 96.

We expect that in practise, the effect for this cause #13/#15-list is more relevant than for the cause #12-list, as the cause #13/#15-list is used both for national roaming scenarios and for the cases where an operator is offering E-UTRAN access only for certain subscribers.
3.5 USIM invalid for CS/PS services

Usually the UE is requested to set the USIM invalid for CS or PS services or both, if it does not have a valid subscription (e.g. because the subscription was withdrawn) or if the UE has failed some security-relevant procedure like an authentication or an IMEI-check.
If these flags are reset every 15 – 30 min, this can result in 48 – 96 additional attach attempts per day (in sum, possibly distributed over different PLMNs).

If the UE is requested to set the USIM invalid for CS and PS services, one would assume that it is just a question of time until the subscriber becomes aware of the situation and switches the UE off.
The situation where the subscriber has a subscription for CS services only or (in future perhaps more likely) for PS services only could be more relevant, because in these cases the subscriber might not even be aware that "in the background" the UE is trying again and again to get combined attached.

3.6. List of "PLMNs with E-UTRAN not allowed"

This list was introduced recently specifically for the cases where an operator is offering E-UTRAN access for certain subscribers only. We think that it needs to be included in the discussion, as this list can also be used for a DoS attack.
Currently this list will be erased periodically every 8 hours at the latest. If the list is erased every 15 – 30 min, this can increase the number of attach/RAU/TAU attempts by a factor of up to 16 – 32.

It should be noted that one of the reasons for introducing the list was to reduce the "out-of-service" times that are experienced by the subscriber when the UE is searching for E-UTRAN cells and attempting to register, only to be rejected by the network. Erasing the list of "PLMNs with E-UTRAN not allowed" more frequently will also bring back these "out-of-service" situations more frequently.
4. Discussion of the results

From the various effects discussed in section 3, in our view the most important effects will come

- 
from erasing the "forbidden PLMN" list (section 3.1; especially item a) In the country of the HPLMN, and item d) Interaction with the equivalent PLMN), and 
- 
from erasing the list of "forbidden LAs/TAs for roaming" ("cause #13/#15-list") (section 3.5) and the list of "PLMNs with E-UTRAN not allowed" (section 3.6)
While we are not able to provide any measurements, the discussion in 3.1a) shows that in certain areas of poor or "spotty" coverage, in the worst case each PLMN in the country could see about 48 – 96 additional attach/RAU/TAU attempts per UE per day. Note that for this purpose the UEs that need to be considered are all UEs roaming in that country. I.e. compared to the density of the own subscribers, the density of these UEs is higher by about a factor equal to the number of operators in the country.
For the lists of "forbidden LAs/TAs for roaming", a worst case scenario could be e.g. that the operator of PLMN A is offering GERAN and E-UTRAN, and the operator of PLMN B is offering UTRAN and E-UTRAN. Each PLMN is broadcasting only one PLMN identity, PLMN A or PLMN B, respectively. Both operators have a roaming agreement which allows the subscribers of PLMN A to use the UTRAN of PLMN B, but not the E-UTRAN of PLMN B. If we now consider a subscriber of PLMN A who has a subscription for GERAN/UTRAN services only, and he is roaming e.g. in a city where in a certain location his UE can see for example 3 different tracking areas of PLMN A and 3 different tracking areas of PLMN B, then every 15 – 30 min the UE can perform 3 TAU attempts in PLMN A (which will be rejected with cause #15) and 3 TAU attempts in PLMN B (which will be rejected with cause #13). So in sum the UE can initiate 6 TAU attempts every 15 – 30 min, or 288 – 576 TAU attempts per day. It is correct that these attempts will be distributed between the 2 PLMNs A and B, so each PLMN will only need to handle 3 of them. But on the other hand, PLMN B will also need to handle TAU attempts from its own subscribers who do not have an E-UTRAN subscription. So PLMN B will see the 3 additional TAU attempts every 15 - 30 min from its own UEs and 3 additional TAU attempts every 15 – 30 min from the UEs of roaming partner PLMN A.
We would like to highlight that the results of this paper are independent of the details of the proposed solution. E.g. in a previous version (C1‑153378) of the CR (C1-153654) discussed at the last CT1 meeting, it was suggested that instead of populating the respective "forbidden" list with a PLMN identity, TAI or LAI, or setting the respective "invalid" flag the UE would just start a back-off timer of 15 – 30 min. And during the discussion in CT1, as another alternative solution it was proposed to bar the respective cell/location area/tracking area/PLMN for 15 – 30 min and let the UE reselect to another cell/location area/tracking area. In both cases, an implementation of the solution will result in the same amount of additional signalling for regular network operation. Furthermore note that if the back-off time/barring time is reduced by a certain factor, the amount of registration attempts will be multiplied by the same factor.
5. Conclusion

Given the fact that in the past operators have been very keen on reducing the amount of registration update signalling (and both SA2 and CT1 have spent considerable time in Rel-10 and Rel-11 for the work items NIMTC and SIMTC to develop mechanisms that enable the network to reduce the amount of NAS signalling), we suggest that CT1 should discuss whether the additional signalling load caused for regular network operation is acceptable. 
CT1 should also consider whether they have sufficient information to take a decision on the proposal in C1‑153654, or whether it would be better to first perform some measurements / drive tests with modified UEs in real life networks.
Furthermore, CT1 should also explore other possible solutions. E.g. if it is not possible to use a subscriber-specific security context, the network could sign the NAS reject message with an operator-specific private key and the UE verify the signature with the corresponding public key. CT1 should ask SA3 for guidance on such solutions.
