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	Reason for change:
	This CR is the mirror of release12 CR C1-151297.

Following the decision from 3GPP-SA to stop maintaining the I-WLAN features, the SA sent a LS to all 3GPP groups (SA-140397) highlighting the fact that some generic procedures defined in these specidfications are re-used, still useful and need to be maintained:

“It is the intention to stop maintaining the I-WLAN feature from Rel-12 onwards, but TSG SA agrees that this intent at feature level does not automatically phase out any I-WLAN specifications, which includes some generic procedures that are re-used. It is left for each WG to evaluate which parts of the I-WLAN specifications to continue to maintain, either for backwards compatibility or to allow re-use of generic procedures that are still useful.”

1. The generic procedures of EAP-AKA shall then be maintained, as EAP-AKA is the mandated authentication mechanism used for untrusted non-3GPP network as defined in TS 33.402, and an optional device authentication mechanism in the H(e)NB as defined in TS 33.320. 

2. Moreover it shall be possible for any Device Manufacturer that has already developed a pre-release 12 EAP-AKA supplicant in the Device (based on 3GPP TS 24.234 procedures) to fully reuse this supplicant. Thus, EAP-AKA procedures in 3GPP TS 24.302 shall be fully backward compatible with EAP-AKA procedures described in 3GPP TS 24.234.  

The SA3 specification description is a Stage2 description and doesn’t give the stage 3 description of the CT1 specifications, which are more detailed.

The TS 24.234 gave some detailed description of procedures for EAP-AKA, these descriptions were Stage 3 descriptions. These procedures such as e.g. Identity management, user identity privacy, protected result indication, were not covered by the stage 2 SA3 specification TS 33.234 with this level of details. As an example the storage and deletion of temporary identities in the UE is only described in the stage 3 specifications (TS 24.234) in clause 6.1.1.2.2. The TS 33.402 doesn’t give more information than the TS 33.234 gave.

Reference to the RFC4187 for the implementation of EAP-AKA is not sufficient because 

1. In this RFC there are lot of functionalities that are all optional: identity privacy support, result indications, and fast re-authentication procedure. The CT1 specifications shall clearly specify the requirements on the support of these functionalities by the UE and the AAA server. This was described in TS 24.234 and shall be included in the TS 24.302
2. In the RFC the identity management contains a lot of alternatives depending on the UE trust on the server... The CT1 specification shall clarify the behavior on this identity management. This was described in TS 24.234 and shall be included in the TS 24.302

Conclusion: As proposed by Blackberry and Qualcomm in the CR C1-144991, all stage 3 descriptions of these procedures that were covered by the previous CT1 specification (TS 24.234) shall be copied to the new CT1 specification TS 24.302 to keep the same level of description given by previous version of specifications for EAP-AKA and to guarantee the backward compatibility of these procedures.


	
	

	Summary of change:
	Add Stage 3 EAP-AKA procedures description of the TS 24.234.

Delete the corresponding Editor’s note

	
	

	Consequences if not approved:
	If the CR is not approved, the following mis-operations may happen:

· Protected result indication issue: The AAA server requests a protected result indication but the UE is not able to support such functionality. The UE may end up the authentication process believing the server completed successful authentication, when actually it failed.

· Identity management issue: The UE behavior on the request of the permanent identity will not be predictable even if it follows the RFC4187: If the peer does not want to reveal its permanent identity, then the peer sends the EAP-Response/AKA-Client-Error packet with the error code "unable to process packet", and the authentication exchange terminates.

· Backward compatibility issue: A UE1 following the EAP-AKA procedures of TS 24.234 (pre-release 12 UE) will store temporary identities in the USIM (if the file is present). If the USIM is introduced in a device UE2 following TS24.302 procedures (without any indication of the management of these identities), it will result in the use of the wrong temporary identity. If the UICC is re-introduced in UE1 after several authentications in UE2, the temporary identity in the USIM will be completely de-synchronized with the server identity and the server will no more be able to map the temporary identity received with the permanent identity.
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***** Next change *****
4.5
Fixed Broadband Access System

The fixed broadband access system is a type of high-speed Internet access for multi-service broadband packet networking. The fixed broadband access system is specified by the Broadband Forum, including addressing interoperability, architecture and management. 

For support of fixed broadband access interworking, the EPC network procedures are specified in 3GPP TS 24.139 [51].
The UE procedures for support of fixed broadband access are specified in 3GPP TS 24.139 [51] and can be used when the EPC network uses the fixed broadband access interworking or the fixed broadband access convergence.


The architecture of the fixed broadband access convergence is specified in 3GPP TS 23.203 [5A].
***** Next change *****
6.5.2.2
UE procedures
6.5.2.2.1
General
When accessing the EPC via the ePDG, the UE shall exchange EAP-AKA signalling with the 3GPP AAA server as specified in 3GPP TS 33.402 [15].

NOTE:
the EAP payload exchanged between UE and 3GPP AAA server is transported within the IKEv2 messages exchanged with ePDG as described in subclause 7.2.2.
***** Next change *****
6.5.2.2.2
EAP AKA
6.5.2.2.2.1
Identity management

In the first EAP-Response/AKA-Identity message the UE shall include a NAI which username is derived from IMSI. The UE shall always use the leading digits notation when building the username part of NAI from IMSI, as specified in 3GPP TS 23.003 [3] clause 19. IETF RFC 4187 [33] defines the leading digits to identify the authentication mechanism. The UE shall include the root NAI or decorated NAI for authentication purposes.

If the UE receives an EAP-Request/AKA-Identity message including an AT_PERMANENT_ID_REQ attribute after sending an identity response including the pseudonym, the UE shall respond to this new identification request by including a NAI in which username is derived from IMSI.

6.5.2.2.2.2
User identity privacy

The support of user identity privacy is mandatory for the UE.

Upon reception of temporary identity(ies) (pseudonym and/or fast re-authentication identity) in any EAP authentication message the UE shall assume that user identity privacy is enabled as described in subclause 6.5.2.3.1.2.

If the UE receives temporary identity(ies) (pseudonym and/or fast re-authentication identity) during EAP authentication from the 3GPP AAA server, then the UE shall not interpret the received temporary identiy(ies). The UE shall process the authentication challenge information (e.g. RAND, AUTN, MAC) received together with the temporary identity(ies). If the EAP authentication is successful (e.g. EAP–Success message), the UE shall consider the new temporary identity(ies) as valid and use the received temporary identity(ies) during the next EAP authentication procedure.

The UE after successful EAP authentication takes the following actions if new temporary identity(ies) was received in AT_ENCR_DATA attribute:

-
if the temporary identity is a pseudonym, the UE shall store it in the "Pseudonym" data file in the USIM. If the "Pseudonym" data file is not available in the USIM, the UE shall store the pseudonym in the ME; and

-
if the temporary identity is a fast re-authentication identity, the UE shall store it in the "Re-authentication identity", data file in the USIM together with new master key, transient EAP keys and counter value. If the "Re-authentication identity" data file is not available in the USIM, the UE shall store the fast re-authentication identity in the ME together with new master key, transient EAP keys and counter value.

The UE after successful EAP authentication takes the following actions if no new temporary identity(ies) was received in AT_ENCR_DATA attribute:

-
The UE shall delete the corresponding temporary identity(ies) from the USIM/ME (i.e. the UE shall set the username of the corresponding temporary identity(ies) field to the "deleted" value to indicate no valid temporary identity(ies) exists as specified in 3GPP TS 23.003 [3]).

When the temporary identity(ies) stored in the USIM/ME indicates the "deleted" value in the username part, the UE shall consider the corresponding temporary identity(ies) as invalid and shall not send that temporary identity(ies) at the next EAP authentication.

Upon reception of an EAP-Request/AKA-Identity message, the UE shall take one of the following actions depending on the presence of the temporary identity(ies):

-
if valid fast re-authentication identity is available, the UE shall use the fast re-authentication identity at the next EAP authentication. If not, then

-
if valid pseudonym is available, the UE shall use the pseudonym at the next EAP authentication. If not, then

-
the UE shall use the permanent IMSI-based identity at the next EAP authentication.

6.5.2.2.2.3
Protected result indications

The UE shall support protected result indications (i.e. MAC protected) as specified in IETF RFC 4187 [33]. 

***** Next change *****
6.5.2.3
3GPP AAA server procedures
6.5.2.3.1
General
During the authentication of the UE for accessing the EPC via the ePDG, the 3GPP AAA server shall initiate EAP-AKA based authentication with the UE as specified in 3GPP TS 33.402 [15].
***** Next change *****
6.5.2.3.2
EAP-AKA

6.5.2.3.2.1
Identity management

The 3GPP AAA server shall always (re)request the user identity, using EAP-Request/AKA-Identity, in order to ensure that it has an unmodified copy of the identity, regardless of the identity the 3GPP AAA server received in EAP-Response/AKA-Identity as described in IETF RFC 4187 [33].

The 3GPP AAA Server shall use, if present, the leading digits part of IMSI based username to identify the proposed authentication mechanism, as specified in 3GPP TS 23.003 [3].

6.5.2.3.2.2
User identity privacy

The support of user identity privacy is mandatory for the 3GPP AAA server. However, the usage of this feature is optional for the 3GPP AAA server.

The user identity privacy should be enabled in the 3GPP AAA server. If user identity privacy is enabled, the 3GPP AAA server shall send new encrypted temporary identity(ies) (pseudonym and/ or fast re-authentication identity) to the UE in every EAP authentication procedure.
When mapping a user temporary identity (pseudonym or fast re-authentication identity) to a permanent IMSI-based identity, the 3GPP AAA server shall only examine the username portion of the user temporary identity and ignore the realm portion of the identity.

NOTE:
The realm portion of the temporary identity will always be the realm indicated by the 3GPP AAA server (see 3GPP TS 23.003 [3]).

6.5.2.3.2.3
EAP AKA based authentication

The 3GPP AAA server shall support EAP AKA based authentication as specified in IETF RFC 4187 [33].

6.5.2.3.2.4
Fast re-authentication
The 3GPP AAA server shall support fast re-authentication as specified in the IETF RFC 4187 [33]. Fast re-authentication should be enabled in the 3GPP AAA server.

The decision of using fast re-authentication is taken in the 3GPP AAA server depending on operator's policies. Operator's policies regarding fast re-authentication may contain for example, a timer to control start of fast re‑authentication, a counter to control the maximum number of allowed fast re-authentications before a full EAP authentication shall be initiated towards the UE or a restriction on whether fast re-authentication is allowed to visiting subscribers.

The 3GPP AAA server indicates to the UE the decision of using fast re-authentication by means of sending the fast re-authentication identity in the EAP authentication procedure (i.e. in EAP-Request/AKA/Challenge or EAP‑Request/AKA-re-authentication). When the 3GPP AAA server sends a fast re-authentication identity to the UE, the 3GPP AAA server shall also include a pseudonym when allowed by the IETF RFC 4187 [33]. In this way, the UE retains a pseudonym if the 3GPP AAA server defers to full authentication.

NOTE:
The use of fast re-authentication implies to save power consumption in the UE and processing time in both the UE and the 3GPP AAA server.

The fast re-authentication signalling flows is described in IETF RFC 4187 [33].
6.5.2.3.2.5
Access authorization

Access authorization between the UE and the 3GPP AAA server shall be combined with the access authentication.

The 3GPP AAA server shall perform access authorization once user authentication succeeds but before sending EAP‑Success message to the UE. If the check is successful the 3GPP AAA server shall complete the authentication procedure by sending a positive response to the UE that is, an EAP-Success message.

6.5.2.3.2.6
Protected result indications

The 3GPP AAA server should support protected result indications (i.e. MAC protected) for EAP AKA as specified in IETF RFC 4187 [33]. If the 3GPP AAA server supports protected result indications, the usage of this feature is optional and depends on operator's policies.
