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[bookmark: _Toc414544766]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.402: "Architecture Enhancements for non-3GPP accesses".
[3]	3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".
[4]	3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".
[5]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[6]	IEEE Std 802-2014: "IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture", 30th June 2014.
[7]	3GPP TS 24.007: "Mobile radio interface signalling layer 3; General aspects".
[8]	IETF RFC 768: "User Datagram Protocol"
[9]	3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses".
[10]	IETF RFC 4960: "Stream Control Transmission Protocol"
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[bookmark: _Toc414544780][bookmark: _Toc414544886]4.2.3.2	UE procedure
The UE receives one or two TWAG control- plane addresses during the EAP authentication and authorization procedure as specified in 3GPP TS 234.4302 [32] subclause 6.4.2.6.3.
NOTE:	If two TWAG control- plane addresses are received, one includes an IPv4 address and the other includes an IPv6 link-local address.
If the UE receives one TWAG control- plane address, the UE shall select the TWAG control- plane address. If the UE receives two TWAG control- plane addresses, the UE shall select one of the TWAG control- plane addresses.
The UE shall use the IP address of the selected TWAG control- plane address as the destination IP address of WLCP messages.
The UE shall apply the following procedures to set the source IP address of the WLCP message:
-	if the TWAG IP address for WLCP is an IPv4 address and if the UE supports IPv4, the UE shall obtain an IPv4 address via DHCPv4 to be used as the source IP address for WLCP;
-	if the TWAG IP address for WLCP is an IPv6 link- local address and if the UE supports IPv6, the UE shall use the IPv6 link- local address configured on the WLAN interface as the source IP address for WLCP; and
-	if the TWAG IP addresses for WLCP are an IPv4 address and an IPv6 link- local address, which IP version the UE selects is implementation dependent.
***** Next change *****
Annex A (Informative):
IANA UDP port registration form
This annex contains information to be provided to IANA for WLCP UDP port registration. The following information are to be used to register WLCP user port number and service name in the "IANA Service Name and Transport Protocol Port Number Registry" and specifically "Service Name and Transport Protocol Port Number Registry". 
	Resources required
	Port number and service name

	Transport Protocols
	UDP

	Service Code
	

	Service Name
	wlcp

	Desired Port Number
	

	Description
	Wireless LAN Control plane Protocol (WLCP) is a 3GPP control protocol used by the User Equipment (UE) for access to the Evolved Packet Core via trusted Wireless Local Area Network. It enables the management of the Packet Data Network (PDN) connections between the User Equipment (UE) and the Trusted WLAN Access Gateway (TWAG).
Wireless LAN Control plane Protocol (WLCP) uses UDP as a transport protocol.

	Reference
	3GPP TS 24.244

	Defined TXT keys
	N/A

	If broadcast/multicast is used, how and what for?
	Neither broadcast, nor multicast are used.

	If UDP is requested, please explain how traffic is limited, and whether the protocol reacts to congestion.
	At maximum a few WLCP messages per seconds are expected in communication between a given User Equipment (UE) and a given Trusted WLAN Access Gateway (TWAG). 
Wireless LAN Control plane Protocol does not support any reaction to congestion.

	If UDP is requested, please indicate whether the service is solely for the discovery of hosts supporting this protocol.
	Wireless LAN Control plane Protocol is not used solely for discovery of hosts supporting this protocol.

	Please explain how your protocol supports versioning.
	Wireless LAN Control plane Protocol does not support versioning.

	If your request is for more than one transport, please explain in detail how the protocol differs over each transport.
	N/A

	Please describe how your protocol supports security. Note that presently there is no IETF consensus on when it is appropriate to use a second port for an insecure version of a protocol.
	Wireless LAN Control plane Protocol does not support security. It relies on the security mechanisms of the lower layers, including EAP-AKA’ authentication and IEEE 802.1x encryption.

	Please explain why a unique port assignment is necessary as opposed to a port in range (49152-65535) or existing port.
	An assigned User Port would make network management easier. It is possible that packets containing WLCP messages need to traverse several firewalls of the network operator during the signalling exchange between the User Equipment (UE) and the Trusted WLAN Access Gateway (TWAG). The firewalls of the network operator are configured to discard packets other than those containing the WLCP messages and other than those authorized by the WLCP messages. If a dynamic ephemeral port is used for WLCP messages, the firewall configuration needs to be updated whenever a new port starts being used for WLCP messages in the Trusted WLAN Access Gateway (TWAG).
An assigned User Port would make roaming agreements between network operators easier. If a dynamic port is used, each operator will need to provide the port number used by its TWAG to other operators, then the home operator needs to configure in its AAA sever the list of port numbers (in addition to the IP addresses) of the TWAGs of its roaming partners. If dynamic port is used, the port number can change frequently (while the IP address of the TWAG does not change frequently). Each time the port number changes, the roaming agreement documents needs to be updated. If dynamic port is used, the procedure to update the port numbers on the AAA server can cause a short interruption of the service.
As a general principle, 3GPP protocols use assigned User Ports, e.g. GTP-C uses UDP port number 2123, GTP-U uses UDP port number 2152, S1AP uses SCTP port number 36412, X2AP uses SCTP port number 36422. IKEv2 is an example of an IETF protocol between the terminal and a gateway that uses a well-known port number.
An assigned UDP port number would simplify the UE implementation. The UDP port number management between the application processor (AP) and the cellular modem would be simplified if the UDP port for WLCP could be set as a well-known port number. Specifically, there would be a need for an additional API between the WLCP client in the AP and the modem to identify the WLCP packets if dynamic ports are used.


	Please explain the state of development of your protocol.
	Protocol Standard definition. No implementation exists yet.

	If SCTP is requested, is there an existing TCP and/or UDP service name or port number assignment? If yes, provide the existing service name and port number.
	N/A

	What specific SCTP capability is used by the application such that a user who has the choice of both TCP (and/or UDP) and SCTP ports for this application would choose SCTP? See IETF RFC 4960 [8] section 7.1.
	N/A

	Please provide any other information that would be helpful in understanding how this protocol differs from existing assigned services
	This protocol is between the UE (i.e. mobile device) and the Trusted WLAN Gateway. The UDP ports previously assigned to 3GPP were for protocols between network elements.



