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1. Problem description
In the following case:

1) the UE is roaming, and  

2) the P-CSCF is deployed in visited network, and 

3) the network topology hiding is required, and

4) the S-CSCF supports S-CSCF restoration procedures. 

During registration, as per the sub-clause 5.4.1.2.2F of TS 24.229, both the SIP URI of the S-CSCF and the SIP URI of the IBCF will be included in the Service-Route header field. Both the Path header field and the Service-Route header field will be included in the SIP 200 OK response to REGISTER request, and will be sent to the UE. 

As per the sub-clause 5.10.4.1 of TS 24.229, the IBCF shall apply network topology hiding to all header fields such as Path header field and Service-Route header field. So the UE will not understand the value in the Path header field and the Service-Route header field in the SIP 200 OK response to REGISTER request. 

When the S-CSCF performs restoration procedures, the S-CSCF will reject the request by returning a 504 (Server Time-out) response to the UE, a P-Asserted-Identity header field set to the value of the SIP URI of the S-CSCF will be included in 504 (Server Time-out) response. 
As per the sub-clause 5.1.2A.1.6 of TS 24.229, when the UE receives the 504 response, the UE will check the value in the P-Asserted-Identity header field whether this value equal to a URI from Service-Route header field or Path header field value received during registration. This check will fail due to network topology hiding.
2. Possible solutions
2.1 Solution 1
The IBCF shall not apply network topology hiding on the Service-Route header field contained in the SIP 200 OK response to REGISTER request.
When the UE receives the 504 response, the UE will check the value in the P-Asserted-Identity header field, and will find this value can match that value which is received in the Service-Route header field in the SIP 200 ok response to REGISTER request. The UE will be able to perform the restoration procedures.

2.2 Solution 2
Adding the following description in sub-clause 5.10.4.2 of TS 24.229, this can align with the description in Table 16.2-21 in TS 24.228: 

if the IBCF encrypted an entry in the Service-Route header field in the SIP 200 OK response to REGISTER request, then it also inserts its own URI before the topmost encrypted entry.
When the S-CSCF performs restoration procedures, the S-CSCF will reject the request by returning a 504 (Server Time-out) response to the UE, a P-Asserted-Identity header field set to the value of the SIP URI of the home IBCF will be included in 504 (Server Time-out) response.

When the UE receives the 504 response, the UE will check the value in the P-Asserted-Identity header field, and will find this value can match that value which is received in the Service-Route header field in the SIP 200 ok response to REGISTER request. The UE can perform the restoration procedures.

One question is that is it possible that the IPX or other intermediate network between VPLMN and HPLMN can apply network topology hiding? if it is possible, this solution can not solve the problem in this case.

Another question is that in sub-clause 5.10.3.1 of TS 24.229, the NOTE4 describes that “In accordance with the procedures described in RFC 3608 [38], an IBCF does not insert its own routable SIP URI to the Service-Route header field.”
2.3 Solution 3
When the UE receives the 504 response, the UE will not check the value in the P-Asserted-Identity header field. But this solution may lead to a DDOS attack on the REGISTRAR since any UE can produce a 504 set as specified above.
2.3 Solution 4
When the P-CSCF receives the 504 response from the S-CSCF, the P-CSCF shall set the value of the SIP URI of the P-CSCF to the P-Asserted-Identity header field, and shall forward the 504 response to the UE.
The UE always has the SIP URI of the P-CSCF, so the UE can pass the check and can perform the restoration procedures.

3. Proposal
The Solution 1 is recommended to solve the problem. The related CR is C1-14xxxx.
