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	Reason for change:
	 A security attack could be valid for 4G/LTE. 

The attack goes as follows: a rogue mobile (or a small set of such mobiles) listens to all paging requests in a location / tracking area and responds more quickly that the intended recipient. This will prevent the latter from receiving the paging for the following reason: when the rogue mobile responds before the intended recipient, the MME will consider the paging procedure completed, and the incoming call is lost. (And even if the MME repeated a paging request, the rogue mobile could do the same trick again.). In this way, a whole tracking area could be prevented from receiving paging as along as the rogue mobiles were active.

When the MME pages the UE with the GUTI then the UE is expected to respond with an integrity-protected service request. However, the rogue mobile is unable to provide the correct integrity protection. 

The attack could therefore be thwarted if the MME just kept the paging timer running, when an incorrectly protected service request was received, and continued waiting for a correct response.

So, in LTE, this can be addressed by modifying the MME reaction to check integrity protection of the received response prior to stopping the timer. 

Currently when service request and extended service request fail the integrity checking or are not integrity protected, the only MME handling is to drop the message and send reject message. It is desired to clarifiy that reject message means "SERVICE REJECT" message and in this case UE context is unchanged.
It is therefore advisable to spell out the correct MME behaviour in this case.

	
	

	Summary of change:
	The MME shall keep the user context after sending a Service Reject message with cause#9. MME should stop the timer only if the S.R is correctly integrity protected. It should keep the timer running if the integrity check fails or the message is not integrity protected.

	
	

	Consequences if not approved:
	Hacked phones can impact the context of all other phones in a tracking area from receiving services with small effort . Unreachability attack against user is possible thus not possible to provide MT services. 
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4.4.4.3
Integrity checking of NAS signalling messages in the MME

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity in the MME or forwarded to the ESM entity, unless the secure exchange of NAS messages has been established for the NAS signalling connection:

-
EMM messages:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST;

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST.

NOTE 1:
The TRACKING AREA UPDATE REQUEST message is sent by the UE without integrity protection, if the tracking area updating procedure is initiated due to an inter-system change in idle mode and no current EPS security context is available in the UE. The other messages are accepted by the MME without integrity protection, as in certain situations they are sent by the UE before security can be activated.

All ESM messages are integrity protected except a PDN CONNECTIVITY REQUEST message if it is sent piggybacked in ATTACH REQUEST message and NAS security is not activated.

Once a current EPS security context exists, until the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM entity in the MME shall process the following NAS signalling messages, even if the MAC included in the message fails the integrity check or cannot be verified, as the EPS security context is not available in the network:

-
ATTACH REQUEST;

-
IDENTITY RESPONSE (if requested identification parameter is IMSI);

-
AUTHENTICATION RESPONSE;

-
AUTHENTICATION FAILURE;
-
SECURITY MODE REJECT;
-
DETACH REQUEST (if sent before security has been activated);

-
DETACH ACCEPT;

-
TRACKING AREA UPDATE REQUEST;

-
SERVICE REQUEST;

-
EXTENDED SERVICE REQUEST.

NOTE 2:
These messages are processed by the MME even when the MAC that fails the integrity check or cannot be verified, as in certain situations they can be sent by the UE protected with an EPS security context that is no longer available in the network.

If an ATTACH REQUEST message fails the integrity check and it is not an attach request for emergency bearer services, the MME shall authenticate the subscriber before processing the attach request any further. For the case when the attach procedure is for emergency bearer services see subclause 5.5.1.2.3 and subclause 5.4.2.5.

If a TRACKING AREA UPDATE REQUEST message fails the integrity check and the UE provided a nonceUE, GPRS ciphering key sequence number, P-TMSI and RAI in the TRACKING AREA UPDATE REQUEST message, the MME shall initiate a security mode control procedure to take a new mapped EPS security context into use; otherwise if the UE has only a PDN connection for non-emergency bearer services established, the MME shall initiate an authentication procedure. For the case when the UE has a PDN connection for emergency bearer services see subclause 5.5.3.2.3 and subclause 5.4.2.5.
If a SERVICE REQUEST or EXTENDED SERVICE REQUEST message fails the integrity check and the UE has only PDN connections for non-emergency bearer services established, the MME shall send the SERVICE REJECT message with EMM cause #9 "UE identity cannot be derived by the network" and keep the EMM context and EPS security context unchanged. For the case when the UE has a PDN connection for emergency bearer services and integrity check fails, the MME may skip the authentication procedure even if no EPS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.3. After successful completion of the service request procedure, the network shall deactivate all non-emergency EPS bearers locally. The emergency EPS bearers shall not be deactivated.
If the SERVICE REQUEST or EXTENDED SERVICE REQUEST message received is integrity protected and the integrity check is successful, the timer T3413 shall be stopped as specified in subclause 5.6.2.2.1, if the timer is running. If the SERVICE REQUEST or EXTENDED SERVICE REQUEST message received is not integrity protected, or the integrity check is unsuccessful, the timer T3413 shall be kept running, if the timer is running.
Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving EMM or ESM entity in the MME shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the MME shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message.
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