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The WID on Reporting Enhancements in Warning Message Delivery (CP-120701) was approved in CP#58 and has the following objectives:

a) MME reporting to the CBC unknown Tracking Areas in which the message cannot be broadcasted;

b) MME reporting to the CBC, upon request of the CBC, in which warning areas initiating message broadcast was successful, as reported by eNBs;

c)  MME reporting to the CBC, upon request of the CBC, in which warning area the message has been cancelled and how often the message was broadcasted;

d) capability for the CBC to stop broadcasting of all messages in an area. (e.g. when messages are still broadcasting, which should have been cancelled, but weren’t for unknown reasons);

e) eNodeB reporting to the CBC on (un-)availability of cells for broadcasting warning messages.
The above objectives result in requests and indications as shown in the diagram (existing requests are in black).
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The requests and indications marked in blue affect CT1 and CT4 and are covered in the CT feature WID (WI approved in CT#58) and the request and indications marked in red affect RAN3 and are covered in the RAN building block WID (WI approved in RAN#59).
The following five sections a) to e) discuss each of these objectives in preparation for correct CRs.

a) Unknown Tracking Areas (CT only)
The Write-Replace-Warning-Response and the Stop-Warning-Response shall report to the CBC which Tracking Areas are unknown to the MME.

The CRs to achieve this objective are in C1-1244876 and C4-122593 and have been approved in the CT#58 plenary meeting.

b) Write-Replace Warning Indication (CT only)
The Write-Replace Warning Indication shall report to the CBC in which area the message was scheduled successfully. The eNodeB already reports this to the MME in a Broadcast Completed Area List, and the MME shall forward these lists to the CBC. The MME may aggregate lists it has received from eNodeBs.

The CRs to achieve this objective are in C1-124877 and C4-122594 and have been approved in the CT#58 plenary meeting. 

c) Stop Warning Indication (CT only if CT WGs agree with proposed solution)
The STOP Warning Indication shall report to the CBC in which area the message was stopped successfully and how often the message has been broadcast. The eNodeB already reports this to the MME in a Broadcast Cancelled Area List, and the MME shall forward these lists to the CBC. The MME may aggregate lists it has received from eNodeBs.
A CR for this could resemble the CRs for the Write-Replace Warning Indication as described in b). 

Issues that have been discussed:

· Release of Serial Number

After the CBC has sent a Stop Warning Request to the MME, the MME will immediately respond with ‘message accepted’. For the CBC this would mean that the Serial Number IE could be freed up for use in a future message. But the CBC may still receive the Broadcast Cancelled Area Lists, which contain this freed up Serial Number IE as reference to the message.

The following sentence is added to the specification to mitigate this problem: "If the CBC has requested the MME to send Stop Warning Message Indications, then the CBC shall release the Serial Number of a message after it has stopped receiving the Stop Warning Message Indications for that message."
· Empty Broadcast Cancelled Area List

To consider (text from TS 36.413):

If the Broadcast Cancelled Area List IE is not included in the KILL RESPONSE message, the MME shall consider that the eNB had no ongoing broadcast to stop for the same Message Identifier and Serial Number.

If an area included in the Warning Area List IE was reported in the Broadcast Scheduled Area List IE the message has started but must have stopped broadcasting before the STOP WARNING Message request was received by the eNodeB, possibly due to non-availability of the cells in the area. The number of broadcasts that were successful for that area cannot be reported. 
If the area included in the Warning Area List IE of the WRITE-REPLACE WARNING MESSAGE request was not reported in the Broadcast Scheduled Area List IE, the message hasn’t started broadcasting at all in this area.
The Number of Broadcasts IE is present and set to ‘0’ if valid results are not known or not available. 

If the number of broadcasts for an area in the Broadcast Cancelled Area List IE is 0 then the actual number of broadcasts is unknown, but the message was stopped successfully. 
If the Failure/Restart mechanism (see objective e) is in place, the CBC is able to determine the number of broadcasts that occurred between the start of the message and the moment the Failure Indication is received, and it is no longer an issue that the area does not appear in the Broadcast Cancelled Area List IE. If the number of broadcasts is 0, then the actual value cannot be reported.
When the above consideration is accepted, the solution has no impact on RAN3 specifications. 

Alternative solutions for consideration:

· The MME does not respond immediately to the CBC with ‘message accepted’ in a Write-Replace Warning Response, but waits a configurable time and in the meantime aggregates the Broadcast Cancelled Area Lists it receives from the eNodeBs, before it sends the response to the CBC. The aggregated Broadcast Cancelled Area List will be included in the response. Any List the MME receives after it has sent the response to the CBC will be lost. 
Reset or Stop-All Warnings Indication (CT and RAN)
The Reset or Stop All Warnings Indication is effectively a Stop Warning Request, but does not contain a reference to a particular message and will therefore result in stopping all messages in an area that are currently being broadcast.
Use Case 1: A CBC in Turkey is located in Istanbul and is used for municipal warning, location area information and for providing scores of football matches. Since Istanbul lies in an earthquake prone area, a backup CBC is located in Ankara. The CBCs are not synchronized. When the CBC in Istanbul is damaged in an earthquake, the CBC in Ankara is manually switched on-line to take over the service. Since this CBC is not aware of any messages currently being broadcast, this CBC will first need to stop all ongoing messages.
Use Case 2: In the case that Restart and Failure Indications are supported (see e), the CBC may have missed a Restart Indication for a cell due to network problems. The CBC assumes wrongly that this cell is still unavailable. For example during the night, the CBC may send a Reset to all the cells that it assumes are down. If a cell is back online but the CBC has missed the Restart, the cell will send a Restart Indication in response to the Reset.
Use Case 3: A public warning message is being broadcasted to millions of people with far reaching consequences (i.e. an evacuation) and the situation has changed which requires the message to be stopped. The CBC sends a Stop Warning message, and the eNodeB reports there is no message to kill (Broadcast Cancelled Area List is empty). However, the message continues broadcasting. From a protocol perspective everything worked fine; the message must already have expired, but due to a bug the message continues broadcasting. Since the consequences of a public warning message may be far reaching, erroneously broadcasting messages must be stopped at once. The Reset stops all broadcasting in the addressed cells (emergency brake applied).
A Reset is specified in GSM and in UMTS.

A CR that contained the Reset mechanism was discussed in CT1 in Chicago in 2012 (C1-123250). The discussion was only about the concern that this mechanism would lead to extensive signalling traffic, and the CR was postponed. A Reset is similar to a Kill message, is not used often, and would not lead to extensive signalling traffic.

The following solutions are under discussion in the present discussion paper:

· Specify a Reset request mechanism as specified in the CRs in C1-130002 (for CT1#82) and C4-130014 (for CT4#60).

This Reset request is similar to a Stop Warning request, but the (in the Stop Warning request mandatory) elements Serial Number and Message Identifier are omitted. 

A disadvantage of this approach is that the Stop Warning Request has no unique request identification and cannot be related to any responses.

Alternatively, an IE is added to the Stop Warning request which indicates that the Serial Number and Message Identifier are to be ignored. CRs for this are submitted to CT1#85 and CT4#62 in Vienna.
· The CBC sends a message without the Concurrent Warning Message being present and the Number of Broadcasts and Repetition Rate are both set to 0. This message will not be broadcast as per TS 29.168, but since the Concurrent Warning Message Indicator is not present all currently active messages shall be killed. However, in the current specification, it is not clear from the wording if the eNodeB will actually kill currently active messages. Adopting this solution will require clearer wording of the intended behaviour when a message is received by the eNodeB without Concurrent Warning Message indicator being present.

This latter solution was not positively received in off-line discussions.
Failure and Restart Indication (CT and RAN)
After off-line discussions, the scope of the objective has been reduced to the Restart Indication only. It depends on further discussions if the Failure Indication will be included at a later stage.

The eNodeB sends the Restart Indication to the MME and CBC to request to reload the cell because the message data has gone lost.

An alternative solution was discussed in CT1#83 by NSN where the Restart Indication was managed by the MME. The MME would simply resend all active messages to an eNodeB which reported that one (or more) of its cells restarted. The discussion was noted.

A CR will be submitted in CT1#85 and CT4#62 for the Restart Indication to be managed by the CBC. A discussion should indicate a preference for the CBC or the MME to handle the Restart Indication.
Failure scenarios for all above objectives

This section discusses message transmission failures and how the CBC will come to know about it.
The message transmission failures are derived from the diagram on page 1: each request can fail somewhere in the chain and each response can fail somewhere in the chain.
The Reporting to CBC column discusses the effects of the failure and possible actions.

In all cases it is assumed that the CBC has set the flag for requesting the reporting Lists.

General conclusions:

1 – If a failure occurs and a message is not broadcasted as a result of that, the CBC is aware.

2 – If a failure occurs, the number of broadcasts that actually occurred may be lost.
	#
	Message Transmission Failure
	Reporting to CBC

	1
	Message not delivered to MME because CBC cannot deliver the message to MME.
	The CBC will not receive a response from the MME before the time-out and the CBC will try to send the message via another MME in the pool

	2
	Message not delivered to eNB because MME cannot deliver message to eNB.
	The areas of the eNB will not be included in the Broadcast Scheduled Area List(s), or the Broadcast Cancelled Area List(s), or the Reset Completed Area List, which are, in this case, not forwarded to the CBC, or the Tracking Area is unknown to the MME and the MME will report that to the CBC in the Unknown Tracking Area List in the Write-Replace-Confirm Response.

The CBC may retry the action. If the Lists again fails to be delivered to the CBC, the CBC should generate a critical alarm.

	3
	Message not broadcasted in cell because cell is down.
	The cell will not be included in the Broadcast Scheduled Area List.

	4
	Message stops broadcasting because cell goes down.
	Either the cell will not be included in the Broadcast Cancelled Area List, or the eNB will send a Failure Indication to CBC.

	5
	Message cannot be stopped in an area because message is already cancelled.
	The area will not be included in the Broadcast Cancelled Area List.

	6
	CBC has sent a new message and the message is scheduled successfully in the eNB, but the Write-Replace Warning Indication cannot be delivered to the CBC.
	The CBC does not know that the message will be broadcasted. The CBC may retry sending the message. That is successful (and does not lead to a problem) if the Broadcast Scheduled Area List is received by the CBC this time. If the Write-Replace Warning Indication again fails to be delivered to the CBC, the CBC should generate a critical alarm.

	7
	CBC has sent a new message and the message is scheduled successfully in the eNB, but the Broadcast Completed Area List is missing from the Write-Replace Warning Indication.
	The CBC must assume that scheduling the message was not successful. The CBC may retry sending the message. That is successful (and does not lead to a problem) if the Broadcast Scheduled Area List is received by the CBC this time.

Since the CBC assumes that the message could not be delivered it should generate a critical alarm. 

The Reset may be used to bring the CBC and eNB back in sync if the message is found to be broadcasting after all, since the CBC will have the wrong status for this message.

	8
	CBC has sent a stop message and the message is cancelled successfully in the eNB, but the Stop Warning Indication cannot be delivered to the CBC.
	The CBC does not know that cancelling the message was successful. The CBC may retry sending the stop message. That is successful if the Broadcast Cancelled Area List is received by the CBC this time. If a Stop Warning Indication is received by the CBC, but the Broadcast Cancelled Area List is missing, the message was cancelled successfully with the first request or the message has expired in the mean-time. The number of broadcasts is lost. The CBC may generate a warning for this.

	9
	CBC has sent a stop message and the message is cancelled successfully in the eNB, but the Broadcast Cancelled Area List is missing from the Stop Warning Indication.
	The CBC must assume that the message is not cancelled successfully. The CBC may retry sending the stop message. That is successful if the Broadcast Cancelled Area List is received by the CBC this time. If Stop Warning Indication is received by the CBC, but the Broadcast Cancelled Area List is missing again, the message was cancelled successfully with the first request or the message has expired in the mean-time. The number of broadcasts is lost. Since the CBC still assumes that cancelling the message failed, the CBC should generate a critical alarm for this.

	10
	CBC has sent a stop message and the message is not cancelled successfully in the eNB, and the Broadcast Cancelled Area List is missing from the Stop Warning Indication.
	The CBC assumes rightly that the message is not cancelled. The CBC may retry sending the stop message. That is successful if the Broadcast Cancelled Area List is received by the CBC this time. If Stop Warning Indication is received by the CBC, but the Broadcast Cancelled Area List is missing again, the CBC will still assume that cancelling the message failed, the CBC should generate a critical alarm for this.

	11
	CBC has sent a reset message and the reset is successful in the eNB, but the Reset Indication cannot be delivered to the CBC.
	The CBC does not know that the reset was successful. The CBC may retry sending the Reset message. That is successful (and does not lead to any problem) if the Reset Completed Area List is received by the CBC this time.

If the Reset Indication again fails to be delivered to the CBC, the CBC should generate a critical alarm.

	12
	CBC has sent a reset message and the reset is successful in the eNB, but the Reset Completed Area List is missing from the Reset Indication.
	The CBC must assume that the reset was not successful. The CBC may retry sending the reset. That is successful (and does not lead to a problem) if the Reset Completed Area List is received by the CBC this time.

If the Reset Indication is received but the Reset Completed Area List is again missing the CBC should generate an alarm. 

	13
	A cell goes down and the eNB sends a Failure Indication, but this Indication cannot be delivered to the CBC
	The CBC does not know the cell has stopped broadcasting and the number of broadcasts may have gone lost for this cell if the cell is still down when a stop message is received. The cell will not be included in the Broadcast Cancelled Area List, or the entry may contain a 0 (zero). If the eNB has kept a record of the number of broadcasts when the cell went down, this number should be reported in the Broadcast Cancelled Area List.

	14
	A cell comes up and the eNB sends a Restart Indication, but this Indication cannot be delivered to the CBC. The CBC has received a Failure Indication for this cell earlier.
	The CBC is unaware that the cell has come up again and will have the wrong status for this cell in its database. 
A Broadcast Cancelled Area List may contain an entry for this cell, and the CBC then knows the cell is back on-line and can modify the status of the cell accordingly.

	15
	A cell comes up and the eNB sends a Restart Indication, but this Indication cannot be delivered to the CBC. The CBC has not received a Failure Indication for this cell earlier.
	The CBC is unaware that the cell has been down for a while. The number of broadcasts that is reported in a Broadcast Cancelled Area List may not be correct, but the CBC cannot calculate the number of broadcasts that were missed.
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