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Abstract: This contribution is a review of existing ODB mechanisms at NAS level, in order to assess whether they address the recently approved stage 1 requirements. 

Introduction
3GPP TS 22.041 “Operator Determined Barring (ODB)” Stage 1 so far did not address a scenario where Packet Services to the Internet need to be barred while IMS Multimedia Telephony Services would still be allowed. This scenario can occur for example when an operator would like to offer an emergency call service through VoLTE to barred subscribers. 

In order to address this scenario, 3GPP SA1 decided (in SA1#60, Nov 2012) that APN needs to be taken into account by the network to determine whether to apply ODB or not. New ODB requirement below has then been approved to TS22.041 (S1-124064):
“5.2
Packet Oriented Services

Packet Oriented Services, particularly data services, are different in nature to Circuit Oriented Services, and therefore have different requirements for Operator Determined Barring.

As described in the following categories, the Service Provider may at any time activate this feature and this shall terminate any relevant services in progress, and bar future requests for service covered by the barring category:

(
It shall be possible to bar subscribers completely from the Packet Oriented Services.
(
Network shall be able to allow a subscriber to access some specific APNs while barring the subscriber from the other Packet Oriented Services.
(
It shall be possible to bar a subscriber from requesting Packet Oriented Services from access points that are within the HPLMN whilst the subscriber is roaming in a VPLMN.

(
It shall be possible to bar a subscriber from requesting Packet Oriented Services from access points that are within the roamed to VPLMN.
The term ‘access point’ is used to indicate the GGSN or part of the GGSN that is specified by a particular APN.”

Further, in 3GPP CT4#59 (Nov 2012), associated stage 2 has been approved to 3GPP TS 23.015 “Technical realization of Operator Determined Barring (ODB)” Stage 2 (CP-120877):
“2.X
Barring of Access to All Except Some Specific APNs
2.X.1
General

Barring of access to all except some specific APNs shall be performed based on the Operator Determined Barring for Packet Oriented Services defined in 3GPP TS 22.041 [2]. 
2.X.2
Application or Change of Barring in the HSS

When barring of access to all except some specific APNs is invoked in the HSS, the HSS shall update the subscription profile to contain only the specific non barred APNs as the subscribed APNs and indicate the updated subscription information to the MME.
The HSS shall disable any other barring of Packet Oriented Services when this function is used.
When barring of access to all except some specific APNs is removed in the HSS, the HSS shall update the subscription profile to contain the originally subscribed APNs and indicate the updated subscription information to the MME.

2.X.3
Invocation of Barring

When the MME updates the subscription, and if the subscriber has existing PDN connectivity for APNs not in the received list of subscribed APN, the MME deactivates the PDN connectivity for these APNs as specified in 3GPP TS 23.401 [x].

To bar a subscriber from access to all except some specific APNs, when the MME receives PDN Connectivity Request message from the UE the MME shall check whether or not the requested APN is included in the list of subscribed APNs for the subscriber. If included, then the MME continues the Attach or UE-requested PDN connectivity procedures as specified in 3GPP TS 23.401 [x]. If not included, then the MME rejects the Attach or UE-requested PDN connectivity procedures as specified in 3GPP TS 23.401 [x].”
As per the highlighted text in yellow above, the assumption is that the Network will, in case ODB applies to some specific APNs, reject the request from the UE, but no specific details are given as to which cause the network will provide to the UE in such rejection, nor as to what should be the UE behavior subsequently.
With this document we would like to seek clarification regarding what should be the behaviour towards the UE when new ODB applies, from stage 3 perspective.
Discussion
From stage 3, it is already possible for the NW to reject UE requests due to ODB. This can happen first at EMM level, when the UE registers and get reject cause #11. As per TS 24.301 annex A.2:
“Cause #11 – PLMN not allowed


This EMM cause is sent to the UE if it requests service, or if the network initiates a detach request, in a PLMN where the UE, by subscription or due to operator determined barring, is not allowed to operate.”
Once the UE gets rejected with cause #11, the UE cannot access any service on the rejecting PLMN, except emergency services. Using cause #11 at EMM level is then appropriate when all services are barred, but it does not allow the NW to reject the UE from accessing some specific APNs while allowing the UE to access some other APNs, as per the new stage 1 agreed requirement for ODB.
The NW can also reject ESM requests from the UE with cause #8, as per Annex B.1:
“Cause #8 – Operator Determined Barring


This ESM cause is used by the network to indicate that the requested service was rejected by the MME due to Operator Determined Barring.”
This cause can be used during (1) UE requested PDN connectivity procedure not accepted by the network, or during (2) EPS bearer context deactivation initiated by the network. 

For the (1)st case, the UE is requesting access to a PDN, and so the NW rejecting its request could be understood as the whole PDN is not allowed due to ODB. However, there is no requirement defined in TS 24.301 subclause 6.5.1.4 for the UE, and so nothing prevents the UE from trying to access the same APN. 

For the (2)nd case, EPS bearer context deactivation, even if the NW would like to bar the UE from accessing a whole APN, there is no guarantee that the UE would not try again to connect to the same APN, since no UE behaviour is defined in TS 24.301 subclause 6.4.4.2.
The usage of cause #8 at ESM level, as specified in stage 3, seems consequently limited to address the new stage 1 requirement for ODB: 
· no UE behaviour is defined, which means that nothing prevents the UE to retry the requested APN,
· the UE may not understand that this is the whole APN which is barred,
· for scenarios where, say, APN-A and APN-B are barred and APN-C is still allowed, rejecting the UE with cause #8 for APN-A access will not tell the UE that it can try APN-C or that it should not try APN-B.
We believe that with existing stage 3 there is no mean for the UE to understand that the whole APN is barred, nor that some APNs are still allowed. This is the case both at EMM and ESM level. Thus some additional information, e.g. barred APNs indication, would be useful for the UE to adopt the most appropriate behaviour.
While the discussion above focuses on the LTE scenario, it is our understanding that the same problems occur with existing GPRS and UMTS GMM and SM protocols.
Conclusion
With this contribution we would like to check if CT1 share our understanding that existing NAS protocols do not fully address the new ODB requirement from stage 1, in order to plan future stage 3 work.
