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Introduction

In order to complete the IMS service level trace work item two new SIP protocol functions are need, a session identifier that does not change end-to-end, even through a B2BUA, and a trigger to cause signalling to be logged.
In the signalling flow below (from the solution proposed in Rel-8), the logging trigger is the presence of the P-Debug-ID header field and the end-to-end identifier is the value in that field. 
           Alice                  Proxy                    Bob

             |(1) INVITE            |                       |

             | m = audio            |                       |

             | m = video            |                       |

             | From:alice at atlanta.com                    |

             | P-Debug-ID:A076D1    |                       |

             | Alice's UA starts logging                    |

             |--------------------->|                       |

             |                      | (2) INVITE            |

             |                      | P-Debug-ID: and From: |

             |                      | match debugging config|

             |                      | so proxy starts       |

             |                      | logging               |

             |                      |---------------------->|

             |                      |                       |

             |                      | (3) 200 OK            |

             |                      | m = audio             |

             |                      |<----------------------|

             |(4) 200 OK            |                       |

             |<---------------------|                       |

             |                      |                       |

             |(5) ACK               |                       |

             |--------------------->|                       |

             |                      | (6) ACK               |

             |                      |---------------------->|

             |                      |                       |

             |(7) BYE               |                       |

             |--------------------->|                       |

             |                      | (8) BYE               |

             |                      |---------------------->|

             |                      |                       |

             |                      | (9) 200 OK            |

             |                      |<----------------------|

             |                      | Dialog has ended so   |

             |                      | Proxy stops logging   |

             | (10) 200 OK          |                       |

             |<---------------------|                       |

             | Dialog has ended, so |                       |

             | Alice's UA stops     |                       |

             | logging              |                       |
IETF progress 

IETF work is underway on an identifier that does not change from end-to-end, even across a B2BUA, to meet the requirements in draft http://www.ietf.org/id/draft-ietf-insipid-session-id-reqts-04.txt. But the proposed Session-ID cannot be used as a trigger for logging because it can be present in most or all sessions, not just those that should be logged. 
To describe requirements for a logging trigger, http://www.ietf.org/id/draft-dawes-dispatch-logme-reqs-01.txt was uploaded and discussion has started on the IETF dispatch working group e-mail list. Active review of requirements on the dispatch e-mail list is needed to ensure they are correct and to demonstrate interest in a solution. 
Requirements for a "log me" marker 

The latest IETF draft contains the following list of requirements for a logging trigger:

5.  Requirements for a Log Me Marker

   o  REQ1: It shall be possible to mark a SIP request or response as of

      interest for logging by inserting a log me marker.  This is known

      as log-me marking.

   o  REQ2: It shall be possible for a log-me marker to cross network

      boundaries.

   o  REQ3: A log-me marker is most effective if it passes end-to-end.

      However, source networks should behave responsibly and not leave

      it to a downstream network to detect and remove a marker that it

      will not use.  A log-me marker should be removed at trust domain

      boundaries.

   o  REQ4: SIP entities should log SIP requests or responses with a

      log-me marker.

   o  REQ5: If a UA receives a request with a log-me marker, it shall

      echo that log-me marker in responses to that request.

   o  REQ6: A SIP proxy may perform log-me marking of requests and

      responses.  Typical cases where a proxy needs to perform log-me

      marking are when a UA has not marked a request and when responses

      received on a dialog of interest for logging do not contain a

      log-me marker.  In these cases, the entity that performs log-me

      marking is stateful inasmuch as it must remember when a dialog is

      of interest for logging.

   o  REQ7: For SIP proxies, logging of SIP requests that contain a

      log-me marker may be stateless.  For example, it is not required

      for a SIP entity to maintain state of which SIP requests contained

      a log-me marker in order to log responses to those requests.

      Echoing a log-me marker in responses is the responsibility of the

      UA that receives a request.

   o  REQ8: A log-me marker may include an identifier that indicates the

      test case that caused it to be inserted, known as a test case

      identifier.  The test case identifier does not have any impact on

      session setup, it is used by the diagnostic server to collate all

      logged SIP requests and responses to the initial SIP request in a

      dialog or standalone transaction.  The Session-ID described in

      I-D.ietf-insipid-session-id-reqts

      [I-D.ietf-insipid-session-id-reqts] could be used as the test case

      identifier but it would be useful for the UA to log a human

      readable name together with this Session-ID when it performs log

      me marking of an initial SIP request.

   o  REQ9: A log-me marker may include a locator of the server that

      collects logs.  This locator is known as the diagnostic server

      identifier and may be an address of a server.  A SIP entity can

      use the diagnostic server identifier to send collected logs to the

      diagnostic server.

Protocol Solutions 
Possible protocol solutions for a logging trigger include the following:

	
	Solution
	Advantages 
	Possible Drawbacks

	A)
	"debug" media feature tag
	Allows a UE to indicate logging capability
	The S-CSCF must be able to add and remove the media feature tag, and it must be possible to check for and remove the feature tag at network edges. 

	B)
	New header field such as P-Debug-ID
	Clearly separates logging from other protocol elements
	Requires a new header field, and all procedures and rules for using the new header field must be defined. 

	C)
	New header field parameter for the Session-ID header field
	Links logging behaviour to existing functionality
	May cause Session-ID header field to be removed thereby defeating the original purpose of Session-ID. 

	D)
	New value for the "purpose" parameter in the Call-Info header field
	Low impact on existing protocol
	Might be considered a misuse of the "purpose" parameter. 


CT1 should consider which alternative is preferred in order to focus on a single solution. 

Proposals 

1) 3GPP delegates review requirements and post comments on the IETF dispatch e-mail list. 
2) CT1 analyses the protocol solutions above to arrive at a preferred alternative.
