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1
Introduction

CRs have been presented by Orange in both CT1 and CT3 regarding the interpretation of Privacy header fields and the mapping of these header fields to and from ISUP parameters. This document is discussing the documents we have related to the OIP and OIR services, and the interpretation of RFC 3323 and RFC 3325..

2
Current specification status

2.1
What we have in stage 1

TS 22.173 specifies that "the OIP service provides the terminating party with the identity of the originating party". For OIR it is stated that the OIR service "enables the originating party to withhold the presentation of its asserted identity information to the terminating party". Then a further reference is given to TS 22.228.
For the OIP service, TS 22.228 state " It shall be possible for the network operator to guarantee the authenticity of a Public User Identity presented for an incoming session to a user where the communication is wholly across trusted networks." And in relation to OIP and OIR we also have: "The IMS shall present the identity of the session originator (see 7.5.1).The network shall suppress the presentation of the identity when requested by the session originator."
2.2
What we have in stage 3

24.607 subclause 4.2.1 talks about "identity information". Subclause 4.3.1.2 specifies a subscription option:
-
restrict the asserted identity; or

-
restrict all private information appearing in headers.

When the user is subscribed to temporary mode, default presentation not restricted, it is the UE that determines the privacy settings. In addition to anonymizing the From header field the text is:
-
If only the P Asserted Identity needs to be restricted the originating UE shall include a Privacy header field [6] set to "id" in accordance with IETF RFC 3325 [7].

-
If all headers containing private information need to be restricted the originating UE shall include a Privacy header field set to "header" in accordance with IETF RFC 3323 [6].

The last bullet is ambiguous, it can be interpreted as either:

-
"header" means that all headers are restricted, you can read more in RFC 3323; or

-
apply "header" privacy to those headers that are specified in RFC 3323.

So the question is then:

2.3
What we have in RFC 3323

Chapter 5 of RFC 3323 states that the document specifies a "privacy service" role, and that "the function of a privacy service is to supply privacy functions for SIP messages that cannot be provided by user agents themselves". This text would then exclude the From header field from what the privacy service should anonymize, even though chapter 5.1 specifies "If a privacy level of 'header' is requested, then the originating user has asked the privacy service to help to obscure headers that

 might otherwise reveal information about the originator of the request".
The headers in chapter 5.1 of RFC 3323 that the privacy service should remove or anonymize are Via, Contact and Record-Route. P-Asserted-Identity should also be affected since it is not possible for the user to anonymize, but that header is defined in the later RFC 3325.
3
Discussion
3.1
Backward compatibility

As many implementations may have interpreted the "header" privacy such that it covers all, those applications would have a problem if 3GPP suddenly changes the interpretation.

3.2
OIR options
The stage 1 requirements for OIR only covers to restrict the identity. If we agree the interpretation of RFC 3323, then we need to decide what we want the service to do if the UE sends "header" only, and if the UE sends "id" only.
The table below shows what will be presented if RFC 3323 is followed literally.
	Privacy header set by the AS
	What will be presented
	Comment

	"header"
	From header and other user settable headers
	

	"id"
	From header and other user settable headers, possibly Via, Contact, RecordRoute
	

	"header"+"id"
	From header and other user settable headers
	


The originating AS may add  any of the privacy values including "user" if one of them is received. According to this interpretation "id" privacy is included in "header" privacy, but the "id" value is used in the terminating side to inform the terminal that OIR has been requested by the originating user.
