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Introduction 

IMS media plane security item was introduced by WID C1-093851 (CT1#60, Seville). A related internet draft was written that re-uses the header fields introduced by RFC 3329 Security Mechanism Agreement for the Session Initiation Protocol (SIP). The current version of this draft is http://tools.ietf.org/html/draft-dawes-dispatch-mediasec-parameter-05. 
IETF discussion 
3GPP media plane security was initially discussed in 2010, see Subject: Re: [dispatch] New I-D: draft-dawes-dispatch-mediasec-parameter-01, Jun 15 2010, May 20 - 27 2010, May 07 2010, April 27 - May 03 2010. 
In March 2012, an e-mail was sent to all authors of RFC 3329, all authors of RFC 5763 (Framework for Establishing a Secure Real-time Transport Protocol (SRTP) Security Context Using Datagram Transport Layer Security (DTLS)), all IETF contributors who had previously commented on the draft, and the dispatch working group e-mail list and its area directors. The status of discussion can be summarized as follows: 
IETF has a documented solution (DTLS-SRTP, RFC 5763) which IETF contributors believed could be used in 3GPP: 
· DTLS handshaking could be allowed thought the gates before media - things like ICE allowed STUN packets through the gates before media was allowed through the gates. 

· DTLS has multiple solutions to allow legal intercept
3GPP contributors were not convinced that DTLS-SRTP could meet all requirements.

The recent e-mails received very little response. There is very little appetite in IETF to consider another media plane security solution and the few comments that were made indicated that in particular end-to-access-edge security is not considered useful from an IETF perspective. 
Rationale for specifying media plane security in 3GPP 
RFC 3329 was written in response to 3GPP requirements, the concept of UE to P-CSCF security was introduced in RFC 3329. In April 2010 I reported an error in RFC 3329; the error submission has been acknowledged but has not yet been analysed by IETF indicating that the RFC has not been widely read for implementation. It seems likely that RFC 3329 will be implemented for 3GPP devices only. 
RFC 3329 allows the Security-Client etc. header fields in 421 and 494 responses only, and yet 24.229 includes it in 401 (Unauthorized), so 3GPP specifications are already extended beyond the RFC. 
The proposed annex for media plane security adds one header field parameter with one defined value to the SIP header fields introduced in RFC 3329, furthermore implementations that do not understand the parameter will ignore it. The annex would also allow the RFC 3329 header fields in a 200 OK response, which was not previously included, but 3GPP specifications already allow these header fields in a 401 response, which is not allowed by RFC 3329. 
Proposal 

Specify media plane security in a normative Annex to TS 24.229. 
