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Annex R (normative):
Capability Exchange for Media Plane Security
R.1
Scope

This annex describes the UE and P-CSCF procedures in support of media plane security. Negotiating the security mechanisms used between a Session Initiation Protocol (SIP) user agent and its next-hop SIP entity is described in RFC3329[48]. This annex extends negotiation of a security mechanism to the media plane by defining a new Session Initiation Protocol (SIP) header field parameter to label security mechanisms  that apply to the media plane. 

RFC 3329 [48] describes negotiation of a security mechanism for SIP signalling between a UAC and its first hop proxy.  This annex extends the concept of security negotiation by adding exchange of   security capability for the media plane. Similar to the signalling  plane, the evolution of security mechanisms for media often introduces new algorithms, or uncovers problems in existing ones, making negotiation of mechanisms a necessity.

Security on the media plane differs from security for signalling, because it can be applied per media stream and also because multiple media streams can be started and stopped within a single SIP session.

For a single media stream, any one of the media plane security mechanisms supported by client and server may be applied, or no media plane security may be applied at all. Therefore, this specification defines secure capability exchange and use of security mechanisms for media, but with no obligation to use the indicated security mechanisms.

This annex defines the "mediasec" header field parameter that labels any of the Security-Client:, Security-Server:, or Security-Verify: header fields as applicable to the media plane and not the signalling plane and the "mediasec" option tag used to indicate or require support of the mechanism described in this annex. Any one of the mechanisms labelled with the "mediasec" header field parameter can be applied on-the-fly as a media stream is started, unlike mechanisms for signalling one of which is chosen and then applied throughout a session.

The message flow is identical to the flow in RFC 3329 [48], but it is not mandatory for the user agent to apply media plane security immediately after it receives the list of supported media plane mechanisms from the server, or any timer after that, nor will the lack of a mutually supported media plane security mechanism prevent SIP session setup.
R.2
Application usage of SIP
R.2.1
General 

R.2.1.1
Security mechanism initiation

Once the client chooses a security mechanism from the list received in the Security-Server header field from the server, it may initiate that mechanism on a session level, or on a media level when it initiates new media in an existing session. For the mechanism defined in this annex, the UA sends an SDP Offer for an SRTP stream containing one or more SDES crypto attributes, each with a key and other security context parameters required according to RFC 4568 [168], together with the attribute "a=3ge2ae", to the next hop proxy.
R.2.1.2
Duration of Security Assocations

Once media-plane security capabilities have been exchanged, both the server and the client need to know until when they can be used.  The media plane security mechanism setup is valid for as long as the UA has a SIP signalling relationship with its first-hop proxy or until new keys are exchanged in SDP. In many cases, the SDP used to set up media plane security will be protected by a security association used to protect SIP signalling. If SIP signalling is protected by a security association, then the media plane security mechanism can be used until the signalling plane security association expires.
R.2.1.3
Summary of Header Field Use

The header fields defined in this annex may be used to exchange supported media plane security mechanisms between a UAC and other SIP entities including UAS, proxy, and registrar.  Information about the use of headers in relation to SIP methods and proxy processing is summarized in the table below. 

   +-----------------+---------------+-------+-------------------------+

   | Header field    | where         | proxy | ACK BYE CAN INV OPT REG |

   +-----------------+---------------+-------+-------------------------+

   | Security-Client | R             | ard   |  -   o   -   o   o   o  |

   | Security-Server | 2xx, 421, 494 | ard   |  -   o   -   o   o   o  |

   | Security-Verify | R             | ard   |  -   o   -   o   o   o  |

   |                 |               |       |                         |

   |                 |               |       | SUB NOT PRK IFO UPD MSG |

   | Security-Client | R             | ard   |  o   o   -   o   o   o  |

   | Security-Server | 2xx, 421, 494 | ard   |  o   o   -   o   o   o  |

   | Security-Verify | R             | ard   |  o   o   -   o   o   o  |

   +-----------------+---------------+-------+-------------------------+

                  Table 1: Summary of Header Field Usage

The "where" column describes the request and response types in which the header field may be used. The header may not appear in other types of SIP messages. Values in the where column are:
      R: Header field may appear in requests.

      2xx, 421, 494: A numerical value indicates response codes with

      which the header field can be used.

      a: A proxy can add or concatenate the header field if not present.

      r: A proxy must be able to read the header field, and thus this

      header field cannot be encrypted.

      d: A proxy can delete a header field value.

The next six columns relate to the presence of a header field in a method:

      o: The header field is optional.

R.2.1.4
Mechanism-name 

This annex does not define any new SIP header fields, it reuses Security-Client, Security-Server and Security-Verify defined in RFC 3329 [48]. However, this annex defines the mechanism-name "sdes- srtp". The description of Mechanism-name from RFC 3329 [48] is repeated below.

Mechanism-name

         This token identifies the security mechanism supported by the

         client, when it appears in a Security-Client header field; or

         by the server, when it appears in a Security-Server or in a

         Security-Verify header field.  The mechanism-name tokens are

         registered with the IANA.  This specification defines four

         values:

         *  "tls" for TLS [3].

         *  "digest" for HTTP Digest [4].
         *  "ipsec-ike" for IPsec with IKE [2].

         *  "ipsec-man" for manually keyed IPsec without IKE.

This specification adds one value to the list above:

"sdes-srtp" for using SDES with SRTP (see RFC 4568 [168]).

R.2.1.5
"mediasec" header field parameter 

The "mediasec" header field parameter may be used in the Security- Client, Security-Server, or Security-Verfiy header fields defined in RFC 3329 [48] to indicate that a header field applies to the media plane. Any one of the media plane security mechanisms supported by both client and server, if any, may be applied when a media stream is started. Or, a media stream may be set up without security.

Values in the Security-Client, Security-Server, or Security-Verfiy header fields labelled with the "mediasec" header field parameter are specfic to the media plane and specific to the secure media transport protocol used on the media plane. This annex defines the following value:
   o  sdes-srtp: SDES security mechanism for SRTP applied end to access edge

R.2.1.6
Backwards Compatibility

Security mechanisms that apply to the media plane only shall not have the same name as any signalling plane mechanism. If a signalling plane security mechanism name is re-used for the media plane and distinguished only by the "mediasec" parameter, then implementations that do not recognize the "mediasec" parameter may incorrectly use that security mechanism for the signalling plane.
R.2.2
Procedures at the UE
R.2.2.1
General 

A UE that supports the extension defined in this annex should add a Supported header field with a value of "mediasec".
R.2.2.2
UE initiated capability exchange 

A UE wishing to use the security capability exchange of this specification shall add a Security-Client header field to a request addressed to its first-hop proxy (i.e., the destination of the request is the first-hop proxy). This header field contains a list of all the media plane security mechanisms that the client supports. The client should not add preference parameters to this list. The client shall add a "mediasec" header field parameter to the Security-Client header field. The client shall add both Require and Proxy-Require header fields with the value "mediasec" to its request.
All the subsequent SIP requests sent by the client to that server may make use of the security mechanism initiated in the previous step by including media plane security parameters in SDP in the session or the media description. These requests shall contain a Security-Verify header field that mirrors the server's list received previously in the Security-Server header field.  These requests shall also have both a Require and Proxy-Require header fields with the value "mediasec".
Once security capabilities have been exchanged between two SIP entities, the same SIP entities may use the same security when communicating with each other in different SIP roles. For example, if a UAC and its outbound proxy exchange some media-plane security mechanisms, they may try to use the same security for incoming requests (i.e., the UA will be acting as a UAS).
The user of a UA should be informed about the results of the security mechanism agreement.  The user may decline to accept a particular security mechanism, and abort further SIP communications with the peer.
R.2.3
Procedures at the P-CSCF

R.2.3.1
General 

The contents of the Security-Client header field may be used by the server to include any necessary information in its response. However, for the purpose of the media plane security mechanism used in this annex no such information is necessary.
The server shall check that the security mechanisms listed in the Security-Verify header field of incoming requests correspond to its static list of supported security mechanisms.
Note that, following the standard SIP header field comparison rules defined RFC 3261 [165], both lists have to contain the same security mechanisms in the same order to be considered equivalent.  In addition, for each particular security mechanism, its parameters in both lists need to have the same values.
The server can proceed processing a particular request if, and only if, the list was not modified. If modification of the list is detected, the server shall respond to the client with a 494 (Security Agreement Required) response. This response shall include the server's unmodified list of supported security mechanisms.  If the list was not modified, and the server is a proxy, it SHALL remove the "mediasec" value from both the Require and Proxy-Require header fields, and then remove the header fields if no values remain. 

A server receiving an unprotected request that contains a Require or Proxy-Require header field with the value "mediasec" SHALL add a Security-Server header field to this response listing the security mechanisms that the server supports to its first reliable response to the client.  Because this annex is an extension of  RFC 3329 [48], this response will be 494 if the client includes "sec-agree" in the Require and Proxy-Require header fields, or a 2xx response if the Require and Proxy-Require header fields do not contain "sec-agree". The server shall add its list to the response even if there are no common security mechanisms in the client's and server's lists.  The server's list shall not depend on the contents of the client's list. 

A P-CSCF that supports the extension defined in this annex should add a Supported header field with a value of "mediasec".
R.2.3.2
P-CSCF initiated capability exchange 
A server decides to use the security agreement described in this annex based on local policy. If a server receives a request from the network interface that is configured to use this mechanism, it must check that the request has only one Via entry.  If there are several Via entries the server is not the first-hop SIP entity and it shall not use this mechanism.  For such a request, the server must return a 502 (Bad Gateway) response.
A server that decides to use this agreement mechanism shall challenge unprotected requests with one Via entry regardless of the presence or the absence of any Require, Proxy-Require or Supported header fields in incoming requests.
A server that by policy requires the use of this specification and receives a request that does not have the mediasec option tag in a Require, Proxy-Require or Supported header field shall return a 421 (Extension Required) response. If the request had the "mediasec" option tag in a Supported header field, it shall return a 494 (Security Agreement Required) response. In both situations the server shall also include in the response a Security-Server header field listing its media-plane security capabilities and a Require header field with an option-tag "mediasec" in it.
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