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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

active scanning: Capability of a WLAN UE to actively solicit support for a WLAN specific identifier (WSID) by for probing it.

Associated WSID: WSID that the WLAN UE uses for association with a WLAN AP.

Available WSID: WSID that the WLAN UE has found after scanning.

EAP AKA: EAP mechanism for authentication and session key distribution using the UMTS AKA authentication mechanism using the universal subscriber identity module (USIM) (see IETF RFC 4187 [9]).

EAP SIM: EAP mechanism for authentication and session key distribution using the GSM subscriber identity module (SIM) (see IETF RFC 4186 [10]).

External AAA server: The AAA server is located in an external packet data network. The PDG interworks with the external AAA server via the Wi reference point that is described in 3GPP TS 29.161 [3A].
Home PLMN (HPLMN): The home PLMN of the user.

Passive scanning: Capability of a WLAN UE to look for the support for a specific WSID by listening to the WSIDs broadcast in the beacon signal.
Public land mobile network (PLMN) selection: Procedure for the selection of a PLMN, via a WLAN, either manually or automatically.
Selected WSID: This is the WSID that has been selected according to subclause 5.1, either manually or automatically.

Selected PLMN: This is the PLMN that has been selected according to subclause 5.2, either manually or automatically.

Supported PLMN: A PLMN of a roaming partner (i.e. to which the WLAN operator has a direct roaming relationship).

Switch on: Action of activating a WLAN UE client.

Switch off: Action of deactivating a WLAN UE client.

WLAN specific identifier (WSID): Identifier for the WLAN.
For WLANs compliant with IEEE 802.11 [11] this is the SSID.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [1B] apply:
WLAN UE
3GPP AAA proxy

3GPP AAA server

Packet Data Gateway (PDG)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.234 [2] apply:
3GPP - WLAN Interworking (WLAN-3GPP IW) 
Interworking WLAN

W-APN
WLAN 3GPP IP Access
WLAN Direct IP Access

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.302 [27] apply:

H-ANDSF
For the purposes of the present document, the following terms and definitions given in3GPP TS 23.003 [1A] apply:

Alternative NAI

Decorated NAI

Emergency NAI

Emergency realm

Root NAI

Next Change
4.1
3GPP WLAN interworking system

Within this specification, no distinction is made between roaming and non-roaming scenarios. Therefore, within the scope of this specification, the Wa and Wd reference points defined in 3GPP TS 23.234 [2] are considered identical. 

The WLAN UE is equipped with a universal integrated circuit card (UICC) in order to access the WLAN interworking service. For emergency cases, and dependent on local regulations, access shall be possible even if the WLAN UE is not equipped with a valid SIM or valid USIM. . A WLAN UE may attempt an IMS emergency call following the procedures for when the WLAN UE is not equipped with a valid SIM or a valid USIM, if an IMS emergency call failed, e.g. due to local regulation or roaming agreements.
The 3GPP AAA server procedures covered in the present document are: 

-
Authentication of the 3GPP subscriber based on the SIM/USIM credentials; and

-
Access authorization of the 3GPP subscriber based on the WLAN access authorization information retrieved from HLR/HSS.

Other functionalities of the 3GPP AAA server are covered in 3GPP TS 29.234 [3].

WLAN technologies other than those compliant with IEEE 802.11 1999 [11], such as HiperLAN or Bluetooth, are not described specifically in this version of the present document. However, they are not excluded.

Next Change
4.2.4A
Emergency NAI

This is the NAI format used by the WLAN UE when it attempts to authenticate for making an IMS emergency call. The emergency NAI format is specified in 3GPP TS 23.003 [1A] subclause 14.8. The usage of the emergency NAI is specified in clause 6 and  8.

Next Change
5.2.5.3
Automatic PLMN selection mode procedure for emergency case

Automatic PLMN selection shall take place as described in subclause 5.2.4 however if the WLAN UE also supports GERAN and / or UTRAN, the WLAN UE shall ensure that the PLMN selected via I-WLAN, is in the same country as that discovered as the result of performing a wideband GERAN and / or  UTRAN scan .ie. the WLAN UE shall correlate the available PLMN country codes via GERAN/UTRAN with those available via I-WLAN.  If no GERAN and / or UTRAN networks are discovered as a result of performing the wideband scan, the WLAN UE shall select any PLMN supporting the emergency realm (see 3GPP TS 23.003 [1A]) in an implementation dependent way.  For cases where no PLMN is advertised supporting the emergency specific realm, UE shall select any PLMN in an implementation dependent way.
5.2.5.4
Network selection in the case of a WLAN UE equipped with neither a valid SIM nor a valid USIM
For the case the WLAN UE is not equipped with a valid SIM or a valid USIM, when the WLAN UE also supports GERAN and or UTRAN, the WLAN UE shall perform a wideband scan and shall store the available PLMN country codes. The WLAN UE shall then select any PLMN supporting the emergency realm (see 3GPP TS 23.003 [1A]) that is in the same country as any of the available PLMNs.  If no PLMNS via I-WLAN are in the same country as the available PLMNs via GERAN / UTRAN or the WLAN UE supports neither GERAN nor UTRAN, the WLAN UE shall select any PLMN supporting the emergency realm in an implementation dependent way. For cases where no PLMN is advertised supporting the emergency realm, UE shall select any PLMN in an implementation dependent way.

Next Change
6.1.1.1.2
WLAN access authentication and authorization in the emergency case

For the case of access for the purpose of using I-WLAN as the access network for IMS emergency calls the WLAN UE and the 3GPP AAA server shall support extensible authentication protocol (EAP) as specified in IETF RFC 3748 [6]. Two different cases can be identified:

a)
The WLAN UE is equipped with a valid SIM or valid USIM: The requirements as specified in subclause 6.1.1.1.1 shall apply with the following modification:


WLAN access authorization shall not be performed.

b)
The WLAN UE is not equipped with a valid SIM or valid USIM: The WLAN UE and the 3GPP AAA server shall support EAP-TLS based authentication as specified in IETF RFC 5216 [16A]. 

NOTE:
IMS emergency call can fail due to local regulation and or roaming agreements. Even after the failure of the IMS emergency call a WLAN UE can further attempt the IMS emergency call following the procedures for when the WLAN UE is not equipped with a valid SIM or a valid USIM. 


Next Change
6.1.1.2.7 UE procedures in the emergency case

For the purpose of using I-WLAN as the access network for IMS emergency calls two different cases can be identified:

a)
The WLAN UE is equipped with a valid SIM or valid USIM: The requirements as specified in clause 6.1.1.2.1, 6.1.1.2.2, 6.1.1.2.3, 6.1.1.2.4, 6.1.1.2.5 and 6.1.1.2.6 shall apply with the following modification:


On building the NAI in the first EAP-Response/Identity message, the WLAN UE shall use the emergency realm, if it is available, for a selected PLMN (see 3GPP TS 23.003 [1A]).

b)
The WLAN UE is not equipped with a valid SIM or valid USIM: The WLAN UE shall support protected result indications (i.e. MAC protected) for extensible authentication protocol (EAP) as specified in IETF RFC 3748 [6]. 


The WLAN UE shall include in the first EAP-Response/Identity message an emergency NAI. 

If the WLAN UE receives an EAP-Request/TLS message, the WLAN UE shall respond with an EAP-Response/TLS message (see IETF RFC 5216 [16A]).

NOTE:
The EAP-TLS signalling flow for a WLAN UE not equipped with a valid SIM or valid USIM is described in 3GPP TS 33.234 [5].

Next Change
6.1.1.3.8
3GPP AAA server procedures in the emergency case

For the case of using I-WLAN as the access network for IMS emergency calls two different cases can be identified:

a)
The WLAN UE is equipped with a valid SIM or valid USIM: The requirements as specified in subclauses 6.1.1.3.1, 6.1.1.3.2, 6.1.1.3.3, 6.1.1.3.4, 6.1.1.3.5 and 6.1.1.3.7 shall apply.

NOTE 1:
WLAN access authorization is not performed.
b)
The WLAN UE is not equipped with a valid SIM or valid USIM: The 3GPP AAA server should support protected result indications (i.e. MAC protected) for extensible authentication protocol (EAP) as specified in IETF RFC 3748 [6]. If the 3GPP AAA server supports protected result indications, the usage of this feature is optional and depends on operator’s policies.


If the 3GPP AAA server maps the user identity received in an EAP-Response/Identity message indicating the emergency NAI, the 3GPP AAA server shall send an EAP-Request/TLS message in order to initiate EPA-TLS based authentication  (see 3GPP TS 29.234 [3]).

NOTE 2:
The EAP-TLS signalling flow for a WLAN UE not equipped with a valid SIM or valid USIM is described in 3GPP TS 33.234 [5].

NOTE 3:
The format of the NAI received in the EAP-Response/Identity message provides indication of whether the WLAN UE is using I-WLAN as the access network for IMS emergency calls and also whether the WLAN UE attempt an IMS emergency call following the procedures for when the WLAN UE is equipped with a valid SIM or valid USIM or not as described in 3GPP TS 23.003 [1A], and 3GPP TS 29.234 [3].


Next Change
8.2.1.8
WLAN UE procedures for the emergency case

In the case where IMS emergency calls will be established over the I-WLAN tunnel the requirements as specified in subclauses 8.2.1.1 shall apply with the exception of additional authentications to an external AAA server.

Additionally, when IMS emergency calls are established over the I-WLAN tunnel two different cases can be identified:

a)
The WLAN UE is equipped with a valid SIM or valid USIM: The procedures as desribed in subclauses 8.2.1.2 and 8.2.1.3.1, 8.2.1.6 and 8.2.1.7 shall apply with the following additions:

For the purpose of making an IMS emergency call, the WLAN UE may reuse an existing I-WLAN tunnel only if the WLAN UE is not roaming (i.e. not accessing via a VPLMN).
NOTE 1:
In case PDG and P-CSCF are in different countries, a notification will be sent back to the WLAN UE that the emergency IMS registration is required and therefore WLAN UE cannot reuse existing I-WLAN tunnel for an emergency call.
NOTE 2:
When WLAN UE selects W-APN at tunnel set up the W-APN operator identifier (OI) contains either the HPLMN ID or the VPLMN ID.

If no suitable I-WLAN tunnel is available, then WLAN UE shall initiate the tunnel establishment as described in subclause 8.2.1.3.1. The WLAN UE shall build the W-APN for the support of IMS emergency calls as described in 3GPP TS 23.003 [1A]. For the non roaming case (i.e. WLAN UE has direct connectivity to HPLMN), the WLAN UE shall construct the W-APN with the W-APN OI corresponding to the HPLMN. In the roaming case (i.e. WLAN UE has connectivity to the HPLMN via a VPLMN), the WLAN UE shall build the W-APN with the W-APN OI corresponding to the VPLMN. 

b)
The WLAN UE is not equipped with a valid SIM or valid USIM: The procedure as described in subclause 8.2.1.2, 8.2.1.6 and 8.1.2.1.7 shall apply with the following modification:


The WLAN UE shall initiate the tunnel establishment as described in subclause 8.2.1.3.1 with the following modifications:


The WLAN UE shall indicate the desire of using EAP over IKEv2 by including an IDi payload but not an AUTH payload in the first IKE_AUTH request message (see IETF RFC 5996 [14]). On building the NAI to be included in the IKE_AUTH request message, the WLAN UE shall include an emergency NAI;


The WLAN UE shall build the W-APN for the support of IMS emergency calls as described in 3GPP TS 23.003 [1A] where the W-APN OI is constructed from a selected PLMN (subclause 5.2.5.4), and include it in the IDr payload of the first IKE_AUTH request message;


After successful EAP authentication, the WLAN UE shall send an IKE_AUTH request message with the AUTH payload which is generated by using the master session key (MSK) created by EAP authentication as described in IETF RFC 5996 [14]. If the WLAN UE needs to obtain a dynamically allocated remote IP address, the WLAN UE shall also send a Configuration (CP) payload of type "CFG_REQUEST" in the IKE_AUTH request message further details are described in IETF RFC 5996 [14].

Next Change
8.2.2.6
PDG procedures in the emergency case

In the case where WLAN UE is attempting to set up an I-WLAN tunnel to the W-APN for the support of IMS emergency calls the requirements as specified in subclauses 8.2.1.1 shall apply with the exception of additional authentications to an external AAA server.

Additionally, when WLAN UE is attempting to set up an I-WLAN tunnel to the W-APN for the support of IMS emergency calls two different cases can be identified:

a)
The WLAN UE is equipped with a valid SIM or valid USIM: The procedures as described in subclauses 8.2.2.1, 8.2.2.2 and 8.2.2.5 shall apply with the following addition:


On receipt of an IKE_AUTH request message (tunnel establishment request) from the WLAN UE, with IDr payload set to the W-APN for the support of IMS emergency calls (see 3GPP TS 23.003 [1A]), the PDG behaviour is specified in 3GPP TS 29.234 [3]. 

b)
The WLAN UE is not equipped with a valid SIM or valid USIM: The procedures as described in subclauses 8.2.2.2.1 and 8.2.2.5 shall apply with the following modifications:


If there is an already established IKE security association for the WLAN UE, then the PDG shall reject the tunnel establishment request by sending the IKE_AUTH response message with the Notify payload attributes as defined in annex B.


The PDG shall use the MSK created by EAP authentication to check the AUTH payload provided by the WLAN UE. Further PDG behavior is specified in 3GPP TS 29.234 [3].
NOTE:
The format of the NAI and the W-APN information received in the first IKE_AUTH request message provide indication of whether the WLAN UE is using I-WLAN as the access network for IMS emergency calls and also whether the WLAN UE attempt an IMS emergency call following the procedures for when the WLAN UE is equipped with a valid SIM or valid USIM or not as described in 3GPP TS 23.003 [1A], and 3GPP TS 29.234 [3].



Next Change
Annex B (normative):
IKEv2 Notify payload attributes

B.1
General

The WLAN UE not equipped with a valid SIM or valid USIM can attempt to set up an I-WLAN tunnel to the W-APN for the support of IMS emergency calls by sending an IKE_AUTH request message. If there is an already established IKE security association for the WLAN UE, then the PDG shall reject the tunnel establishment request by sending the IKE_AUTH response message (see IETF RFC 5996 [14]) with the Notify payload of type "UNABLE_TO_COMPLY".
The attribute type indicating "UNABLE_TO_COMPLY" is of the value 8193.
Next Change
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